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Letter dated 22 February 2016 from the Panel of Experts
established pursuant to resolution 1874 (2009) addressed to the
President of the Security Council

The Panel of Experts established pursuant to resolution 1874 (2009) has the
honour to transmit herewith, in accordance with paragraph 2 of resolution 2207
(2015), the final report on its work.

The report was provided to the Security Council Committee established
pursuant to resolution 1718 (2006) on 19 January 2016 and was considered by the
Committee on 16 February 2016.

The Panel would appreciate it if the present letter and its enclosure were
brought to the attention of the members of the Security Council and issued as a
document of the Council.

(Signed) Hugh Griffiths

Coordinator

Panel of Experts established pursuant to
Security Council Resolution 1874 (2009)

(Signed) Benoit Camguilhem
Expert

(Signed) Katsuhisa Furukawa
Expert

(Signed) Dmitry Kiku

Expert

(Signed) Youngwan Kim
Expert

(Signed) Stephanie Kleine-Ahlbrandt
Expert

(Signed) Neil Watts
Expert
(Signed) Jiahu Zong
Expert
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Letter dated 18 January 2016 from the Panel of Experts
established pursuant to resolution 1874 (2009) addressed to the
Chair of the Security Council Committee established pursuant to
resolution 1718 (2006)

The Panel of Experts established pursuant to Security Council resolution 1874
(2009) has the honour to transmit herewith, in accordance with paragraph 2 of
Security Council resolution 2207 (2015), the final report on its work.

The Panel would appreciate it if the present letter and the report were brought
to the attention of the members of the Security Council Committee established
pursuant to resolution 1718 (2006).

(Signed) Hugh Griffiths
Coordinator
Panel of Experts established pursuant to

Security Council resolution 1874 (2009)

(Signed) Benoit Camguilhem
Expert

(Signed) Katsuhisa Furukawa
Expert

(Signed) Dmitry Kiku

Expert

(Signed) Youngwan Kim
Expert

(Signed) Stephanie Kleine-Ahlbrandt
Expert

(Signed) Neil Watts
Expert

(Signed) Jiahu Zong
Expert
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Report of the Panel of Expertsestablished pursuant to
resolution 1874 (2009)

Summary

A decade since the Democratic People’'s Republic of Korea conducted its first
nuclear test and since the adoption of the resulting United Nations sanctions regime,
the Panel has found no indications that the country intends to abandon its nuclear and
ballistic missile programmes. To the contrary, the country recently conducted its fourth
nuclear test and is also proceeding with its prohibited ballistic missile development,
including the test of a submarine-launched ballistic missile and continued ballistic
missile launches. Given the stated intentions of the Democratic People's Republic of
Korea and its continued efforts to enhance the scope of its nuclear and missile
programmes and to seek international acceptance and legitimacy for these prohibited
programmes, there are serious questions about the efficacy of the current United
Nations sanctions regime.

The Panel’s investigations have shown that the Democratic People’s Republic
of Korea has been effective in evading sanctions and continues to use the
international financial system, airlines and container shipping routes to trade in
prohibited items. Designated entities conceal their illicit activities by embedding
agents in foreign companies. They use diplomatic personnel, long-standing trade
partners and relationships with a small number of trusted foreign nationals. Its
designation in July 2014 notwithstanding, Ocean Maritime Management Company,
Limited continues to operate through foreign-flagged vessels, name and company
reregistrations and the rental of crews to foreign ships. This enables it to obtain
access to foreign ports in the region and beyond, as well as maritime insurance, a
prerequisite for operation.

The country has continued to engage in the export of ballistic missile-related
items to the Middle East and trade in arms and related materiel to Africa. It continues
to exploit long-standing military relationships in Africa and Asia to provide training
for police and paramilitary units. New trends include the acquisition of foreign-
sourced high-end commercial products as well as rudimentary systems to strengthen
its capability to indigenously develop its prohibited programmes. The country is also
using its participation in international organizations in an effort to legitimize its
space launch programme and gain access to scientific networks and knowledge.

All these activities are facilitated by the low level of implementation of Security
Council resolutions by Member States. The Panel has consistently highlighted the
problems of non-implementation of the resolutions, which allows prohibited activity
to continue. The reasons are diverse, but include lack of political will, inadequate
enabling legislation, lack of understanding of the resolutions and low prioritization.

The Panel has recommended several designations in the light of the
involvement of individuals and entities in prohibited activities or sanctions evasion.
It has also suggested updates to the sanctions list. The Panel’s report and its
conclusions raise important questions about the overall efficacy of the United
Nations sanctions regime, which, its progressive tightening over 10 years
notwithstanding, has still failed to ensure that the Democratic People's Republic of
Korea abandons its nuclear and ballistic missile programmes.
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Glossary

The following words and phrases are used in the present report with the
following specific meanings:

“The country” The Democratic People's Republic of Korea

“The Committee” The Security Council Committee established pursuant to
resolution 1718 (2006)

“The resolutions’ Security Council resolutions 1718 (2006), 1874 (2009),
2087 (2013) and 2094 (2013)

“The Panel” The Panel of Experts established pursuant to resolution
1874 (2009)

“The sanctions” The measures set out in the resolutions

“The sanctions list” The list established and maintained by the Committee

pursuant to resolution 1718 (2006) with respect to
individuals, entities, groups or undertakings

“Interdiction” The inspection, seizure and disposal of cargo as defined
in paragraphs 11 to 14 of resolution 1874 (2009),
paragraph 8 of resolution 2087 (2013) and paragraph 16
of resolution 2094 (2013)

“Designate/Designation”  Action taken by the Security Council or the Committee
under paragraphs 8 (d) and (e) of resolution 1718 (2006)
(as amended by subsequent resolutions, including
paragraph 27 of resolution 2094 (2013)) against
individuals or entities (asset freeze and/or travel ban)
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I ntroduction

1. By its resolution 2207 (2015), the Security Council extended the Panel’s
mandate until 5 April 2016. The present report covers the period from 6 February
2015 to 5 February 2016.

2. The Panel reviews herein evidence regarding the continued efforts by the
Democratic People’'s Republic of Korea to develop nuclear weapons, other weapons
of mass destruction and ballistic missiles. It examines the implementation of the
resolutions by Member States and violations of the sanctions measures. Continuing
investigations are covered in annex 1. The Panel also tracks the implementation by
Member States of the Committee’s decisions, including the designation of certain
individuals and entities for the imposition of the asset freeze and the travel ban.
Lastly, the Panel submits recommendations to improve the implementation of the
resolutions.

Background and political context

3. The situation in the Democratic People's Republic of Korea has shown little
fundamental change over the past year. Four years into his rule, and a decade since
the adoption of United Nations sanctions, Kim Jong Un continues to consolidate his
power and defy the resolutions by strengthening his country’s nuclear and ballistic
missile capabilities and continuing to trade in arms and related materiel. The
country has taken clear steps to increase its commitment to developing its nuclear
programmes and seeks opportunities to emphasize its claim to having the status of a
nuclear State. In September 2015, it announced that all nuclear facilities were in
“normal operation”, with ongoing missions to improve the “quality and quantity” of
its nuclear weapon stockpile.® On 6 January 2016, the country undertook its fourth
nuclear test at Punggye-ri and reiterated that it would “steadily escalate its nuclear
deterrence”, which it would never renounce under any circumstances.

4. Internally, Kim Jong Un has continued to consolidate his power, including
through the elimination and replacement of key officials, while underlining the need
for parallel development of the economy and nuclear capability.? While devoting
new focus to improving the civilian economy, the regime is continuing its efforts to
bolster the national defence sector, including by upgrading weapon systems and
building its weapons of mass destruction capabilities. When tensions escalated in
the demilitarized zone in August 2015, Kim Jong Un put the Korean People’'s Army
on a war footing.® Inter-Korean talks succeeded in dissipating the crisis, but
relations between the country and the Republic of Korea remain precarious.

! See “Director of Atomic Energy Institute of DPRK on its nuclear activities”, Korea Central News
Agency (KCNA), 15 September 2015, available from www.kcna.kp (accessed on 15 September
2015).

2 See Democratic People’s Republic of Korea, Permanent Mission to the United Nations, press
release, 31 October 2015, and “Kim Jong-Un makes speech at military parade and public
procession of Pyongyang citizens”, KCNA, 11 October 2015, available from www.kcnha.kp
(accessed on 11 October 2015).

3 See “DPRK FM on situation that reached brink of war”, KCNA, 21 August 2015, available from
www.kcna.kp (accessed on 21 August 2015).

16-00683



S/2016/157

16-00683

5. The interaction of the Democratic People’s Republic of Korea with the
international community in 2015 was characterized by both condemnation of
sanctions alongside calls for a peace treaty and bilateral talks while shunning any
commitment to denuclearization or the resumption of the Six-Party Talks from
which it withdrew in 2009. The country also categorically rejected resolutions by
two United Nations bodies on the human rights situation, stating that the allegations
were patently false.*

6.  Sanctions have not prevented the Democratic People’s Republic of Korea from
gradually improving and expanding its nuclear and ballistic missile capabilities. In
addition to the growth of its nuclear programmes, it has placed heightened emphasis
on its missile programmes, devel oping short-range missiles through tests, upgrading
its launch facilities at Sohae and indicating that it is committed to developing a
submarine-launched ballistic missile capability, of which it undertook tests in May
and December (and reportedly also November). It also continues to upgrade its
Sinpo submarine shipyard. The country has further promised “a variety of satellites
and long-range rockets which will be launched by the Democratic People’s Republic
of Korea one after another” in the future.”

7. These developments indicate that the prospects of the Democratic People’'s
Republic of Korea addressing the security and humanitarian concerns of the
international community as expressed in the resolutions are increasingly remote.
The need for all Member States to be committed to the strengthened enforcement of
United Nations sanctions remains as important as ever.

Panel and its methodology

8. The Panel adheres to its mandate to gather, examine and analyse information
from States, relevant United Nations bodies and other interested parties regarding
the implementation of the measures imposed in the resolutions, in particular
incidents of non-compliance, and to make recommendations on action that the
Security Council, the Committee or Member States may consider to improve the
implementation of the measures imposed under the resolutions.

9. The Panel conducts its work in line with the methodological standards of the
Informal Working Group of the Security Council on General Issues of Sanctions
(see S/2006/997). It strives to maintain high evidentiary standards, despite not
having the subpoena, forensic capabilities and investigative powers of a judicial
body. It relies on three types of information: experts first-hand and on-site
observations; information supplied by Member States, international organizations,
officials, accredited media sources/journalists and private individuals, and
information found in the public domain. The Panel keeps in mind the identity and
role of sources, consistently seeks corroboration and ensures that information
provided on a confidential or restricted basis is handled consistently with the
responsibilities of the Panel. The Panel offers individuals and entities the

See “FM spokesman categorically rejects anti-DPRK human rights resolution”, KCNA,

21 November 2015, available from www.kcna.kp (accessed on 21 November 2015).

See “Kim Jong-Un watches strategic submarine underwater ballistic missile test-fire”, KCNA,

9 May 2015, available from www.rodong.rep.kp/en/index.php?strPagel D=SF01_02_01& news|D
=2015-05-09-0014.
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opportunity to reply during the course of investigations. The sources for all figures
are the Panel, unless otherwise indicated.

10. During the reporting period, the Panel submitted four incident reports to the
Committee. It took account of those cases in the present report, as well as providing
information on ongoing investigations. The Panel held consultations with
33 Member States, 14 United Nations bodies and other interested parties. It also
continued to cooperate with other United Nations sanctions panels and groups. The
Panel sent 748 requests for information and 88 follow-up letters relating to its
investigations to Member States (see annex 2), international organizations and
private entities and individuals. It received 215 responses.

Reportsby Member States

National implementation reports

11. Ten years since the adoption of resolution 1718 (2006), the Panel continues to
observe an extremely high number of non-reporting and late-reporting States,
especially in Africa (see annex 3). During the reporting period, only six Member
States submitted national implementation reports in accordance with resolution
2094 (2013). To date, only 42 Member States (of 193) have reported to the
Committee under resolution 2094 (2013), with 90 having never reported under any
of the resolutions (see fig. 1). The Panel sent reminders to 93 non-reporting Member
States, 7 of which served as non-permanent members of the Security Council in
2015.

12. In addition to the low rate of reporting, the Panel notes the poor quality and
lack of detail of the reports received. The lack of good information impedes the
Panel’s ability to report on sanctions implementation and to properly analyse the
challenges in national implementation. Member States’ lack of capacity and political
will further exacerbates their difficulties in understanding the basic scope and
substance of the resolutions. Overall, these conditions create the opportunity for the
Democratic People's Republic of Koreato continue its prohibited activities.

13. In 2015, the Panel actively encouraged the seven non-permanent members of
the Security Council to come into compliance with their reporting obligations.
Given that Committee members should lead by example in the submission of
implementation reports, the Panel recommends that the Committee consider
bilateral approaches (see recommendation 1).
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Figure 1

Overview of reporting by region

b

50

an

20

10

E L] Ei!l

Resgluticn 2094 (2013) .IEII resolutions
:_,.gy__.- Mon-reporting k5L f-".-"'{.: Man-reporting k5
;,f%ﬂ Aeporiing hS5s [ | Reporting MSs
i .

_ » »

B -\ e
%ff- ,,

w3
_

e

Africa Arnaricas Asla Eurcpe

i

B
N ”i
Fl
Oiceania

16-00683

Reports of non-compliance and other matters

14. In addition to national implementation reports, Member States are obliged to
report promptly to the Committee on all instances of inspections of cargo, including
without or before an incident of violation. Only one Member State reported its
inspection and subsequent seizure of an arms-related shipment connected to
designated entities.

15. The Security Council has called upon all States to provide information at their
disposal regarding non-compliance with the resolutions (see recommendation 11). The
Committee received 14 such reports. Multiple Member States reported on the short-
range ballistic missile launches in March 2015 and a submarine-launched ballistic
missile gjection test by the Democratic People's Republic of Koreain May 2015.

Continuing violations by the Democr atic People' s Republic
of Korea of itsobligation to abandon nuclear, other weapons
of mass destruction and ballistic missile programmes

16. The country continues to blatantly violate the resolutions, countering repeated
demands by the Security Council to fulfil itsinternational obligationsin this areain
a clear, irreversible and verifiable manner. It continues to develop its nuclear and
ballistic missile programmes, including by improving its testing infrastructure and
strengthening the role of the agencies involved. It has continued to deepen its
research and knowledge in these areas, including through participation in various
international organizations, which has allowed it access to scientific training and
networks. The fourth nuclear test and the successful submarine-launched ballistic
missile gection test show the country’s determination to pursue increasingly
sophisticated systems while trying to support its claim of having the status of a
nuclear State.
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A. Recent nuclear-related activities

1. Nuclear test of 6 January 2016

17. On 6 January 2016, the Democratic People’'s Republic of Korea announced
that it had conducted a “hydrogen bomb” test.® The Preparatory Commission for the
Comprehensive Nuclear-Test-Ban Treaty Organization (CTBTO) confirmed that “an
unusual seismic event” had taken place in the vicinity of the nuclear test site.” The
“man-made explosion” (magnitude 4.85) had waveform characteristics similar to
those detected following the country’s nuclear test in 2013.” The type of device used
has yet to be determined (see fig. 2).

Figure 2
Comparison of the location estimates of the 2006 (yellow), 2009 (orange),
2013 (purple) and 2016 (red) nuclear tests

Source: CTBTO.

2. Expansion of nuclear infrastructure and continuing activities

18. The satellite images of the nuclear test site showed constant activities in the
area throughout 2015, especially near the west portal, such as heavy traffic,
construction of new buildings and excavation and logging activities (see annex 4).

19. On 15 September 2015, the Director of the “Atomic Energy Institute” of the
Democratic People’s Republic of Korea® said that “al the nuclear facilities in
Nyongbyon, including the uranium enrichment plant and 5 MW graphite-moderated

% See “DPRK proves successful in H-bomb test”, Rodong Sinmun, 7 January 2016, available from
www.rodong.rep.kp/en/index.php?strPagel D=SF01_02_01& newsl D=2016-01-07-0004.

7 See CTBTO, “CTBTO Executive Secretary Lassina Zerbo on the unusual seismic event detected
in the Democratic People’'s Republic of Korea”, press release, 6 January 2016, available from
www.ctbto.org/press-centre/press-rel eases/2016/ctbto-executive-secretary-lassina-zerbo-on-the-
unusual -sei smic-event-detected-in-the-democrati c-peopl es-republic-of -korea/.

8 Korean:
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n 9

reactor, were rearranged, changed or readjusted and they started normal operation”.
The statement appears to be broadly consistent with the various nuclear-related
activities reported on 26 August 2015 by the Director General of the International
Atomic Energy Agency (IAEA).

20. IAEA reported continuing renovation and new construction activities at

various locations within the Yongbyon site, which indicated that the 5 MW(e)
reactor had operational status, continuing construction at the light water reactor
site'® and the extension and use of the building reportedly housing the enrichment

facility (the building’s floor area was effectively doubled in 2014)."* IAEA has also

observed, through satellite imagery, activities that appear to be related to mining
and milling at the Pyongsan uranium mine and uranium concentration plant.

21. Commercial satellite images show that the activities appear to have continued
throughout the reporting period, consistent with the country’s announcement that all

nuclear facilities were in “normal operation”. The images confirmed the

construction of what appears to be an electrical switchyard adjacent to the light

water reactor, truck activities near the 5 MW(e) reactor housing building, discharge

and outflow of cooling water at the reactor (with some possible break in July and

November 2015) and renovation and new construction of buildings near the possible

fuel assembly building and at the uranium enrichment facility (see annex 5).

22. Although it is impossible to determine conclusively the operational status and

the purpose or nature of the developments on the basis of satellite images alone, the
active status of the facilities and reactor, if confirmed, would allow the Democratic
People’s Republic of Korea to produce additional fissile material stockpiles for its
nuclear programme. This would be consistent with the country’s stated intent to

expand and improve its nuclear arsenal.

Nuclear-related entities and individuals
Munitions Industry Department
23. The Panel has previously reported that the Munitions Industry Department?

has played a key role in the country’s nuclear and missile programmes (see
S/2010/571, para. 55, and S/2013/337, para. 37). The Panel has confirmed the

Department’s key role in the nuclear test of January 2016, with its name appearing
on the orders of 15 December 2015 and 3 January 2016 signed by Kim Jong Un to
conduct the test. The documents clearly show that the Department planned and
prepared for the test (see fig. 3).

9 See “Director of Atomic Energy Institute of DPRK on its nuclear activities”, KCNA,
15 September 2015, available from www.kcna.kp (accessed on 15 September 2015).

10 | AEA reported that there were no indications of the delivery or introduction of major reactor
components into the light water reactor containment building.

" See IAEA document GOV/2015/49-GC(59)/22.

2 Also known as the Military Production Arms Department, the Military Supplies Industry
Department, the Machine Industry Department or the Machine Building Industry Department of
the KPW Central Committee. Korean: or
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Figure 3
Munitions Industry Department reports on “hydrogen bomb” test preparation
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Source: Rodong Sinmun, 7 January 2016.

24. Three senior officials, Ri Man Gon, Ri Pyong Chol and Pak To Chun,
participated in a celebratory photo session with Kim Jong Un, which featured their
key roles in the nuclear test.”® Mr. Ri Man Gon appears to have become the new
Director of the Munitions Industry Department sometime between December 2015
and 7 January 2016. The Panel previously reported that Mr. Park played a key role
in the country’s nuclear and missile programmes (see recommendation 7,
confidential annex 109 and S/2013/337, para. 37).

International intergovernmental research organization

25. The Panel previously reported on the participation of the Democratic People’'s
Republic of Korea in the activities of the Joint Institute for Nuclear Research, an
international intergovernmental research organization for nuclear sciences based in
the Russian Federation (see S/2015/131, paras. 29-33). In response to the Panel’'s
inquiries, the Institute’s Chief Scientific Secretary confirmed that no nationals from
the Democratic People's Republic of Korea had been affiliated with the Institute
since 31 March 2015 and that the country’s membership had been suspended until it
was able to fully implement its obligations to the Institute. The Panel notes that the
Institute’s decision is consistent with the provisions of the resolutions.

26. The Institute confirmed that the representative of the Democratic People's
Republic of Korea to the Committee of Plenipotentiaries was Ri Je-Son (listed as
“Li Je Sen") (see S/2015/131, para. 29). He was designated by the Committee in
July 2009 as the then Director of the General Bureau of Atomic Energy and has
been Minister of Atomic Energy Industry since April 2014. According to the
Institute, two individuals have participated in the Committee’s sessions on his

14/295
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See “Kim Jong Un has photo session with contributors to H-bomb test”, Rodong Sinmun,
11 January 2016, available from www.rodong.rep.kp/en/index.php?strPagel D=SF01_02_01&
newsl D=2016-01-11-0024.
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behalf since 2010. Pursuant to the resolutions, they should be subjected to the asset
freeze and the travel ban by relevant Member States as individuals who acted on
behalf of Mr. Ri. They are:

(@ Mr. Jon Myong Chol, then the First Secretary of the Embassy of the
Democratic People’'s Republic of Korea in Moscow, who participated on 25 and
26 March and 26 and 27 November 2010, 25 and 26 March and 25 and
26 November 2011 and 26 and 27 March 2012;

(b) Mr. Kim Se Gon, then the First Secretary of the Embassy of the
Democratic People’s Republic of Korea in Moscow, who participated on 23 and
24 November 2012, 25 and 26 March and 22 and 23 November 2013, 25 and
26 March 2014 and 25 and 26 March 2015.

27. The Panel recommends that the Committee add the alias of “Li Je Sen” to the
information about Mr. Ri (KPi.002) provided in the sanctions list (see
recommendation 4 (a)).

Recent activitiesrelating to the ballistic missile programme

Ballistic missile launches

28. The Democratic People's Republic of Korea has continued to launch ballistic
missiles. The Panel identified two trends in 2015 regarding the country’s ballistic
missile programme;

(&) Development of improved short-range ballistic missiles with high
accuracy and rapid strike capacity through the testing of an extended-range version
of its solid-propellant KN-02 short-range ballistic missile;

(b) Development of a rudimentary submarine-based ballistic missile strike
capability by conducting an underwater ejection test of such a missile.

Short-range ballistic missile

29. The country launched two short-range ballistic missiles on 2 March 2015.
They achieved a range of some 500 km. Several Member States identified them as
Scud class ballistic missiles. The range is consistent with the capability of the
country’s Scud-C type ballistic missile launched at maximum range. As in previous
cases, the launches were conducted without warning, constituting a safety hazard for
nearby vessels and aircraft.

30. Regarding the launch of 14 August 2014 in the Wonsan area of the country
(see S/2015/131, para. 38), the Panel assessed the projectile as an enhanced version
of the KN-02 ballistic missile,® given the similarities of their shapes and the
achieved range of 220 km.'® The Panel notes that the KN-02 missile has distinct
similarities to the 9M79 ballistic missile (see fig. 4)* and is consistent with the

4 Seven Member States reported the launches to the Committee.
> The KN-02 is considered by several Member States to be a short-range ballistic missile using

solid fuel propellant with an estimated range of 120 km.

16 See Jeffrey Lewis, “Don’'t know where Waldo went, but Kim Jong-Un was in Wonsan: geolocating

North Korea's June 26 and August 14 missile launches’, 38 North, 3 November 2014, available
from http://38north.org/2014/11/jlewis110314/.

¥ The 9M 79 ballistic missile is also known as Tochka or SS-21 and reportedly has a circular error

probable of 160 m.
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country’s statement that it launched an “ultra-precision high-performance tactical
rocket”.’® The Panel further corroborated its analysis with information from a
Member State that the country reverse-engineered the 9M79 missile (see annex 6) to
develop the KN-02 missile.” Since then, the country has actively worked on a new
version by reducing the missile’s payload to increase its range.

Figure 4
Similarities between the 9M 79 missile (top) and the missile launched by the
Democr atic People’s Republic of Korea on 14 August 2014 (bottom)

Similar shape
of tail fins

Similar shape of
warhead section

L

Source: www.militaryphotos.net (top) and KCNA (bottom).

31. According to a Member State, the country conducted launches on three
occasions of projectiles believed to be the KN-02 missile or improved versions
thereof (seetable 1).

Table 1
KN-02 and KN-02 improved version launchesin 2015

Number of
Date and time projectiles Type Range (km)
8 February, 5 Assumed to be one KN-02 improved 200
4.10-5.10 p.m. version and four 300-mm guided

artillery rockets

2 April, 10.30 am. 1 Assumed to be KN-02 140
3 April, 4.14-5 p.m. 4 Assumed to be KN-02 >100

18 See “Kim Jong-Un guides tactical rocket test-fire”, KCNA, 15 August 2014, available from
www.kcnawatch.co/newstream/1451896687-307647019/kim-jong-un-guides-tactical -rocket-test-
firel.

¥ According to a Member State, the country obtained 9M 79 ballistic missiles from the Syrian Arab
Republic in 1996.

% Extended range is obtained by reducing the weight of the warhead from 480 to 150 kg.
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Submarine-launched ballistic missile

32. Seven Member States reported to the Committee that the Democratic People's
Republic of Korea had conducted a ballistic missile test on 8 May 2015 from an
underwater platform near the east coast port of Sinpo. The reports were consistent
with official announcements on 9 May 2015 of “an underwater test-fire of [&]
Korean-style powerful strategic submarine ballistic missile” (see annex 7). The
development and possible future deployment of submarine-launched ballistic missiles
would add a sea-based component to the country’s ballistic missile capabilities.

33. Official images of the missile (see annex 8) show * -1” (Pukgeukseong-1),%
commonly referred to as the KN-11. Externally, the missile closely resembles the
former Soviet-era SS-N-6/R-27 submarine-launched ballistic missile, given the
distinctive similarities of its shape and in particular the warhead (see fig. 5). The
absence of white smoke behind the missile when clear of the sea indicates a liquid
propellant, as used by the R-27 missile. According to information provided by a
Member State, the missile is identical to the R-27 missile, which was procured from
the former Soviet Union in the 1990s and then reverse-engineered by the
Democratic People's Republic of Korea.

Figure 5
Aspect ratios of the KN-11 and R-27 missiles

Length:l9.65 m

Warhead section

Source: R-27 (top): Thomas Cochran and others, Soviet Nuclear Weapons, Nuclear Weapons
Databook, vol. 4 (New York, Harper and Row, 1989); submarine-launched ballistic missile
(bottom): Rodong Sinmun, 9 May 2015.

2 See “Kim Jong-Un watches strategic submarine underwater ballistic missile test-fire”, KCNA,

9 May 2015, available from www.rodong.rep.kp/en/index.php?strPagel D=SF01_02_01& newslD
=2015-05-09-0014.

2 |ts namein English is “North Star-1" or “Polaris-1".

Diameter: 1.5 m
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Figure 6
Images relating to the launch of 8 May 2015

Source: Rodong Sinmun, 9 May 2015.

34. The Panel is of the view that several of the photographs of the test (see fig. 6)
were manipulated and unrelated images may have been inserted (see annex 9).
Without underwater footage, the launch platform could not be verified with
certainty by the Panel.

35. The missile appears to have ignited above water (see figs. 6 and 7-3 to 7-5),
indicating an underwater cold ejection® from the tube, possibly by compressed gas
(see fig. 7-1). The missile reached an altitude of 150 m and remained airborne for
some 500 m, according to information provided by a Member State. The relatively
short flight could be attributed to either a reduced fuel load with ballast weight to
demonstrate launch capability or, more likely, afuel cut-off shortly after ignition. In
either case, the launch took place at full launch weight to validate the €jection-
ignition sequence.

% A ballistic missile launch system can be either “hot launch”, where the missile ignites in the

tube, or “cold launch”, where the missile is expelled from the tube and then ignites.
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Figure 7
Ballistic missile test sequence of 8 May 2015

Source: KCNA.

36. The Panel considers the test to be a magjor technological development and a
clear indication of a continuing programme to develop and make the submarine-
launched ballistic missile operational. More tests would be needed to complete the
operationalization of the launch system and missile, in particular a full-scale flight
test, which might be a current limitation for the country.

2. Launch facility activity

37. In 2015, the country continued rapid work on the Sohae satellite launching
station, with further improvements to the launch area Owing to substantial
concealment work during each step of the launch preparation infrastructure, it will
be more difficult to detect any pre-launch activities. The Panel also monitored the
Sinpo shipyard, a facility related to the country’s submarine-launched ballistic
missile programme.

16-00683 19/295



S/2016/157

20/295

Sohae satellite launching station

38. Imagery analysis shows that the country is deliberately undertaking
concealment work to hide space launch vehicle launch preparations (see annex 10).
After excavation work in March 2015, a new underground rail terminal was
completed in April. A slot in the concrete of the new terminal, of approximately
20 m in length, could be used to install an elevator between the rail tunnel and the
launch pad.? A new building has also been constructed at the eastern end of the pad.
The building’'s foundations were evident in January 2015, with steady progress until
completion by September (see fig. 8). The building’s location indicates that it may
be a launch support facility for space launch vehicle assembly or check-out in the
launch preparation phase. In addition, a new platform that moves along rails could
be used to conceal movements of space launch vehicle stages from the support
building to the gantry tower® The construction of the platform was initially
observed in April 2015 and had been completed by September (see ibid.). Lastly, a
cover is attached to the gantry tower (see annex 12 for additional imagery).”

Figure 8
Sohae launch pad as at 1 September 2015

Source: GeoEye-1.

39. Refurbishment activity has been observed at the assembly building, where new
sheds have been constructed. A shelter has been placed over the rail spur, possibly

% See “North Korea: new construction at the Sohae satellite launching station”, 38 North, 28 May

2015, available from http://38north.org/2015/05/sohae052815/.

% The mobile platform is 21 m wide, 29 m long and 28 m high.
% The cover on the gantry tower was seen in October 2014.
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to conceal rail activity associated with the transport of space launch vehicle stages
(see annex 11).

40. Other activities observed suggest that larger rocket engines could be tested in
the future. New, larger buildings with the capacity to store additional propellants
have been constructed west of the launch pad and within the engine test area (see
annexes 12 and 13).”” This hypothesis would be consistent with the ability of the
gantry tower to handle space launch vehicles larger than the Unha-3, as stated in the
Panel’s previous report (seefig. 9).

Figure 9
M odels of submarine-launched ballistic missile, Unha-3 and Unha-9

Source: Kyodo News, 13 October 2015.

Sinpo shipyard

41. Satellite images of the Sinpo shipyard area on the east coast leading up to the
test of 8 May 2015 show work on infrastructure relating to the indigenous
development of a submarine-launched ballistic missile and associated launch
platform as early as 2012.

42. In October 2013, satellite imagery showed a test complex to the south-west of
the submarine basin. The complex features a test stand and a probable impact area
about 9 m from it, likely to conduct land-based submarine-launched ballistic missile
gjection tests. According to a Member State, such a test was conducted in October
2014 (see annex 14). Imagery from July 2014 to October 2015 shows work on
construction halls, adjacent workshops and a new launch platform extension to the
195 x 33 m main fabrication hall (see annex 15).

43. Similarly, satellite imagery from July 2014 revealed an unidentified submarine
at the shipyard. Subsequent images show various stages of internal work in the

7 See “North Korea: update on activity at Sohae satellite launching station”, 38 North, 9 October

2015, available from http://38north.org/2015/10/sohae100915/.
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submarine’s sail, a submersible test barge and a small tow vessel.?® According to a
Member State, the country acquired decommissioned Golf class submarines and, by
disassembling the submarines, ejection-related technology. The submarine appears
to be a native design, with no direct comparison to the Golf or other types.®® The
presence of what is probably a 10 m missile shipping container in imagery of
10 May 2015 adjacent to the 65 m submarine and a single aperture® in the sail point
to it bei r;g designed for a submarine-launched ballistic missile launch capability (see
fig. 10).*"

Figure 10
Aperturefor a single submarine-launched ballistic missile launch tube®

Source: DigitalGlobe, 10 May 2015 (left); KCNA, 5 June 2015 (right); H. I. Sutton, 9 May 2015 (bottom).

44. The country is actively upgrading and concealing its submarine production
facilities at Sinpo, allowing it to build more submarines, possibly undetected,
including submarines capable of launching ballistic missiles. Member States should
be vigilant to the export of commercial items that could contribute to the country’s

22/295

% The Operational Satellite Applications Programme confirmed that the submarine in official

images of the test of 8 May was likely to be that seen in satellite imagery (fig.10) and confirmed
the small vessel berthed next to the submarine in satellite images of 10 May 2015.

% The construction of this submarine is within its capability as a result of the country’s experience

in building submarines.

% The diameter of the aperture is approximately 1.5 m. The length and the diameter of the container

are consistent with the dimensions of the missile tested on 8 May 2015. According to a Member
State, there is only one launch tube inside the submarine.

1 According to Kim Jong Un, “when the submarine-launched ballistic missile goes into production,

and is stationed soon, it will be like installing a time bomb on the regime’'s enemies’. See Choi
You-sun, “North Korea test-fires 3 ship-to-ship missiles into East Sea”, Arirang News, 9 May
2015, available from www.arirang.co.kr/News/News_View.asp?nseq=179369.

%2 The submarine and ballistic missile-related activity have been confirmed by the Operational

Satellite Applications Programme (see the satellite image in fig. 10).
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submarine-based ballistic missile programme, including subsystems and components,
in particular electric motors, lead-acid batteries and associated charging systems and
sonar technology, in accordance with paragraph 22 of resolution 2094 (2013) (see
recommendation 10).

Ballistic missile programme-related entities and individuals

45. The Panel has identified two trends relating to the space launch programme of
the Democratic People’s Republic of Korea. First, the country has been using its
participation in international organizations to promote the legitimacy of its space
launch capabilities, to gain access to the international scientific community and to
train its researchers for the further development of its prohibited programmes.
Second, the National Aerospace Development Administration continues to play a
prominent role in the country’s space programme, including through its
responsibility for a new satellite control centre.

Centre for Space Science and Technology Education in Asia and the Pacific

46. The Centre for Space Science and Technology Education in Asia and the
Pacific (see annex 16) offers nine-month postgraduate diploma courses in five
disciplines of space science and technology, comprising remote sensing and
geographic information systems, satellite communications, satellite meteorology
and global climate, space and atmospheric science, and global navigation satellite
systems. It informed the Panel that the Consolidated United Nations Security
Council Sanctions List was diligently taken into account in the selection and
admission process.

47. After joining the Centre in 1996, the country sent more than 30 of its nationals
for training there, including Paek Chang-Ho, who was designated for his role in the
launch on 12 December 2012 of the Unha-3 rocket. He is currently reported to be
the Vice-Director of the Scientific Research and Development Department of the
National Aerospace Development Administration. He attended the Centre's satellite
communications course in 1999-2000 (see annex 17). Two of the country’s nationals
are currently attending courses at the Centre, one of whom is affiliated with the
National Aerospace Development Administration (see annex 18). The Panel takes
note that the Centre cancelled the participation of a further four nationals selected to
attend courses beginning in August 2015, including one affiliated with the National
Aerospace Development Administration who was supposed to attend the global
navigation satellite systems course (see annex 19).* The repeated applications to
and participation in the programme by members of the National Aerospace
Development Administration show the relevance of the courses to its work.

48. The Panel analysed the syllabi of courses provided by the Centre. The space
and atmospheric science course contains a module on space instrumentation, with
submodules that could be directly relevant to the country in designing and testing a
launch vehicle using ballistic missile technology, such as those on launch vehicles,
attitude control, and telemetry, tracking, command and data handling systems (see

The Panel notes that the national s of the Democratic People’s Republic of Korea attending the
courses at the time of writing held the title of researcher or senior researcher (see confidential
annex 20).
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annex 21).* The course on global navigation satellite systems contains two
modules, on receivers and integrated navigation (see annex 22), both of which could
be directly relevant to the country’s ballistic missile programme, especially given
that it is working on improving the precision guidance of ballistic missiles through
the use of global navigation satellite systems (both Global Positioning System and
Global Navigation Satellite System).® The course on satellite communications
contains a module on modulation, multiplexing and multiple access (see annex 23),
which could contribute to enhancing telemetry capabilities for the ballistic missile
programme.

49. The position of India on the content of two of the courses, as outlined in an
aide-memoire to the Office for Outer Space Affairs, which chairs the Advisory
Committee of the Centre,® is: “ The topics covered in these sources are very general
and basic principles in the respective areas and the course materials offered to the
participants are available from open-source.”® It further stated that “the depth of
such topics covered in short terms [sic], would certainly not contribute to acquire
expertise in those specific areas by the participants’. The Office informed the Panel
that it stood ready to report on the matter to the Committee on the Peaceful Uses of
Outer Space, the fifty-ninth session of which isto be held from 8 to 17 June 2016.

50. While the courses offered by the Centre are not deliberately designed to assist
ballistic missile development, the Panel’'s assessment, on the basis of the
information available, is that certain modules or submodules constitute specialized
training that could be used by the Democratic People’s Republic of Korea in its
prohibited activities and that participation in the space and atmospheric science and
global navigation satellite systems courses is a ballistic missile-related activity
prohibited under the resolutions.

51. The Panel recalls that, under the resolutions, the Democratic People’'s
Republic of Korea must suspend all ballistic missile-related activities (see
recommendation 2).

National Aerospace Development Administration

52. The Democratic People’s Republic of Korea stated its intention on multiple
occasions in 2015 to proceed with additional launches of satellites under the
supervision of the National Aerospace Development Administration.® The Director
of the Administration stated that “the world will clearly see a series of satellites of
Songun Korea soaring into the sky at the times and locations determined by the
WPK Central Committee”.* Such launches are prohibited under resolution 2087
(2013).
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* Document S/2014/253 provides a list of certain prohibited items relating to these topics, such as

gyro-astro compasses (also known as star sensors) (item 9.A.2).

% Communication of the United States of 15 June 2015 to the Panel.
% The Advisory Committee guides the technical aspects, including curricula.
% The statement refers to courses in space and atmospheric science and in global navigation

satellite systems. The Panel notes that specialized teaching can include general and basic
principles and material from open sources.

% See “National Aerospace Development Administration clarifies its principled stand”, KCNA,

8 May 2015, available from www.kcnakp (accessed on 8 May 2015).

% See “NADA Director on successes in outer space development”, KCNA, 14 September 2015,

available from www.kcna.kp (accessed on 14 September 2015).
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53. Consistent with its stated intention, in 2015 the country unveiled a new
satellite control centre located in the centre of Pyongyang, next to a residential
complex for high-ranking officials (see annex 24). During his visit to the centre in
May (see fig. 11), Kim Jong Un “stressed the need to provide more cutting-edge
facilities”.®

Figure 11
Visit by Kim Jong Un to new satellite control centre

Source: Rodong Sinmun.

54. Official announcements clearly state that the new centre is under the authority
of the National Aerospace Development Administration, as shown from the
photographs released by official media (see fig. 12).%° This evidence shows that the
Administration has taken over a key facility that was previously operated by the
Korean Committee for Space Technology and supports the Panel’s conclusion in its
final report for 2015 (see S/2015/131, paras. 44-48).

0 See “Kim Jong-Un visits newly-built general satellite control centre”, KCNA, 3 May 2015,
available from www.kcna.kp (accessed on 3 May 2015).
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Figure 12
Satellite control centre and National Aerospace Development Administration logo

Source: Korean Central Television.

55. The National Aerospace Development Administration is concurrently seeking
international legitimacy by establishing relationships with other space-related
international bodies: the Office for Outer Space Affairs and the International
Astronautical Federation. This is consistent with the ongoing claim by the country
that its space programme is in line with the Treaty on Principles Governing the
Activities of States in the Exploration and Use of Outer Space, including the Moon
and Other Celestial Bodies.

56. The National Aerospace Development Administration has also been
established as the national point of contact for the registration of space objects (see
fig. 13 and annex 25). This was conveyed on 26 February 2015, when the
Democratic People’s Republic of Korea notified the Secretary-General, through the
Office for Outer Space Affairs, in accordance with article Il (1) of the Convention
on Registration of Objects Launched into Outer Space, of the establishment of a
national registry of objects launched into Earth orbit or beyond (see annex 26).

Figure 13
Extract of a note verbale dated 26 February 2015 from the Permanent Mission of
the Democr atic People’s Republic of Koreato the United Nations (Vienna)

Mational Aerospace Development Administration (NADA) of the DPRK
E-mail: nada.dpekiisir-conetkp

Fax: 00830 23814585

Address: Central district, Pyongyang, DPR Korea
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57. On 15 October 2015, the National Aerospace Development Administration was
reportedly admitted as a member of the International Astronautical Federation.** The
Federation informed the Panel that, on 16 October, its General Assembly had
revoked its earlier resolution of 12 October to approve membership, on the basis of
information provided by the Panel. The delegation of the Democratic People’'s
Republic of Korea to the United Nations Educational, Scientific and Cultural
Organization in Paris acted on behalf of the Administration to apply for
membership.

58. The by-laws of the National Aerospace Development Administration stipulate
that the Administration “guides the production, assembly and launch of all space
equipment and their launch vehicles’. They also detail its internal organization and
its affiliated organs (see annex 27). In addition, the Panel has obtained information
about the Administration’s key officials (see table 2) and budget (€102.5 million).
Its conclusions are provided in confidential annex 109.

Table 2
Key individualsidentified by the Panel within the National Aerospace
Development Administration

Name (transliteration) Korean name Title

Mr. Yu Ch'o’l-u Director

Mr. Kim In Cheol Deputy Director

Mr. Hyon Gwang Il Director, Scientific Research and
Development Department

Mr. Paek Chang-Ho Vice-Director, Scientific Research and
Development Department

Mr. Kim Cho'n-ho Director, Scientific Work Department

Mr. Jong Tong Gil Deputy Department Director

Mr. Kim Gun Song Director, General Satellite Control and

Command Centre

Mr. Yun Chang Hyok Vice-Director, General Satellite Control and

Command Centre
Mr. Pae Cho'n-haek [ () Representative for International Affairs

Mr. Pak Gyong Su () Vice-Administrator for International Affairs

4

iy

See “DPRK NADA joins International Astronautical Federation”, KCNA, 15 October 2015,
available from www.kcna.kp (accessed on 15 October 2015). The country also participated in the
United Nations/International Astronautical Federation Workshop on Space Technology for
Economic Development, held in Beijing from 20 to 22 September 2013 (see A/AC.105/1048).
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VI.

Export-related and import-related measures

59. The Democratic People’'s Republic of Korea remains actively engaged in the
trade of arms and related materiel, including by procuring, transferring or brokering
commercially available products for military purposes, as well as technical
assistance, to countries in South-East Asia, Africa and the Middle East. The country
accords priority to procuring sophisticated equipment, such as unmanned aerial
vehicle components and radar systems. It has exploited differing export control
systems in this regard. The Panel’s continuing investigations are summarized in
annex 1.

Implementation of the embargo on nuclear weapons, other
weapons of mass destruction and ballistic missile-related items

Aluminium alloy rods seized by Japan

60. The Panel continued its investigation of the shipment in August 2012 of five
aluminium alloy rods seized by Japan as nuclear-related items (see S/2015/131,
paras. 54-57). Previously, the Panel noted that an entity of the Democratic People’s
Republic of Korea using the label “KUMSOK” was likely to have manufactured the
items. “KUMSOK” was used by Korea Ferrous Metals Export & Import
Corporation (KFMEIC) (formerly known as Korea Metals Trading Corporation; also
known as Korea Ferrous Metals General Trading Corporation) as its cable code (see
fig. 14). KFMEIC also advertises itself as being engaged in the trade of various
types of ferrous metals. Its logo is very similar to that on the seized cargo (see
annex 28).

Figure 14
KFM EIC advertisement

Ted lb-ll
Fika| BAL: 7301 4584

Source: Foreign Trade of the DPRK, January 1996.

61. The shipment's consignee was a Myanmar-based entity, Soe Min Htike
Company, Ltd (see S/2015/131, para. 56). The Panel requested the assistance of
Myanmar in obtaining information about Myanmar-based entities and individuals
previously designated by the United States Department of the Treasury for their
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involvement in arms trading with the Democratic People’s Republic of Korea,
including Soe Min Htike. In response, Myanmar denied such involvement and failed
to respond to the Panel’s inquiries concerning Soe Min Htike's involvement,
including with regard to a shipping document listing the company as the consignee.
The Panel concludes that Soe Min Htike was involved in the attempted transfer as
the consignee of prohibited nuclear-related items.

I mplementation of the arms embargo

Arms-related shipment destined for the Syrian Arab Republic

62. In December 2015, a Member State reported to the Committee its decision to
dispose of a shipment of cargo from September 2010 following its inspections and
seizure in May 2014 in accordance with the resolutions. The vessel was travelling
from Dalian, China, to Ladhiqgiyah (Latakia), Syrian Arab Republic.

63. The Panel’s investigation and on-site inspection confirmed that the cargo was
owned and controlled by entities and individuals working for Leader (Hong Kong)
International and Korea Kumryong Trading Corporation, both designated in January
2013 for their connections to Korea Mining Development Trading Corporation
(KOMID), designated in April 2009 as a main exporter of goods and equipment
relating to ballistic missiles and conventional weapons. KOMID used the alias of
Kumryong for procurement activities, while Leader facilitated shipments on behal f
of KOMID. The shipping documents showed that the cargo was arranged by L eader
on behalf of Kumryong (see annex 29). The consignment contained various
commercially available items, including some that could be used for military
purposes.

64. Shipping documents list the consignee as Mechanical Systems, Syrian Arab
Republic, which has the same telephone/fax number as Handasieh General
Organization Engineering Industries,*” a military-related entity responsible for a
shipment of ballistic missile-related items in October 2007 (see annex 29).*
Handasieh has been sanctioned by the European Union as a front company for the
Syrian Scientific Studies and Research Centre. The United States of America
previously reported on an attempt by Handasieh in 2010 to acquire dual-use items
for the Centre’s ballistic missile project.*

65. The cargo consisted of five containers with commercially available items,
including machinery, components and measuring devices (see fig. 15 and annex 30).
Similar products have been advertised for military applications (see annex 31).
Certain items may be used in the production of arms or as a principal component of

2

S

Handasieh was designated by the European Union as a front company for the Syrian Scientific
Studies and Research Centre, which has been acting on behalf of the military (see Council
Implementing Regulation No. 1244/2011).

See S/2012/422, para. 57, and the Panel’s report submitted to the Committee on 30 November 2012.
United States Department of the Treasury, Office of Public Affairs, “Fact sheet: increasing
sanctions against Syria”, press release, 18 July 2012, available from www.treasury.gov/press-
center/press-rel eases/Documents/Fact%20Sheet.pdf. According to a Member State, the Syrian
Scientific Studies and Research Centre contacted the Second Economic Committee of the
Democratic People’s Republic of Korea regarding the provision of various items, including roller
bearings, which originated from an Eastern European country. Such items can be used in missile
turbopumps.
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liquid propellant for Scud missiles.” The Panel continues to investigate the nature
of theitems.

Figure 15
Items seized by a Member State

66. Leader/Kumryong used two companies, Dalian Union International Trading
Co., Ltd. and Dandong Yongxinghe Trade Co., Ltd. (see annex 32) to procure the
items. Dandong Yongxinghe was the shipper (see annex 29). The items were mostly
sourced from Taiwan Province of China, Hong Kong, China, and other cities in
China, with some coming from Denmark, Japan and the United States (see
annex 33). The procurement was principally undertaken by the owner of Dalian
Union, Mr. Cai Guang, who has also served as the Director of Leader (see
S/2015/131, para. 185). Dalian Union made payment through a bank account held
by a company registered in Hong Kong, Sunny (Hong Kong) Int’| Development Co.,
Limited (see annex 34).%

67. Leader, Dalian Union, Dandong Yongxinghe and Sunny are all connected
through the same individuals who also own and/or control other companies (see
fig. 34 and annex 35).

68. None of the foreign suppliers were aware that the items were to be re-exported
to the Syrian Arab Republic. The Japanese supplier inquired about the end user, but
Dandong Yongxinghe refused to respond. The individuals and companies connected
to Leader/Kumryong have not replied to the Panel.

69. These companies had direct links to individuals or entities that transferred
arms and related materiel or ballistic missile-related items. They adopted
concealment techniques such as the use of foreign intermediaries, front company
networks and incomplete documentation.

70. The Panel confirms that the Member State that seized the cargo acted in
accordance with its obligations under the resolutions, which prohibit the transfer of
all arms and related materiel brokered by the Democratic People’'s Republic of
Korea, as well as under paragraph 18 of resolution 1874 (2009) by which the
Security Council called upon Member States to prevent the transfer of any assets
that could contribute to the country’s ballistic missile-related activities.

5 Inhibited Red Fuming Nitric Acid is listed as item number 4.C.4 in document S/2014/253.
Hydrogen refiners can be used for the process that leads to the production of a precursor of nitric
acid, a principal component of the prohibited item of Inhibited Red Fuming Nitric Acid, which is
aliquid propellant used for Scud missiles.

% Sunny was dissolved in July 2013.
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Shipment of Scud spare partsto Egypt

71. In 2013, a Member State reported to the Committee the interdiction of a
consignment on its way from Beljing to Cairo. Documentation listed the shipper as
a company from the Democratic People’s Republic of Korea, Ryongsong Trading
Co Ltd, and the consignee as an Egyptian company, MODA Authority International
Optronic. The shipment was part of a contract of 15 February 2013 between the
consignee and another company, Rungrado Trading Corporation (see confidential
annex 36). This company was previously involved in violating the luxury goods ban
implemented by Japan (see S/2012/422, paras. 78-79).

72. The Panel conducted an on-site inspection of the consignment, undertook
research and consulted several experts to investigate potential uses of the items. The
Panel examined a Scud-B missile system for physical comparisons between the
technical specifications of the items (see fig. 16).

73. The goods were labelled as “machine spare parts’, including relays, “coils’,
connectors and voltage circuit breakers (see confidential annexes 37 and 38) and
listed as being intended for use in “freezing carriers’, “fish factory mother ships’,
“fish-processing machines” and “old ships” (see confidential annex 39).*’

Figure 16
Examples of itemsin cargo

1-3, connectors; 4-6, relays; 7-8, voltage circuit breakers; 9, barometric switch.

4" These applications appear inconsistent with the consignee’s lines of business (it is reportedly

involved in the development, production and sale of advanced electro-optical and electronic
systems for military and commercial applications). Egypt stated that “no reference to a company
under the name of MODA Authority International Optronic Company was found” in its
companies database (see annex 110).
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74. While none of the items met the specific criteriain the list of prohibited items
(see S/2014/253), the Panel found that they were spare parts for or items used in
Scud-B missile systems (see confidential annex 40). As arms and related materiel,
their export is prohibited under the resolutions.

75. The Panel concluded, from markings in Korean on two of the items in the
cargo (see fig. 17) and inspection certificate stamps (see confidential annex 41), that
the items had been produced in the Democratic People’'s Republic of Korea. In
addition, the name of the individual listed as responsible for the packing list is
Korean (see confidential annex 42).

Figure 17
Korean markings and stampsidentified by the Panel

- 102 1 4 {moat =102 1 12 {mosd
likely stands for likely stands for
4 January, 12 January,
Juche 102 or 2013) Juche 102 or 2013)

76. The goods were transported by Air Koryo from Pyongyang (see confidential
annex 43). The airport security stamp on the airline label also reflected that the
inspection had been undertaken in Pyongyang.

77. The packing list cited the manufacturer of the items as “Machine Electric
Factory” (see confidential annex 42). The Panel found that the address of
Ryongsong was the same as that of the Embassy of the Democratic People's
Republic of Korea in Beijing (see confidential annex 44). Rungrado claims to
“export marine products and sea foods” and to engage in “businesses such as cargo
transportation and chartering with its own vessels’ (see annex 45).

Unmanned aerial vehicle wreckage retrieved from the Republic of Korea

78. With regard to the wreckage of unmanned aerial vehicles, the Panel undertook
an on-site inspection and investigation (see fig. 18 and table 3) through which it
identified two Chinese companies advertising almost identical vehicles (see
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S/2015/131, paras. 61-68).” Preliminary analysis of the supply chain for the inner
components indicates that at least one of the drones was acquired abroad. According
to a Member State, the vehicles were likely procured through front companies in
China.

Figure 18
Images of the unmanned aerial vehiclestaken by the Panel during inspection

Baengnyong-do Island Paju and Samcheok

Table 3

Main characteristics of the two types of drone

Characteristics Paju and Samcheok Baengnyong-do Island
Width x length (m) 1.93x1.22 2.46x 1.83

Weight when discovered (kg) 13 12.7

Engine 2-cycle 4-cycle

Fuel and fuel capacity (1) Glow fuel - 4.97 Combined oil fuel - 3.4
Take-off and landing Launcher/parachute Launcher/parachute
Parachute Cross-shaped Octagon-shaped
Flight command Yes Yes

Close distance remote control  No Yes

Flight path automatic flight Yes Yes

Estimated range (km) 180-220 250-300

79. According to a Member State, the Democratic People’s Republic of Korea
possesses around 300 unmanned aerial vehicles of different types, including

In the light of their ranges below 300 km, the transfer of these drones to the country is not
prohibited under the weapons of mass destruction embargo imposed under paragraph 8 (a) (ii) of
resolution 1718 (2006).
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reconnaissance, target and combat drones. The country’s primary entity responsible
for gathering intelligence, the Reconnaissance General Bureau, is involved in the
procurement, production and operation of reconnaissance drones and is also seeking
to develop capabilities in the area of combat drones. It is therefore likely that the
drones, which captured images of key military facilities and the Blue House, were
procured and operated by the Bureau (see annex 46 and recommendations 5 and 8).

Baengnyong-do Island unmanned aerial vehicle
Manufacturer

80. Morrowind Aerial Imaging Technology, headquartered in Shanghai, China,
advertised on its website an unmanned aerial vehicle, the UV 10 (see annex 47 and
fig. 19), which the Operational Satellite Applications Programme of the United
Nations Institute for Training and Research determined had distinct technical
similarities with the drone that crashed on Baengnyong-do Island on 31 March 2014
(see confidential annex 48). Morrowind has not replied to the Panel’s inquiries.

Figure 19
UV 10 unmanned aerial vehicle advertised by Morrowind

Source: www.5ihangpai.com.

Supply chain of components

81. While some of the Panel’s inquiries are outstanding, it has identified the
purchasers of the engine and the autopilot (see table 4).

Table4
Main foreign-sourced items found inside the Baengnyong-do I sland unmanned aerial vehicle
Country of
No. Item manufacture Supply chain
1 Engine Czech Republic  Sold to Maikaifei Engineering &
Technology on 25 September 2013
2-1  FHight control Automatic Canada Sold to RedChina Geosystems on
computer control board 11 July 2011
2-2 1/O board Switzerland Sold to intermediary in Taipei on

4 June 2013
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Country of
No. Item manufacture Supply chain
2-3 RC receiver Japan No serial number
3 Servomotor and actuator Republic of Likely manufactured on 28 August

Koreaor China

2013 and on 11 September 2013

4 GPS antennas United States Manufactured on 8 June 2007
5-1 Mission CPU board China Manufacturer yet to reply
computer ) _ N -

5-2 I/0O board Switzerland Sold to intermediary in Taipei on
4 June 2013

6 Camera Japan Sold to distributor in Chinaon
18 October 2013

7 Battery China Manufacturer yet to reply

82. The engine was ultimately acquired by a Beijing-based company, Microfly
Engineering & Technology, through a transaction process marked by several
irregularities.® It had initially been purchased by another company, Maikaifei
Engineering & Technology (Hong Kong) Co. Ltd, which is not legally registered in
Hong Kong (see annexes 50 and 51). Microfly and Maikaifei are connected through
Mr. E. Chengwen, who facilitated the purchase as the “chief engineer” of Maikaifei
(see annex 52), while also being listed as a board member of Microfly (see annex 53).
Microfly and Maikaifei share the same Chinese spelling: #G gl . Following his
facilitation of the purchase order, the engine was delivered to a third Beijing-based
consignee with which Microfly has an import agency authorization agreement (see
annex 54).% Although the agreement stipulated that the payment should be made by
that consignee, it actually came from the personal bank account of Mr. Xue Qiang
(see annex 55), the legal representative of Microfly (see annex 53).

83. The autopilot was acquired by RedChina Geosystems in July 2011 as part of a
purchase of 10 autopilots (see annex 56), also brokered by Mr. E. Chengwen using
an alias, Mr. Chengwen Able (see annex 52).>* The end-use statement provided by
RedChina Geosystems was falsified, stating that the autopilots would “be used only
by the end-user” and “not be diverted to another destination, transhipped or
re-exported” (see annex 57).% It also stipulated that the items would be used in
electrical-powered hand-launched unmanned aerial vehicles designed for mapping
activities, listing characteristics entirely different from those of the UV10 (see
fig. 20).

“9 The Microfly website advertises unmanned aerial vehicles and presents the company as committed

to the design, development, testing and manufacture of aviation-related products (see annex 49).

% The agreement refers to a contract (2013HX1/110SP/C) between the consignee and the engine

manufacturer, which the latter has stated did not exist. The engine manufacturer informed the
Panel that it had never received payment from the consignee, suggesting that the consignee may
have been used for a single shipment. This hypothesis explains why the agreement was signed
several days following payment for engines and before shipment.

51 Autopilots were first sent to a consignee in Hong Kong and then to another consignee in Tianjin,

China, before being sent to RedChina Geosystems.

®2 The autopilot is subject to Canadian export controls (see $/2015/131, para. 66).
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Figure 20

Supply chain of the engine and the autopilot of the Baengnyong-do I sland unmanned

aerial vehicle
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84. Microfly stated that it was the original designer and manufacturer of the UV 10
and had halted the production of the model after the publication of negative stories
of the existence of drones closely resembling the UV 10 outside China. It also said
that the model had been sold only to domestic customers in China and never to
customers with a military background. Microfly denied any connection to
Morrowind, suspecting that the latter had copied its drones. Microfly stated that the
UV10 had been sold to RedChina Geosystems, but declined to name other buyers
(see annex 58). Microfly further stated that RedChina Geosystems had specifically
asked for the UV 10 to be equipped with the autopilots that it had purchased in July
2011, suggesting that RedChina Geosystems might have acted knowingly.

Paju and Samcheok unmanned aerial vehicles
Manufacturer

85. China Trancomm Technologies, in Beijing, advertises on its website the
SKY-09P and SKY-09H unmanned aerial vehicles (see fig. 21 and annex 59), which
the Operational Satellite Applications Programme determined had distinct technical
similarities with the drones that crashed over Paju and Samcheok (see confidential
annex 60). It has not replied to the Panel’s inquiries.
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Figure 21
SKY-09P and SKY-09H unmanned aerial vehicles advertised by Trancomm

Source: www.trancomm.com.cn.

Supply chains of components

86. All items in the Paju and Samcheok unmanned aerial vehicles, including the
gyros, are both widely available and not on the list of prohibited items. For certain
items, the Panel has outstanding inquiries (see table 5).

;\rllagilr??oreign-sourced componentsin Paju and Samcheok unmanned aerial vehicles

No. Item Country of manufacture  Supply chain

1 Engine and muffler Japan No serial number

2 Fuel pump United States No serial number

3 Flight control computer/CPU board China Manufacturer yet to reply

4 Gyro board Japan Improper serial number

5 GPS receiver Switzerland Likely shipped on 1 September 2011

6 Servomotor Japan Likely manufactured between April
2008 and March 2013

7 Transceiver United States Sold to Chinese intermediary on
31 August 2011

8 Camera Japan Sold to distributor on 19 September
2011

9 Parachute China Likely manufactured in October

2011, manufacturer yet to reply

Attempt to procure military-grade optical sensor from the United Kingdom of
Great Britain and Northern Ireland

87. In February 2015, the United Kingdom informed the Panel about an attempt by
the Democratic People’'s Republic of Korea to procure “sanctioned goods’ from a
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British manufacturer, stating that they included miniaturized optical equipment that
could be used in unmanned aerial vehicles (see annex 61).

88. According to the customs authorities in the United Kingdom, the company that
attempted to procure the equipment did so through intermediaries based in mainland
China and registered in Hong Kong, before onward shipment to the Democratic
People’s Republic of Korea. The company was described as “a military logistics
company specialising in the procurement of parts for unmanned aerial and undersea
vehicles’.

89. Correspondence records and the export licence application showed that the
person who sought to procure the goods was Richard Wang (Dewen Wang in
Chinese). Dewen Wang was listed as the Director of HK Conie Technology, originally
registered in the British Virgin Islands before being registered in Hong Kong in 2014.

90. Mr. Wang used the name of a major Chinese company to falsify the export
licence application and end-user statement. The Panel identified a trade relationship
between HK Conie and Korean Pioneer Technology Company Ltd which reportedly
used the alias Korea 21 Trading Company (see annexes 62-63).

91. The Panel concludes that this was an attempted procurement of military-grade
goods for use in an unmanned aerial vehicle by individuals acting on behalf of the
Democratic People's Republic of Korea and is continuing its investigation.

Attempted transfer of military-grade night-vision goggles from the United States

92. The Panel investigated a case involving a national of the Democratic People’'s
Republic of Korea, Kim Song Il (born on 23 September 1973), who procured and
attempted to transfer arms and related materiel. In July 2015, he was arrested in the
United States after purchasing six military-grade night-vision goggles and
attempting to export them to China in violation of United States laws.*® He has
pleaded guilty as charged. An individual with the same name and country of
residence and utilizing Cambodian nationality has been registered in the company
registry in Hong Kong as the Director of Greenpine International Co Ltd and Rich
Lead Trading.

93. Given aprevious case of abuse of foreign passports by nationals of the country
(see S/2013/337, para. 132), the Panel emphasizes that Member States should
exercise vigilance in processing similar passport applications.

Possible arms-related cooperation with Eritrea™

94. The Panel reported on its reopened investigation into alleged arms-related
cooperation with Eritrea following a report in which the Monitoring Group on
Somalia and Eritrea cited “military and technical support” provided to the Eritrean
Department of Governmental Garages by Green Pine Associated Corporation,
designated on 2 May 2012 (see S/2013/440, para. 92). The Panel corroborated
military-related links between Green Pine and the Department. It obtained an
official letter of invitation from the President of Green Pine, Mr. Ri Hak Chol, to the
head of the Department, dated 19 March 2010, to visit Green Pine in Pyongyang,

38/295

%8 United States District Court, District of Utah, United States of America vs. Kim Song Il.
% See S/2014/147, paras. 94-97, and S/2015/131, para. 89.
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stating that he hoped that the one-week visit “would be of great importance in
starting substantial co-operation between two sides”.

95. The Panel has also identified a new alias for Green Pine, Green Pine
Association (see annex 66). According to information supplied by a Member State,
Mr. Kim Kwang Rim was posted as the representative of Green Pine in Eritrea in
April 2011. In its reply to the Panel’s requests for information (see annex 67),
Eritrea stated that it was not engaging with persons and/or entities in violation of
resolutions 1718 (2006) and 1874 (2009) and designations thereunder (see annex 68
and also recommendation 4 (b) to the Committee).

Military vehicles displayed at the military parade on 10 October 2015

96. The Panel investigated some of the vehicles that transported personnel, arms
and ballistic missiles during the military parade on 10 October 2015.

Figure 22
Rocket transporters

Source: Oleg Kiriyanov.

97. The vehicles transporting 300 mm guided artillery rockets tested in 2014 and
2015 (rockets that ultimately achieved a range of 200 km, see table 1) were publicly
displayed for the first time in October 2015 (see fig. 22).%°

98. The three-axis vehicles were nearly identical to a series of trucks
manufactured by a Chinese company. Furthermore, the Operational Satellite
Applications Programme of the United Nations Institute for Training and Research
assessed that the two trucks had many identical features. It also confirmed a
partially visible emblem of the Chinese company (see annex 69).

99. In areply to the Panel, China stated that the company had “put a clear clause
that the buyer agrees and ensures that this batch of trucks exported to the DPRK

See “Kim Jong Un guides test-fire of newly developed ultra-precision tactical guided missiles’,
KCNA, 27 June 2014, available from www.kcna.kp (accessed on 27 June 2014), and “N. Korea's
conservative display contrasts with past WPK celebration”, NK News, 10 October 2015,
available from www.nknews.org/2015/10/analysi s-of -new-updated-equi pment-in-october-10-
parade/.
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should only be used in civilian activities, and abides by the provisions of Chinese
laws and the United Nations resolutions” and that, “in the sales contract between the
Chinese dealer and the DPRK side, there is also agreement on the purposes of the
exported truck that the buyer shall use the trucks solely for forest area operations
and timber transportation”.

100. The case resembles the previous procurement by an entity controlled by the
Ministry of Forestry of foreign-sourced vehicles that were then converted into a
transporter-erector-launcher for ballistic missiles (see $/2013/337, paras. 52-58).
The Panel reaffirms its recommendation made in 2013 and again calls upon Member
States to exercise enhanced vigilance over exports to the country of commercial
trucks that could be converted into military vehicles or arms and related materiel
(see recommendation 10 and S/2013/337, para. 58).

Munitions factory construction in Namibia

101. KOMID reportedly conducted business activities in Namibia until at least
early 2015, including through the construction of a munitions factory at Leopard
Valley, in the Windhoek area, in cooperation with, or using the alias of, Mansudae
Overseas Project Group companies.®

102. Namibiainformed the Panel that it had contracts with the Democratic People’s
Republic of Korea concerning arms and related materiel before 2005. One covered
the construction of the Windhoek munitions factory from 2002 to 2005, involving a
subsidiary of Mansudae. Namibia also confirmed that it had received training and
technical assistance relating to arms, but stated that, given United Nations sanctions,
the relevant experts had returned to the Democratic People’s Republic of Korea.

103. Namibia confirmed that Mansudae was involved in several military
construction projects, including the military academy and the ongoing construction
of the headquarters of the Ministry of Defence. It denied knowledge of links
between Mansudae and KOMID (see annex 70).

104. However, satellite imagery shows that construction at the military base at
Leopard Valley was continuing in September 2014 (see annex 71). The Mansudae
company brochure also advertised the 2010 contract with the Ministry of Defence
for the construction of facilities at Leopard Valley (see annex 70).

105. The Panel confirmed that, as at August 2015, workers from the Democratic
People’s Republic of Korea were undertaking construction activities at another
military base in Suider Hof (see fig. 23). At the time of writing, Namibia had not
replied regarding the purpose of the facility under construction.

106. The construction of any munitions factory or related military facilities is
considered to be services or assistance relating to the provision, manufacture or
maintenance of arms and related materiel and therefore prohibited under the
resolutions.

40/295

See United States Department of the Treasury, “Issuance of new North-Korea-related Executive
Order; North Korea Designation”, press release, 2 January 2015, available from
www.treasury.gov/resource-center/sanctions/ OFA C-Enforcement/Pages/20150102.aspx;
“Namibia, expatriate sanctioned Democratic People’s Republic of Koreaindividuals’, Radio Free
Asia, 8 January 2015; and “Namibié skend VN-resolusies”, Republikein, 8 January 2015,
available from www.republikein.com.na/internasi onaal /namibi-skend-vn-resol usies.236209.
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Figure 23
Construction at Suider Hof military base

9. Repurposing of commercial radar systems from a Japanese manufacturer for use
in naval vessels

107. The Democratic People’'s Republic of Korea acquired and adapted commercial
radar antennas for its naval vessels, three of which were seen during the test-firing
of an anti-ship missile publicized on 7 February 2015 (see fig. 24).>” According to
the Japanese manufacturer, there are no records of sale to the country after 12 June
2009. The Panel notes that subsystems such as displays, compasses and ballistic
input sensors can be easily integrated through plug-in interfaces. The systems
displayed aboard the missile boats are off-the-shelf products widely used in the
global fishing and leisure craft markets and are untraceable without records of serial
numbers. Given this violation of the arms embargo, the Panel recommends that
Member States be vigilant with regard to exports of maritime electronics (radars,
sonars, compasses and the like) (see recommendation 10 (c)).

Figure 24
Commercial radar antennas adapted for naval vessel

&' Open aray anteana

24 Iach Radome

Source: Rodong Sinmun. Source: Manufacturer.

5 See “Kim Jong-Un watches newly developed anti-ship rocket test-firing”, Rodong Sinmun,
7 February 2015, available from http://www.rodong.rep.kp/en/index.php?strPagel D=SF01_02_01
& newsl D=2015-02-07-0015.
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10.

11.

Shipments of spare parts and equipment for submarines and military boats
brokered by Green Pine from Austriato Angola and Viet Nam

108. The Panel investigated two incidents involving Green Pine (see S/2012/287):
two deliveries in July 2011 of items for military patrol boats to Angola and an air
shipment in February 2011 of submarine parts inspected in Taipei (see annex 1 and
S/2015/131, paras. 81-83). The consignments were shipped from Vienna by an
Austrian national, Josef Schwartz, through his company, Schwartz M otorbootservice
& Handel GmbH. He had traded with the Democratic People's Republic of Korea on
multiple occasions in the past, including violations and attempted violations of the
luxury goods ban.*® The Panel confirmed that he had assisted Green Pine in evading
the arms embargo.

Armsor ammunition trade recorded in the United Nations Commaodity Trade
Statistics Database

109. Using the United Nations Commodity Trade Statistics Database, the Panel
confirmed instances of non-compliance with the obligation to submit a prior
notification for the export of small arms and light weapons covered by chapter 93 of
the Harmonized Commaodity Description and Coding System codes. Regardless of
their application, these items constitute small arms and light weapons as long as
they meet the definition of “small arms and light weapons’ given in the
International Small Arms Control Standards of the United Nations Coordinating
Action on Small Arms mechanism of June 2015 (see annex 72).%°

110. Member States are called upon to exercise vigilance over the export of small
arms and light weapons to the Democratic People’s Republic of Korea and are
obliged to notify the Committee at least five days before selling, supplying or
transferring such materiel, pursuant to paragraph 10 of resolution 1874 (2009).

Technical training, advice, services or assistance

111. The Democratic People's Republic of Korea continues to provide technical
training and assistance in violation of the resolutions by exploiting its long-standing
military relationships and countries’ incomplete understanding of the resolutions
(see S/2015/131, paras. 90-91). These prohibited activities are conducted for
financial reasons but are also consistent with the country’s overall diplomatic and
international outreach.

Police and military cooperation with Uganda

112. The Panel investigated reports that the Democratic People’s Republic of Korea
was providing training for Ugandan police officers. Uganda confirmed that
45 nationals of the Democratic People’s Republic of Korea, including 19 security
instructors for the paramilitary police, had provided such training and that it was
continuing as at December 2015. Uganda stated that its understanding of the

% They consisted of, in 2007-2008, the export of luxury vehicles from Austria and, in 2009, the

attempted export of luxury yachts from Italy. See S/2012/422, paras. 84-85, and also European
Commission Implementing Regulation No. 1355/2011.

% Available from www.smallarmsstandards.org/isacs/0120-en.pdf.
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resolutions, coupled with the nature of the joint training, meant that there had been
no violation (see annex 73).

113. In 2015, the Panel requested information from Uganda on media reports that
an additional 400 police officers had been trained by instructors from the
Democratic People’s Republic of Korea at the Oliver Tambo Leadership Institute
and the Uganda Junior Command and Staff College since 18 April 2015. The Panel
also noted that, according to the Facebook page of the Ugandan police, the President
of Uganda had “commended the team from North Korea that put hands together
with the police force trainers during the training period”.

114. The training violated paragraph 9 of resolution 1874 (2009). The Panel noted
that the military advisers and trainers from the Democratic People’s Republic of
Korea were dressed in Ugandan air force uniforms and wearing badges bearing the
images of the leaders (seefig. 25).

Figure 25
Military advisers and trainers at the Nakasongola air basein April 2014

o =

General Katum ba Wam ala, Chisf
of Defence Force of the Ugandan
Prople’s Defence Force (UFDF)

2. Policetraining cooperation with Viet Nam

115. The People’'s Police Academy of Viet Nam reported in March 2013 that
experts from the Democratic People’'s Republic of Korea had been providing
military-related training courses to the Vietnamese police since 2012 as part of a
bilateral cooperation programme between the public security ministries of the two
countries (see fig. 26).°° It was indicated that the experts had provided military
training through live ammunition exercises using K50 revolvers and AK-47
derivative assault rifles.

See People Police Academy, “North Korean experts train Vietnamese police”, 23 March 2013,
available from http://ppa.edu.vn/en/Training/I nternational-Cooperation/167/3241/North-K orean-
experts-train-Vietnamese-police.aspx.
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Figure 26
Images of Vietnamese police training by experts from the Democratic Peopl€e's
Republic of Korea

Source: Tuoi Tre News.

116. The Panel notes that technical training or assistance relating to the provision,
maintenance or use of all arms and related materiel has been prohibited under the
relevant resolutions, without condition. Some Member States, however, interpret the
sanctions measures to apply only to arms and related materiel procured from the
Democratic People’s Republic of Korea. On this point, the Panel notes that the
Security Council has already reaffirmed that the measures apply to all arms and
related materiel (see annex 75). In addition, such conditional interpretation would
allow the Democratic People’'s Republic of Korea to provide and receive technical
training or assistance relating to the maintenance or use of nuclear-related or
ballistic missile-related items sourced from other Member States, which contradicts
the objectives of the sanction measures (see recommendations 3 and 9).

117. The Panel concludes that such training violated paragraph 9 of resolution 1874
(2009), as reaffirmed in paragraph 7 of resolution 2094 (2013).

I mplementation of the luxury goods ban

Armoured limousines obser ved during military paradesin Pyongyang from 2012
to 2015

118. The Panel previously reported on four Mercedes-Benz S-600 limousine
conversions observed during military parades in Pyongyang on 15 April 2012,
15 April 2013, 15 April 2014 and October 2015 (see fig. 27). Transfers to Pyongyang
of such vehicles could constitute a violation of paragraph 8 (a) (iii) of resolution
1718 (2006).
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Figure 27
M er cedes-Benz S-600 limousine conver sions observed during military paradesin
Pyongyang on 15 April 2012 (right) and 10 October 2015 (left)

Source: Oleg Kiriyanov (left) and KCNA (right).

119. The Panel traced the procurement of the luxury vehicles, which appeared again
in a military parade in October 2015, from their origin in Europe through their
armoured customization in the United States to an intermediary in China (see annex 76
and S/2015/131, paras. 97-98, and S/2012/422, para. 86).

120. The organizer and financier was a Chinese businessperson, Mr. Yunong Ma
(also known as George Ma), whose company, Seajet International, also served as an
overseas agent of Air Koryo (see S/2013/337, para. 97). Seajet was previously
involved in anillegal air shipment of arms and related materiel from the Democratic
People’'s Republic of Korea (see annexes 77-80).

121. Segjet instructed a United States company to name the consignee as Liaoning
Danxing International Forwarding Co., a major Chinese logistics company that
describes itself on its website as a Democratic People's Republic of Korea shipping
agency,® which established the first container shipping line between Dalian and
Nampo, Democratic People’'s Republic of Korea. Liaoning Danxing has not
responded to the Panel’s requests for information (see annexes 77-85). The Panel
continues to investigate.

2. Other casesunder theluxury goods ban

122. The Panel investigated potential violations of the luxury goods ban based on
Member States' reporting of trade statistics in connection with resolution 2094
(2013). Cases of export of luxury goods to the Democratic People's Republic of
Korea were identified from at least eight countries.®? The Panel sent inquires and
received corroborating information.

¢ See “One work day of DPRK shipping agency”, available from www.danxing.cn/En/ChaoXian

ChuanDai GonGZuoZheDeYiGeGonGZuoRi-8.html.

To determine the possible export of luxury goods, the Panel used Harmonized System commodity
codes 71, “Natural or cultured pearls, precious or semiprecious stones, precious metals, metals
clad with precious metal, and articles thereof; imitation jewelry; coin”, and 87, “Vehicles other
than railway or tramway rolling stock, and parts and accessories thereof”.

62
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VII.

Precious metals (gold)

123. The Panel investigated two reported gold shipments in 2013 from Israel to the
Democratic People’'s Republic of Korea. Israel informed the Panel that the two
exports amounted to 7 kg, worth $346,726. It also reported that on 9 December

2015 its parliament had approved an order for the control of illicit exports to the

Democratic People’'s Republic of Korea, thereby applying the resolutions regarding
the export of luxury goods and listing gold as a prohibited item.

124. The Panel is also investigating two gold bullion shipments in 2013 from
Ghanato the Democratic People’s Republic of Korea.

Jewelry, gems and precious and semi-precious stones

125. With regard to jewelry sold in Brazil to non-resident nationals of the
Democratic People’s Republic of Korea in 2013 and 2014, Brazil stated that it had
most likely been sold in airport duty-free stores.

126. In 2014, India exported precious metals and stones worth $1,913,677 to the
Democratic People’s Republic of Korea, up from reported exports of $103,107 in
2013.%® According to India, 98.6 per cent of the exports in 2014 were composed of
copper anode slime, which is not considered luxury goods.

127. Thailand reported to the Panel that, between September 2013 and February
2014, its exports of silver jewellery and five vehicles totalled $10,984 and
$262,908, respectively. Thailand promulgated a notification under its export and

import legislation in which direct reference was made to the fulfilment of its

obligations under resolutions 1718 (2006) and 2094 (2013).%*

128. The Panel has been unable to corroborate information on reported exports of
luxury goods by Denmark, Ethiopia and the Philippinesin 2013 and 2014.

129. The investigations highlight that Member States have reported exports that in
some cases have constituted violations of the luxury goods ban. The Panel notes that
the items listed in paragraph 1 of annex IV to resolution 2094 (2013) correspond to
Harmonized System codes beginning with 71. In this regard, Member States should
exercise vigilance where exports of goods under that code are concerned.

Interdiction: maritime fleet

130. The fleet of Democratic People's Republic of Korea-flagged vessels associated

with Ocean Maritime Management Company, Limited (OMM) is declining as
vessels are being scrapped (see table 6). The country sent at least two vessels to be
sold as scrap. In the Panel’s view, transactions relating to scrapping the vessels

would also constitute evasion of the financial sanctions.

131. In addition to the 14 active OMM-associated vessels reported in 2015, the

Panel has determined that the Hoe Ryong also operated as an OMM-associated

® The largest commodity exported in 2013 was precious and semi-precious stones (other than
diamonds) worth some $80,000. In 2014, exports from this category of items amounted to
$20,000. In April 2013, exports of diamonds amounted to $7,276.

® The Thai luxury goods ban isincluded in a notification by the Ministry of Commerce, published
in 2014.
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vessel both before and after the designation of OMM. In total, 9 of the 15 vessels
appear still to be in service and 14 have been reregistered.®

Table 6

Status of OMM vessels

International Maritime
Organization (IMO)

Current name number Former name Status

Chol Ryong 8606173 Ryong Gun Bong In service

Hu Chang 8330815 O Un Chong Nyon Ho  In service

Hui Chon 8405270 Hwang Gum San 2 In service

Kan Gye 8829593 Pi Ryu Gang In service

O Rang 8829555 Po Thong Gang In service

Song Jin 8133530 Jang Ja San Chong In service

Nyon Ho

Tan Chon 7640378 Ryong Gang 2 In service

Tong Hung San 7937317 Chong Chon Gang In service

Hoe Ryong 9041552 Wang Jae San 2 In service (added to
OMM fleet)

Mu Du Bong 8328197 Detained by Mexico
in July 2014

Myong San 1 7632955 Pho Thae Broken up on
22 August 2014

Tae Ryong Gang 8132835 Ap Rok Gang Broken up on
24 March 2015

Ji Hye San 8018900 Hyok Sin 2 Inactive, possibly
intended for
scrapping

Se Pho 8819017 Rak Won 2 Inactive, possibly
intended for
scrapping

Ryong Rim 8018912 Jon Jin2 Uncertain but listed

asin service?

& The Automatic Identification System signal from this vessel contains data from unrel ated

vessels.

para. 131).

% Over the past decade, OMM has owned and/or operated at least 35 vessels (see S/2015/131,
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132. Until October 2014, the Hoe Ryong was the Wang Jae San 2. Port State control
authorities recorded the vessel as being operated by OMM in August 2014 (see
annex 86). It has been renamed and reregistered from Korea Wangjaesan Shipping
Co to Hoeryong Shipping Co Ltd. At the time of writing, official records still listed
OMM as the vessel’s owner (see ibid.). The vessel was therefore controlled by
OMM as at 28 July 2014.

133. OMM has also been operating a fleet of foreign flagged-vessels and supplying
them with crews before and after its designation, including vessels jointly managed
with Mirae Shipping (H.K.) Co. Ltd. (see paras. 151-152 and table 7). OMM has
exercised control over the vessels through overseas representatives embedded in
foreign-owned companies, overseas branches and other foreign companies with
long-standing relationships. Crews of foreign-flagged vessels mimic the structure of
OMM-associated vessels operated under the flag of the Democratic People’'s
Republic of Korea, down to a political secretary on each ship (see the rank or rating
of “P/Secretary” in fig. 28) and portraits of the leaders of the country (see fig. 29).

Table 7
Foreign-flagged vessels connected to OMM

Name IMO number  Status

Benevolence 2° 8405402 Sold, renamed Gold Sar 3 and reflagged to Cambodia

Ever Bright 88 8914934 Member State reported as controlled by OMM; the
Panel isinvestigating links to OMM

Fertility 5 9147332 Unknown

Fertility 9 8417962 Unknown, likely intended for scrapping
Glory Morning 8416164 Sold in August 2015 and scrapped

Glory Ocean 8306929 Unknown, believed intended to be scrapped

Grand Karo 8511823 Member State reported as controlled by OMM as at
June 2015; crew included two individuals from OMM
vessels; the Panel isinvestigating links to OMM

Ma Sk Ryong 8608030 Sold in August 2015, intended for scrapping

Ocean Dawning 8505329 Reported sold in February 2015 and later scrapped
Ocean Galaxy 8418227 Reported sold in February 2015 and |ater scrapped
Orion Sar 9333589 Reported by a Member State as controlled by OMM
South Hill 2 8412467 In service with SierraLeone registry since 1 July 2012
South Hill 5 9138680 In service with Palau registry since 1 September 2014

@ Other vessels of Petrel Shipping Company Limited included Petrel 1 and Blue Nouvelle.
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Figure 28
Vessel crew list showing the political secretary embedded with the crew
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Figure 29
Captain’s cabin and officer quarters showing images of leaders and K orean slogans

134. In the light of the identified patterns involving foreign-flagged vessels and
crews associated with OMM, the Panel recalls paragraph 19 of resolution 2094
(2013), by which the Security Council requested all States to communicate to the
Committee any information available on transfers of vessels from the Democratic
People's Republic of Korea to other companies, including renaming or reregistering
of vessels, and requested the Committee to make that information widely available
(see recommendation 6 (c)).

Activities of designated entitiesand individuals

135. A decade since the adoption of the first resolution, designated entities and
associated individuals continue to evade sanctions through increasingly
sophisticated and diversified techniques, which include embedding themselves in
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the transnational networks of foreign partners to conceal their prohibited activities.
These entities use multiple locations to gain access to the global trading and
banking system, taking advantage of the lack of cooperation between the relevant
Member States to evade scrutiny of their activities. Support through diplomatic and
embassy staff is a continuing pattern. Importantly, the networks time and again
depend on afew trusted key nodes to conduct their business.

Ocean Maritime Management Company, Limited

136. OMM continues to operate and adapt since its designation on 28 July 2014.
The Panel has confirmed that OMM works under and has been controlled by the
Ministry of Land and Marine Transport of the Democratic People’s Republic of
Korea, both before and after its designation. The Ministry has played an
indispensable role in enabling OMM to evade sanctions measures.

Key role of OMM in the Chong Chon Gang incident

137. Chinpo Shipping Company (Private) Limited was prosecuted in Singapore for
transactions on behalf of OMM in the Chong Chon Gang incident of July 2013 (see
S/2015/131, para. 149). On 14 December 2015, it was found guilty by the Singapore
District Court on the grounds of having transferred $72,016.76 on 8 July 2013. The
case exposed the extensive connections of Chinpo to OMM and the key role played
by OMM Singapore in giving instructions to Chinpo to pay for the transit of the
illicit shipment.

138. Court documents make clear that Chinpo regarded OMM as part of the
Government of the Democratic People’s Republic of Korea® Similarly, the legal
proceedings in Panama showed that all the OMM-controlled crew members of the
Chong Chon Gang (detained in Panama following the incident) had been paid by the
Government.®’

139. Based on its long-term business relationships, Chinpo served as agent of
OMM for “all purposes’ and even regarded OMM as its “owner”.® Chinpo
undertook significant financial transactions on behalf of OMM and, in managing

OMM funds, categorized them into “operation”, “ship purchase” and “crew wage”,
showing the lines of business of OMM.

140. The Managing Director of Chinpo, Tan Cheng Hoe, acknowledged that Chinpo
had made the remittance on 8 July 2013 at the instruction of OMM Singapore.®
Before the remittance, OMM Singapore had also instructed Chinpo to falsely
declare that the freight funds received for the Chong Chon Gang were for another
vessel, the South Hill 2 (see annex 89, fig. 5, for the Panel’s findings about this
vessel). The prosecutor concluded that it was “evident that the OMM representatives
in Singapore at that time, either Kim Yuil and/or Choe Chol Ho, were aware of this
pending illicit shipment, in sending this email”.

141. The OMM Singapore representative, Kim Yu Il, told the prosecutor that the
Ministry of Land and Marine Transport was his head office, which had appointed
him as OMM overseas representative, and that he reported directly to it, copying

50/295

% prosecution’s submissions at the close of trial, 30 October 2015.
" Documents from the judicial proceedings provided by Panama.
® Prosecution’s submissions at the close of trial, 30 October 2015.
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OMM only when necessary.®® His statements are consistent with information
provided by three Member States that OMM was controlled by, or “part of the
structure of”, the Ministry (see S/2014/147, annex XXXV). The Panel concludes
that the Ministry controlled OMM, including OMM Singapore, which played a key
role in the shipment of July 2013 in violation of resolutions 1718 (2006) and 1874
(2009).

OMM transfers and acquisition of vesselsin December 2014

142. The Panel confirmed that Mirae Shipping (H.K.) Co. Limited and the
Shenzhen office of Korea Mirae Shipping Co Ltd (“Mirae”) acted on behalf of
OMM, both before and after its designation in July 2014. Mirae HK was effectively
a subsidiary of OMM (see fig. 30). Key activities of the network were undertaken
by the representative of Mirae in Shenzhen, “Mr. Lee”, and the Director of Mirae
HK, Mr. Hiroshi Kasatsugu (also known as Kim Bak), a Japanese national. The
office of Mirae in Shenzhen was controlled by nationals of the Democratic People’'s
Republic of Korea who had “a quite close connection” to OMM (see annex 87).

Figure 30
OMM network chart
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143. Around the time of the designation, in July 2014, Mirae operated several
foreign-flagged vessels as charter parties. However, it failed to make its payments,
given that it was experiencing financial difficulties. The vessels’ owner companies
and mortgagees (“the claimants’) requested maritime courts in Wuhan and Qingdao,

% Prosecution’s submissions at the close of trial, 30 October 2015. Kim Yu Il was not a diplomat in

Singapore.

" Chinese: K¥i:E (F#) HRAF.
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China, in August and September 2014, respectively, to arrest and detain several
vessels, including the Great Hope and the Benevolence 2.

144. In response, the Harbour Superintendence Authority of the Democratic
People’s Republic of Korea arrested and detained the claimants’ vessels in the
country’s ports on the pretext of “tax evasion” (see annex 87). Another vessel
owned by the claimants was aready being detained by the country owing to a prior
dispute between the charterer and the Korean Ocean Shipping Agency.

145. Subsequently, the Ministry of Land and Marine Transport intervened on behal f
of OMM. The Ministry/OMM then led the negotiation by framing the disputes as a
single package deal. The negotiations resulted in a set of complex arrangements
aimed at achieving the simultaneous releases of multiple vessels among the various
parties. The Panel notes the clear influence exerted by the Ministry/OMM over the
Harbour Superintendence Authority and the country’s other shipping companies.

146. The negotiations were settled in December 2014 with the release by the
Democratic People’s Republic of Korea of the claimants’ vessels in exchange for the
claimants' release from China of the Mirae-operated vessels (see annex 87).” The
settlement’s terms significantly favoured OMM. Mirae was released from
outstanding debts. The claimants were forced by the Ministry/OMM to abandon
another vessel, which was then transferred to Korea Tong Hung Shipping and
Trading (the vessel’s operator) at no cost.

147. In the negotiations, the Ministry/OMM was represented by a senior official of
the Ministry who served at OMM Singapore until January 2014, Kim Yu Il (see
paras. 139-140, fig. 31 and annex 87).

Figure 31
Signature and details of Kim Yu 11, representing OMM, and his passport

Ag

belr. KIBA Yu-Il

Senior Office of Ministry of Land and Maritime Transport
Democratic People's Republic of Korea

For and cn behall of

Ckean Mantime Management Co,, Limited of DPEE
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™ Civil rulings of Wuhan Maritime Court of 1 and 8 August 2014 and of Qingdao Maritime Court

of 17 and 25 September 2014.

2 Civil ruling of Wuhan Maritime Court of 23 December 2014.
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148. The following companies were nominated to assume ownership of the Mirae-

operated vessels, in accordance with the settlement” (see annex 87):

(@
(b)

Hua Heng Shipping Limited was to assume ownership of the Great Hope;

Petrel Shipping Company Limited was to assume ownership of the

Benevolence 2.

149. The Director and shareholder of Hua Heng and Petrel was Li Anshan, who had
a close business relationship with Mr. Kasatsugu (see annex 88). Mr. Li denied
having had any relationship or connection with OMM (see annex 87).

150. The Panel therefore concludes (see recommendation 7 and confidential
annex 109):

(a)

That OMM and the Ministry of Land and Marine Transport, in particular

the Ministry’s senior official, Mr. Kim Yu |l, coerced the claimants to transfer to the
Democratic People’'s Republic of Korea at least two vessels (Benevolence 2 and
Great Hope) operated by Mirae (acting on behalf of OMM), which constitutes
evasion of the sanctions imposed under paragraph 8 (d) of resolution 1718 (2006)
and paragraphs 8 and 11 of resolution 2094 (2013). The Ministry acted on behalf of
OMM and assisted in its evasion of sanctions;™

(b)

That Mirae acted on behalf of OMM as late as December 2014 and

assisted it in evading sanctions through cross-border transfers of the vessels in
December 2014 while serving as owner of the Great Hope, which was actually
controlled by OMM;

™ These ownership transfers are also reflected in the IMO database.
™ The Panel has no reason to believe that the claimants willingly participated in the evasion of

sanctions by OMM.
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(c) That Hua Heng and Petrel were nominated by Mirae or OMM as the new
owners of the Benevolence 2 and the Great Hope, consequently assisting
OMM/Mirae in evading sanctions;”

(d) That OMM evaded sanctions through its coercive acquisition of another
vessel from the claimants on behalf of Tong Hung.

Mirae

151. In January 2015, the office of Mirae in Shenzhen was penalized by the local
authorities for the entity’s failure to submit its 2012-2013 annual report, with a ban
from further business activities (see annex 88). The Panel continues to investigate
the activities of that entity and related individuals.”

152. The Director of Mirae HK, Hiroshi Kasatsugu, has owned and controlled nine
companies, including those involved in the operation of seven vessels using crews
from the Democratic People’s Republic of Korea (see fig. 32 and annex 88). Any
business transactions relating to those vessels and companies could contribute to
sanctions evasion by Mirae/OMM.

Figure 32
Mr. Kasatsugu’s networ k

. .
= —
- -y - -y
H"III: |““ HMirae th'l'l’"‘l"l'\'

| |
~ ~
T e

Karcat=ugu Hiroshi . Lee’

| I | I | I | I !
g 8§ 89 8§ 8§ 8§ § §9 9
[P - E Al Comian oy Lo Dioren Frif Tried Survmn Inl WO, RichiSiep Fare Craarmpy
| I I
W W W W w W

Feriliby § Fertify®  (EoryJossn  Gory Moming Me Gk Ryang Ooesn Desmng  Doean Galywy

Hua Heng Shipping Limited, Petrel Shipping Company Limited and
CM Chartering Limited

153. The Director and shareholder of Hua Heng and Petrel, Li Anshan, confirmed
to the Panel that he had had business dealings with Mr. Kasatsugu from June 2011
to June 2015, but denied knowledge of Mr. Kasatsugu's connection to OMM or of
having had any business relationships with OMM. The Panel could not, however,

™ The Panel has yet to determine knowledge of OMM involvement on the part of Hua Heng/Petrel.
™ The representatives of Mirae in Shenzhen were Mr. Ri Sung 11, Mr. Kong Pong O and Mr. Jong
Kyong Chon.
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corroborate Mr. Li’s statements and noted various inconsistencies in his explanations
(see annex 89).

OMM vessels

154. After its designation in July 2014, vessels associated with OMM were
renamed and reregistered with other owners, ship managers and operators. OMM
was dissolved in the IMO database, and the entity and the vessels have successfully
evaded sanctions. For example, among the vessels, the Hui Chon, the Kang Gye, the
Ryong Rim and the Tae Ryong Gang were inspected by port State control authorities
after October 2014 (see annex 90), but never subjected to the asset freeze.

155. Asnoted in its final report for 2015, the Panel considers that the renaming and
reregistration of OMM-controlled vessels after 28 July 2014 is an attempt to evade
sanctions by OMM, and that the companies from the Democratic People’'s Republic
of Korea that have been newly registered for these vessels have been acting on
behalf of OMM or at its direction and assisting OMM in the evasion of sanctions.
The Security Council has, in paragraph 19 of its resolution 2094 (2013), officially
included the renaming or reregistration of vessels in the category of transfers of
vessels from the Democratic People's Republic of Korea to other companies that
may have been undertaken in order to evade the sanctions. Renaming and
reregistration of vessels have therefore been officially determined as a means of
evading sanctions.

156. The Panel re-emphasizes its recommendation made in its final report for 2015
that the vessels, as listed by the Panel (see $/2015/131, table 8 and fig. XXI1V), that
are owned and/or controlled by OMM or by entities acting on its behalf or at its
direction in assisting the evasion of sanctions should be subject to the measures
imposed under paragraph 8 (d) of resolution 1718 (2006) and paragraphs 8 and 11
of resolution 2094 (2013), in particular the asset freeze (see the Panel’s assessments
in annex 90).

157. In this regard, the Russian Federation requested additional information from
the Panel about some of the vessels' connections to OMM, stating in a letter of
13 January 2016 that it did not have evidence of the connection. It further stated that
“if there is substantial evidence we would be ready to discuss possible inquiries for
designating these legal entities to be included into the UNSC 1718 Committee's
Sanctions List” and that, “once they are designated by the Committee, the necessary
restrictive measures stipulated by the UNSC resolutions would be applied against
those entities” (see annex 107).

158. The Panel emphasizes that Member States' obligations to freeze assets are not
limited to those assets owned or controlled directly by OMM, but also apply to
those owned or controlled by entities acting on behalf or at the direction of OMM,
aswell as those that could contribute to the evasion of sanctions.

159. As noted, the aforementioned vessels are assets currently owned and
controlled officially by the aforementioned entities of the Democratic People's
Republic of Korea (the newly registered owners, operators and managers of the
vessels), which have been acting on behalf of OMM and assisting it in the evasion
of sanctions. The Panel therefore considers that the vessels should be subject to
sanctions measures (see recommendation 6 and also S/2015/131, recommendation 6).
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160. An OMM-associated vessel, Hui Chon, anchored near the port of Sakaiminato,
Japan, from 9 to 13 March 2015. Japan informed the Panel that the vessel had been
permitted to take shelter from inclement weather in its territorial waters, but that it
had remained outside its harbour throughout. The Japanese position was that, under
customary law and the United Nations Convention on the Law of the Sea, it had no
legal grounds to detain the vessel while it was exercising its right to innocent
passage in territorial waters, never having entered a Japanese port where Japan
would have been able to exercise jurisdiction. The vessel left Japanese territorial
waters on 13 March 2015.

Update on OM M -associated companies and individuals

161. The Panel updates the information on OMM-associated entities, individuals
and vessels provided in its final report for 2015 (see S$/2015/131, table 8, and
annexes 18, 24 and 33.2), as summarized below:

(@ Individuals having worked for OMM:"’

(i) Mr. Kim Phyom Bom (director, as at December 2014);
(ii) Mr. Nam Un Gyong (financial controller);

(iii) Mr. Ri Ki Jung (financia controller);

(iv) Mr. Kim Sang Gun (financial controller);

(b) Individuals having worked for OMM Dalian:’’

(i) Mr. Jin Yong Yuan (possible alias: Kim Yong Won) (&7kJt): former
chief representative;

(i) Mr. Oh Ung Ho (RH#E);
(iii) Mr. Zhang Liang Yu (5k EL5%);

(c) OMM-associated vessel: Hoe Ryong (IMO No. 9041552) (formerly Wang
Jae San 2);

(d) OMM-associated entities:
(i) Hoeryong Shipping Co Ltd (IMO No. 5817786):
a.  Address: 108, Pongnam-dong, Pyongchon-guyok, Pyongyang;

b. A registered owner of the Hoe Ryong (IMO No. 9041552) since
October 2014;

(ii) KoreaWangjaesan Shipping Co Ltd (IMO No. 5787671):
a.  Address: Tonghung-dong, Chung-guyok, Pyongyang;

b. A former registered ship manager and operator of the Wang Jae San
(IMO No. 9041552) from January 2013 to September 2014;
(iii) Taedonggang Shipping Co (IMO No. 5435974):

a. A former registered owner of the Tae Dong Gang (IMO No. 7738656)
which was listed as “broken up” in the IMO database on 16 May 2014. The
Tokyo Memorandum of Understanding on Port State Control in the Asia-

" Information obtained by the Panel.
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Pacific Region database listed OMM as the vessel’s International Safety
M anagement Manager;

b. Address: Tonghung-dong, Chung-gu, Pyongyang; and Tonghung
Dong, Central District, Pyongyang;

c. Tel: 850 2 18111, ext. 381 8818 04; fax: 850 2 381 4567;
d. E-mail: taedonggang@silibank.com.

B. Korea Ryonbong General Corporation

162. Korea Ryonbong General Corporation (formerly known as Lyongaksan
General Trading Corporation) was designated for its role in military procurement
and sales. The Panel confirms that Korea Lyongaksan and Korea Ryongaksan are
aliases of Ryonbong.” As at the time of writing, the Lyongaksan branch in Zhuhai,
China, was still listed as active, with Mr. Kim Pyong Chan listed as the entity’'s
legal representative (see annex 92).”° Lyongaksan was also listed with branches in
Dandong, Ji'an, Linjiang and Tumen, China (see annex 93). One branch
representative was also listed as the manager of Korea Chenggang Trading
Corporation at the same address (see ibid.). According to Member States,
subsidiaries of Ryonbong include Korea International Chemical Joint Venture
Company, Korea Hyoksin Trading Corporation, Korea Pugang Trading Corporation,
Korea Complex Equipment Import Corporation, Korea Kwangsong Trading
Corporation and K orea Ryongwang Trading Corporation (see annexes 94-96).%°

Korea Complex Equipment Import Cor poration

163. Korea Complex Equipment Import Corporation was designated by the Security
Council in March 2013 as a subsidiary of Ryonbong. The Panel confirmed
information from a Member State that the company had been using the alias of
Korea Equipment & Plant Corporation (KEP) since as early as 2001 (see annex 95).

164. The Panel recommends that the Committee update the sanctions list by adding
the following information (see recommendations 4 (c)-(e)):

Ryonbong
Aliases: Korea Lyongaksan General Trading Corporation
Korea Ryongaksan General Trading Corporation

Other information: Ryonbong-owned entities include Korea International
Chemical Joint Venture Company

8 Lyongaksan was formerly known as K orea Ryongaksan General Trading Corporation (see
annex 91).

* Chinese: BAfi 5 LLITH 5 i 23t

% United States Department of the Treasury, “ Treasury targets North Korean entities for supporting
WMD proliferation”, press release, 21 October 2005, available from www.treasury.gov/press-
center/press-rel eases/Pages/js2984.aspx.
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Korea Complex Equipment Import Corporation

Alias: Korea Equipment & Plant Corporation (KEP)
Address: Central District, Pyongyang
E-mail: kepc@co.chesin.com

Korea Ryonha Machinery Joint Venture Cor poration

165. Korea Ryonha Machinery Joint Venture Corporation is continuing its
activities, notwithstanding the United Nations sanctions. A recent officia
publication depicted a photograph of Kim Jong Un observing the operation of
machine tools branded “ Ryonha Machinery”, which had not been previously seen by
the Panel (seefig. 33).

Figure 33
Machinetools branded “ Ryonha M achinery”

Source: Rodong Sinmun, 21 December 2015.

166. Previously, the Panel reported on the business relationship of Ryonha with
KORTEC, a Moscow-based company. According to its former Executive Director,
KORTEC ceased its business relationship with Ryonhain 2012.%" According to him,
administrative functions between the two companies (e.g. contracts and invoices)
had been performed by a secretary from the Embassy of the Democratic People’s
Republic of Korea in Moscow, Park Sen Gun.®? The Panel reiterates its concerns
regarding the clear pattern of private sector and business activities by diplomats and
embassy staff of the Democratic People's Republic of Korea.

167. The Panel previously reported on a Ryonha agent in Dandong who used the
alias of “KORTEC” to promote sales of KORTEC machine tools that were identical
to Ryonha products (see S/2015/131, para. 177). The Panel had therefore
recommended that the Committee should add “KORTEC” as an alias for Ryonha.

8 According to the Russian Federation, the relationship between KORTEC and Ryonha ceased

following the designation of Ryonha on 22 January 2013.

8 His mobile phone number is 7 985 962 59 81 and his e-mail address is corustrade@gmail.com.
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The Panel reiterates its recommendation that “KORTEC” be added as an alias for
Ryonha (KPE.016) on the sanctions list.

168. The Panel reiterates that recommendation insofar as it relates to the entity of
the Democratic People’s Republic of Korea using that name, as opposed to foreign
companies using the same name. In particular, Member States should be alerted when
the country’s entity promotes the sale of machine tools with the KORTEC name.

Leader (Hong Kong) International

169. The designation of Leader in March 2013 notwithstanding, the company’s
Director, Mr. Cai Guang, continued business activities through Dalian Union, which
constitutes sanctions evasion (see paras. 62-70). Dalian Union and its Director, Piao
Chengyuan,® have been assisting Mr. Cai and Leader in evading sanctions.

170. Mr. Piao serves as the Director of and/or shareholder in three other companies:
Dandong Yongxinghe, Dandong Union Trading Co. Ltd and Longjin (Hong Kong)
International Trading Co., Ltd. (see annexes 97-99). Dandong Yongxinghe and
Dandong Union share the same address with the local branch of Korea Taesong
Trading Company (see annex 98).** The European Union and the United States
sanctioned Korea Taesong for trading links with KOMID, including dealings with
the Syrian Arab Republic.®® Mr. Li Hongri and Mr. Ma Gewen,* who were also
connected to Leader and Kumryong, have maintained their business relationships
with Mr. Piao and his companies, Dalian Union and Dandong Yongxinghe (see
fig. 34, paras. 62-70 and annexes 97-99). Business dealings with these individuals
and their companies therefore could contribute to sanctions evasion.®’

8!

al

87

Also known as Park (Pak) Seung (Sung) Won.

Chinese: B AR B 2 HPHRAREL, B REH S SRR,

European Council Decision 2013/183/CFSP; and United States Department of the Treasury,
“United States designates North Korean entities and individuals for activities related to North
Korea's weapons of mass destruction program”, press release, 30 August 2010, available from
www.treasury.gov/press-center/press-rel eases/Pages/tg840.aspx.

Mr. Li and Mr. Ma serve as directors of Xiuhua International Trading Co., Ltd. and Hong Kong
Max Moon Trading Co., Limited, respectively (see annex 99).

By paragraph 11 of its resolution 2094 (2013), the Security Council prohibited the provision of
financial services and the transfer of any assets that could contribute to the evasion of the
sanctions measures.
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Korea Mining Development Trading Cor poration and Korea

Tangun Trading Cor poration

171. In total, 11 of the 15 nationals of the Democratic People's Republic of Korea
designated by the United States Department of the Treasury in January and November
2015 had been affiliated with or acted on behalf of KOMID.® The designations
included three individuals linked to KOMID activities in Myanmar and one
individual and entity for their activities in Egypt. The Ambassador of the
Democratic People's Republic of Koreato Myanmar, Kim Sok Chol, was designated
for operating as a KOMID facilitator. At the time of writing, the Panel had no

indication that he had been removed from his position.

172. Of the 11 individuals, Mr. Kim Kwang Yon and Mr. Kil Jong Hun were listed
as KOMID representatives in Namibia (see S/2015/131, para. 187). Namibia
confirmed their diplomatic accreditation until early 2015, but stated in July that it
had terminated their diplomatic status and requested their recall (see annex 100).
Namibia denied knowledge of their links to KOMID, but said that it had added them

to an “immigration stop list” following their designation.

173. Mr. Kim and Mr. Kil were originally accredited to the country’s embassy in
Pretoria, South Africa, as Second Secretary and Third Secretary, respectively.
Nevertheless, travel records since 2012 reveal that they spent most of their timein
Windhoek, leaving Namibia approximately every two months for periods between a
week and a month. Namibian travel records also show no entry or exit records for
them since December 2014. The embassy opened a personal bank account for

Mr. Kil, to which Mr. Kim also was given access.

United States Department of the Treasury, “Issuance of new North-Korea-related executive order;
North Korea designation”, press release, 2 January 2015, available from www.treasury.gov/

resource-center/sanctions/OFA C-Enforcement/Pages/20150102.aspx; “North Korea

designations”, Resource Center, 13 November 2015, available from www.treasury.gov/resource-

center/sanctions/OFA C-Enforcement/Pages/20151113.aspx.
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174. The Panel has also confirmed that another designated individual, Kim Kwang
Chun, played a key role in the shipment in 2012 of ballistic missile-related items
seized by the Republic of Korea, while serving as the representative of Korea Tangun
Trading Corporation in the Syrian Arab Republic (see annex 101 and S/2013/337,
paras. 44-46, and S/2014/147, paras. 51-54). Two Member States reported that
Mr. Kim was serving as representative of Ryungseng Trading Corporation (an alias
of Tangun), based in Shenyang, China (see S/2015/131, para. 187).

Travel of individuals reportedly linked to designated entities

175. In 2015, the Panel investigated the travel activities of individuals designated
by Member States or otherwise subject to Panel investigation as possibly working
on behalf of designated entities.®

176. The Panel has obtained passport and air travel information on seven
individuals designated by the United States as KOMID representatives or officials®
(seetable 8).

Table 8
Travel of reported KOMID representatives

Name Date of birth Passport number  Country in which reported as active

Mr. Jang Yong Son 20 February 1957 563110024 Islamic Republic of Iran
Mr. Kim Yong Chol 18 February 1962 472310168 Islamic Republic of Iran
Mr. Kang Ryong 18 February 1962 472310168 Syrian Arab Republic
Mr. Ryu Jin 21 August 1968 472410192 Syrian Arab Republic
Mr. Kil Jong Hun 7 August 1965 563410081 Namibia

Mr. Kim Kwang Yon 20 February 1972 472410022 Namibia

Mr. Jang Song Chol 30 July 1966 563210059 Russian Federation®

& The Russian Federation told the Panel that it opposed answering any inquiries based on
unilateral sanctions (see annex 106).

177. The Panel has to date been unable to confirm that the above-listed individuals
are KOMID representatives or officials. They transited through, entered or exited
the following States between 2012 and September 2015: China, Egypt, Iran (Islamic
Republic of), Malaysia, Singapore, Sudan, Uganda, United Arab Emirates and
Zimbabwe (see annex 102). Those in the Islamic Republic of Iran and Namibia were
confirmed as accredited diplomats by the United Arab Emirates, Pakistan and
Namibia. Tourist or transit visas were provided to them for travel to the United Arab
Emirates. Pakistan noted that their visa applications reflected an intention to visit

89

See annex 102 for additional information on the global airlines project.

United States Department of the Treasury, “Treasury imposes sanctions against the Government
of the Democratic People’s Republic of Korea”, press release, 2 January 2015, available from
www.treasury.gov/press-center/press-rel eases/Pages/j| 9733.aspx.
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the embassy and a consulate in Pakistan. Several of the individuals travelled on the
same flights on consecutively numbered tickets issued by the same agency.

Financial measures

178. Financial information obtained by the Panel during the period under review
provides insights into the commercial operations and banking practices of the
Democratic People’s Republic of Korea. One Member State reported to the
Committee action taken in accordance with paragraph 8 (d) of resolution 1718
(2006) with regard to the asset freeze.

179. The financial sanctions notwithstanding, the Democratic People’'s Republic of
Korea continues to gain access to and exploit the global international financial
system (including banking and insurance) through reliance on aliases, agents,
foreign individuals in multiple jurisdictions, and a long-standing network of front
companies and embassy personnel, all of which support illicit activities through
banking, bulk cash and trade.

180. The Panel has concerns about banks without adequate banking regulations and
the intent to enforce them, especially in countries lacking effective laws and
compliance institutions.®* Transactions originating in foreign banks have been
processed through corresponding accounts in the United States and Europe. The
enhanced due diligence required under the resolutions in the case of the Democratic
People’s Republic of Korea is frustrated by the fact that companies linked to the
country are often registered by non-nationals, who also use indirect payment
methods and circuitous transactions dissociated from the movement of goods or
services to conceal their activity.

181. The implementation of financial sanctions becomes more complex as it moves
from targeted financial sanctions based on designation lists to activity-based
sanctions,* an endeavour that requires first establishing whether an entity is being
controlled or used by a designated entity. The situation is complicated because lists
of aliases are never exhaustive, not least because of alternative ways to transliterate
Korean names. In addition, the Panel is hampered in updating information on
designated entities owing to time lapses in responses to its inquiries, allowing
entities more room to continue their activities.

Transactions associated with foreign-sourced components for
the Unha-3

182. The pressure transmitters found in the debris of the Unha-3 rocket launched in
December 2012 were procured in two separate transactions, one in December 2006
and one in May 2010, by Royal Team Corporation (RTC), based in Taipei. RTC

" An added problem is that banks in the countries along the illicit activity pathways of the

Democratic People’s Republic of Korea have not provided incentives for their financial sectors to
expend resources on countering illicit financing generally, and countering proliferation financing
specifically.

% Activity-based sanctions prevent the provision of financial services, resources or assistance to

the Democratic People’s Republic of Korearelating to the supply, sale, transfer or use of items
prohibited under the resolutions.
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purchased the items from a United Kingdom-based company, without informing it
of their ultimate destination, before transferring them to Korea Chonbok Trading
Corporation in Pyongyang. Since at least March 2004, RTC had been purchasing a
large number of transmitters from the same supplier (see table 9).

Table 9
Number and types of pressure transmittersacquired by RTC after October 2006
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Note: Items whose export to Chonbok was confirmed by the Panel are circled.

Transfer to Chonbok of pressuretransmittersin May 2010
Transfer of illicit goods

183. Multiple exchanges with the Panel notwithstanding, RTC was unable to
provide export records. It did, however, inform the Panel that it had hand-carried the
items by air from Taipei to Pyongyang through Beijing without declaring them to
the customs authorities. This was despite the earlier sentencing of two RTC
employees by the Taipei District Court for having exported strategic high-technology
articles to the country through Beijing and Macao, China, in 2008. This included
several air shipments that used similar concealment modalities. The Panel
established that the transfer was a violation by the Democratic People’s Republic of
Korea of its obligations to suspend all ballistic missile-related activities and to
abandon its ballistic missile programme.

Financial transaction

184. RTC initialy outlined to the Panel a complex circular payment scheme,
involving another Taipei-based company, company A, and a company in the
Democratic People’s Republic of Korea, Korean International Exhibition Corporation
(KIEC), in which the three companies arranged to compensate one another’s creditors
so that no foreign transaction was required. Company A owed approximately the same
amount to KIEC (for the participation of Taipei-based companies in a trade fair) that
Chonbok owed to RTC. Company A transferred funds to RTC, while Chonbok paid
KIEC the amount owed to RTC, in effect cancelling out the parties’ debts to one
another (see fig. 35 and annex 108). RTC subsequently changed its explanation of the
transaction by removing mention of company A, instead stating that Chonbok had
transferred cash directly in Pyongyang, which RTC had then immediately turned over
to KIEC for the organization of the participation of Taipei-based companiesin the fair.

63/295



S/2016/157

64/295

Figure 35
Flow chart associated with 2010 tr ansaction
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185. RTC was unable to provide records for either of the two payment scenarios. Its
managers were obliged by law to declare to the authorities the foreign currency
revenue from Chonbok of €28,350. However, it would have been impossible for the
regulatory authorities to detect any transaction. The Panel concludes that RTC
evaded local regulations, whether by design or omission, and consequently assisted
the Democratic People’s Republic of Koreain the evasion of sanctions.*®

Transfer to Chonbok by RTC of pressure transmittersin December 2006

186. In 2006, Chonbok transferred €71,700 through an individual named “Ryom
Jong Chol” from a Malaysian bank to RTC. According to information obtained by
the Panel, Mr. Ryom was acting as the representative of Bank of East Land in
Malaysia at that time. Bank of East Land was designated in 2013 by the Security
Council for its role in facilitating weapon-related transactions for another
designated entity, Green Pine. The Panel contacted Malaysia regarding the
transaction, but has yet to receive areply.

Reconnaissance General Bureau

187. The Panel obtained documents showing that a Reconnaissance General Bureau
agent whose assets were frozen by a European Member State in 2013, Kim Su
Gwang, had used his status as a staff member in an international organization in
Europe to bring other nationals of the Democratic People’s Republic of Korea,

93

Paragraph 10 of resolution 1874 (2009), superseding paragraph 8 (a) of resolution 1718 (2006),
and prohibition of the transfer of any financial assets that could contribute to the ballistic
missile-related activities of the Democratic People's Republic of Korea (paragraph 18 of
resolution 1874 (2009)).
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including two other Bureau agents, to Europe. They included the Director of the
International Relations Department of the Korea United Development Bank in
Pyongyang, Kim Su Gyong,* and her father, Kim Yong Nam, who, according to a
Member State, managed a support network for itinerant Bureau officers in Europe
and worldwide by supplying them with financial and other resources to carry out
missions assigned by the Bureau's head office. Ms. Kim was colluding with her
brother and her father to engage in illicit activities and provide cover for the
organization’s activities.

L egislation to implement targeted financial measures

188. The Panel has found that in numerous cases the lack of adequate national
implementing legislation and/or of an inter-agency information-sharing process to
assist Member States in assessing prohibited activities has led to highly uneven
implementation of targeted financial sanctions. In the context of its outreach
activities, the Panel has been requested to provide assistance in reviewing draft
legislation on proliferation finance. In this regard, the Panel underlines that, to meet
their obligations under the resolutions, Member States must include in such
legislation measures prohibiting trade with the Democratic People’s Republic of
Korea governing all arms and related materiel (in addition to proliferation of
weapons of mass destruction). Without such provisions, Member States will be
substantially hampered in taking action against designated entities and those acting
on their behalf for violating the embargo on conventional arms.

OMM asset freeze

189. Mexico sought and received clarification from the Committee on the status of
the Mu Du Bong, which it had been detaining since July 2014. In a letter to Mexico
dated 6 May 2015, the Committee stated that the asset-freeze obligation pursuant to
resolution 1718 (2006) applied to OMM and all its financial assets and economic
resources, including the Mu Du Bong. On the basis of that finding, Mexico froze the
Mu Du Bong.

Chinpo Shipping and financing of proliferation

190. In a rare proliferation financing prosecution, the Singapore District Court
charged Chinpo Shipping Company (Private) and its Director, Tan Cheng Hoe, with
providing financial services or transferring financial assets or resources to OMM
(see paras. 137-141). On 14 December 2015, the Court found that Mr. Tan had
transferred $72,016.76 to a foreign shipping agent for the shipment aboard the
Chong Chon Gang in July 2013 (intercepted by Panama).

191. The judge, Jasvender Kaur, stated that Chinpo “had conducted no due
diligence whatsoever” before transferring the funds on 8 July 2013. She found that
Chinpo had applied for 605 outward remittances totalling $40 million between 2009

% The Russian Federation informed the Panel that unilateral sanctions were “not an argument for

suspicion of unlawful activities on Russian territory” (see annex 106).
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and 2013 on behalf of nationals of the Democratic People’s Republic of Korea. The
accused described himself as a “payment agent” for OMM.

192. Court documents provide ample evidence of both the implementation and the
evasion of targeted financial measures. The documents indicate that, although
Chinpo at one time indicated vessel names in its outgoing remittance forms, it
ceased that practice in the second half of 2010. According to Mr. Tan's statement,
“more questions were asked by the bank in the United States when the vessel name
was included, and some processing banks will reject the transaction after asking for
more information”. He then stated that the Singapore branch of Bank of China, from
which Chinpo had undertaken the transaction of $72,016.76, “had advised [Chinpo]
to leave out the vessel name in transactions, that bank was aware that the
remittances were being conducted on the behest of Democratic People’'s Republic of
Korea entities”.® Apparently, as a result of that advice, Mr. Tan began to remove
vessel names from the payment details. Chinpo similarly advised entities of the
Democratic People’'s Republic of Korea on multiple occasions not to include such
names in inward remittances, further assisting sanctions evasion. An employee
stated that she had been instructed to include that reminder in outgoing e-mails.
Another employee elaborated that that instruction had been included “ partly because
Chinpo wanted to get the money and the funds would be blocked by the US if the
US knew that the transfers were made in relation to a Democratic People’s Republic
of Korea vessel”.® The Panel notes that such information-stripping is consistent
with the evasion practices used by other OMM entities and individuals.

Financial Action Task Force

193. The Panel works closely with the Financial Action Task Force and engages in
outreach with similar regional bodies to promote and support the implementation of
United Nations targeted financial sanctions. The Task Force’s mutual evaluation
process assesses compliance with the targeted financial measures provided for in
resolution 1718 (2006) and its successor resolutions, with the Panel present at the
discussions of its assessments to answer questions from Member States. On
27 February and 23 October 2015, the Task Force renewed the placement of the
Democratic People’s Republic of Korea on its “public list” and highlighted the
threat that its practices posed to the integrity of the international financial system. In
transactions relating to the Democratic People's Republic of Korea, the Task Force
urges the financial institutions of members to take countermeasures, which include
enhanced due diligence.

Unintended impact of the sanctions

194. The Panel has been unable to find incidents in which bans imposed under the
resolutions directly resulted in shortages of foodstuffs or other humanitarian aid.
National legislative or procedural steps taken by Member States and the private
sector have been reported as prohibiting or delaying the passage of goods to the
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Chinainformed the Panel that, “in accordance with the remittance application submitted by the
Chinpo Shipping Co Pte Ltd, Bank of China handled the remittance process according to relevant
regulations with the payee as C.B. Fenton & Co, SA”.

Prosecution’s submissions at the close of trial, 30 October 2015 (Singapore).
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XI.

Democratic People’'s Republic of Korea. It is often difficult to distinguish those
measures from United Nations sanctions.

195. One related problem in 2015 concerned difficulty with financial transactions
involving United Nations bodies working in the country. While the Panel was
unable to establish any direct link to United Nations sanctions, it takes note of
recommendation 4 of the Committee’s Implementation Assistance Notice No. 6, by
which the Democratic People’s Republic of Korea was encouraged to take
reasonable measures to facilitate the operation of diplomatic missions in the
country, including by providing for alternative banking channels, if necessary.

196. The Panel also took note of the report of the Secretary-General on the situation
of human rights in the Democratic People’s Republic of Korea, in which it was
stated that “the United Nations and unilateral sanctions imposed on the Democratic
People’s Republic of Korea clearly do not apply to humanitarian assistance, but they
have had an unintended and indirect negative impact on vulnerable people’
(A/70/393, para. 41). The Panel is continuing its investigation.

Recommendations

197. Since its first report to the Committee and the Security Council, in 2010, the
Panel has noted the evolution of its recommendations from general to more targeted,
practical and implementable ones. The Panel reiterates that the recommendations
made in its previous report (S/2015/131) remain valid and should be reconsidered in
the light of its additional research and the evidence that it has gathered.

Recommendations to the Committee
Recommendation 1
National implementation reports and Member State obligations

The Panel recommends that the Chair and Vice-Chairs of the Committee
approach non-reporting Member States to fulfil their reporting obligations under the
relevant resolutions. They should:

(@) Convene regular open briefings for Member States;

(b) Convene briefings for the Chairs of the regional groups;

(c) Convene regular bilateral meetings;

(d) Encourage non-permanent members of the Security Council to submit
their reports as models of good practice.
Recommendation 2
Specialized teaching and training

The Panel recommends that the Committee propose that the Security Council
strengthen the measures imposed under paragraph 28 of resolution 1874 (2009):

(@) By demanding that Member States prevent the specialized teaching or
training of nationals of the Democratic People’'s Republic of Korea within their
territories by their nationals of disciplines that could contribute to the country’s
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prohibited programmes and by clarifying that such teaching or training does not
exclude the teaching of general or basic knowledge;

(b) By encouraging international organizations to seek the Committee's
guidance to ensure that their training programmes and courses do not contravene the
sanctions imposed under paragraph 11 of resolution 2087 (2013).

Recommendation 3
Paragraph 10 of mplementation Assistance Notice No. 5

The Panel recommends that the Committee update the penultimate sentence of
paragraph 10 of Implementation Assistance Notice No. 5 so that it reads as follows:

These resolutions prohibit the transfer from the DPRK by its nationals or from
its territory of advice, services or assistance related to the maintenance or use
of prohibited arms and related materiel, regardless of whether such items were
supplied by or transferred from the DPRK.

Recommendation 4
Updatesto the sanctions list

The Panel recommends that the Committee update the sanctions list as
follows:

(@) Add the alias of “Li Je Sen” as a good quality a.k.a. to KPi.002 (Ri
Je-Son);

(b) Add the following new information to KPe.010:

K Pe.010 GREEN PINE ASSOCIATED CORPORATION
Ak.a.

Green Pine Association

Green Pine Associate

(c) Add the following new information to KPe.002:

K Pe.002 Korea Ryonbong General Corporation

Ak.a:

Korea Lyongaksan General Trading Corporation

Korea Ryongaksan General Trading Corporation

Other Information: Ryonbong-owned entities include Korea International
Chemical Joint Venture Company.

(d) Add the following new information to KPe.019:

K Pe.019 Korea Complex Equipment Import Corporation
A.k.a.: Korea Equipment & Plant Corporation (KEP)
Address: Central District, Pyongyang

Other Information: E-mail: kepc@co.chesin.com

(e) Add the following new information to KPe.006:

K Pe.006 Korea Hyoksin Trading Corporation
Other Information: E-mail: rbc635@co.chesin.com
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Recommendation 5
Updatesto thelist of prohibited items

The Panel recommends that the Committee add the following to the list of
ballistic missile-related items (S/2014/253):

(@ Unmanned aerial vehicles with reconnaissance capabilities, having an
autonomous flight control and navigation capability (e.g. an autopilot with an
inertial navigation system);

(b) Any related systems, equipment and components, including systems for
navigation, attitude, guidance or control, specially designed to be integrated into
unmanned aerial vehicles, as specified in (a).

Recommendation 6
Asset freeze

(@) The Panel recommends that the Chair of the Committee share with all
Member States the letter to Mexico of 6 May 2015 in which it was stated that the
Mu Du Bong was an asset of OMM and was to be frozen;

(b) To ensure the effective implementation by Member States of their
obligations with regard to the asset freeze and financial measures, the Panel
recommends that the Committee make the following information widely availablein
an implementation assistance notice:

(i) The Committee clarifies that the measures imposed under paragraph 8 (d)
of resolution 1718 (2006) and paragraphs 8 and 11 of resolution 2094 (2013)
apply also to any financial or other asset or resources that a State determines
could contribute to the activities prohibited under the resolutions or to the
evasion of the measures imposed under the resol utions;

(i) The Committee clarifies that it considers “assets’ and “resources’ to include
assets of any kind, including vessels, and therefore that vessels owned and/or
controlled by designated entities should be frozen by relevant Member States;

(iii) The Committee reaffirms that the Democratic People's Republic of Korea
is also bound by the measures imposed under paragraph 11 of resolution 2094
(2013), by which the transfer of any assets or resources from a designated
entity/individual of the Democratic People’'s Republic of Korea to another entity
or individual of the Democratic People’s Republic of Korea was prohibited;

(iv) Aspart of the implementation of the asset freeze, the Committee clarifies
that Member States may decide to take control of the frozen asset or resources
as a means to protect against flight, in accordance with their respective legal
processes (pursuant to paragraph 8 (d) of resolution 1718 (2006) and
paragraphs 8 and 11 of resolution 2094 (2013));

(c) The Panel recommends that the Committee propose to the Security
Council the following:

(i) That it require any Member State, when implementing the measures
imposed under paragraph 8 (d) of resolution 1718 (2006) or paragraphs 8 and
11 of resolution 2094 (2013), to promptly submit reports containing relevant
details to the Committee on the freezing of financial or other assets or
resources or the prevention of the transfer of such assets or resources,
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(ii) That it decide that States shall communicate to the Committee any
information available on transfers of aircraft or vessels from the Democratic
People’'s Republic of Koreato other companies that may have been undertaken
in order to evade the sanctions or in violating the provisions of resolutions,
including renaming or reregistering of aircraft, vessels or ships, and that it
request the Committee to make that information widely available.

Recommendation 7
Designations

In accordance with paragraph 12 of resolution 2087 (2013) and paragraph 27
of resolution 2094 (2013), the Panel recommends that the Committee designate
individuals and entities that have violated the relevant resolutions and/or have
assisted in the evasion of sanctions (see confidential annex 109).

Recommendationsto Member States

Recommendation 8
Paragraph 22 of resolution 2094 (2013)

Member States should exercise due diligence, pursuant to Implementation
Assistance Notice No. 4, regarding the export to the Democratic People’s Republic
of Korea of commercial unmanned aerial vehicles of ranges below 300 km with
reconnaissance capabilities, given their potential use in military applications.

Recommendation 9
Paragraph 9 of resolution 1874 (2009)

Member States should pay particular attention to the export of technical
training, advice, services or assistance relating to the provision, manufacture,
maintenance or use of all arms or related materiel to the Democratic People’'s
Republic of Korea.

Recommendation 10
Paragraph 22 of resolution 2094 (2013)

Member States should exercise enhanced vigilance over exports to the
Democratic People's Republic of Korea of the following items:

(@) Commercial trucks that could be converted for use as military vehicles or
arms and related materiel;

(b) Commercial items that could contribute to the submarine-based ballistic
missile programme, including subsystems and components, in particular €electric
motors, lead acid batteries and associated charging systems and sonar technology;

(c) Maritime electronics (radars, sonars, compasses and the like) that can be
used for naval vessels.

Recommendation 11
Reporting obligations

Member States should report to the Committee information at their disposal on
attempted violations and measures taken in line with the implementation of the
resolutions.
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Annex 1 : Ongoing Investigations

Case 1. Shipments of spare parts and equipment for submarines and military boats
brokered by Green Pine from Austria to Angola and Vietnam

1. The Panel contmsed s imvestiganon of two imcidenis iumh'qu Oreen Pine  Associaied
Corporation (designated on 2 May 2012 as a pnmary arms dealer)”: two July 2011 delivenes
of equipment and spare parts for mulitary patrol boats to Angola and a February 2011 air
shipment of submarme parts mspected m Taiper.” These consiguments were shipped from
Vienna by an Ausinan nahonal, Mr, Josef Schwarz through his company, Schwarz
Motorbootservice & Handel GmbH. Mr. Schwartz had engaged i many previous trades with
the Democratic People’s Republic of Korea including violations and attempted violations of
the luxury goods bans.”

The Panel confinned that Mr. Schwarz acted on behalf of and assisted Green Pine m the
evasion of the sanctions by acqunng and transfermng anms and related matenel in violation
of paragraph 8 (b) of resolution 1718 (2006) and paragraph 9 of resolution 1874 (2009).

L=

3. As the items in the shipment were parts for submannes and mulitary patrol boats, the Panel
considers them arms and related matenel. Member States are prolubited from procunng from
the Democratic People’s Republic of Korea all anms and related matenel, whether or not
originating in the territory of the country.*

4. The Panel notes that some Member States mterpret the resoluhions as only prolubiting the
transfer of amms procured from North Korea, and not those brokered by North Korean enties
but ongmating in other countrnies. The Panel recalls that paragraph 7 of resoluhon 2094
reaffirmed the prolubition of brokenng or other mienmediary services.

5. The Panel recommends that Member States ensure that all nulitary-to-mmlitary cooperation
with the Democratic People’s Republic of Korea comples fully with the resolutions, in
accordance with paragraph 11 of the Commuttee’s IAN No. 5. The Panel further recalls
paragraph 24 of resolution 2004 (2013), which calls upon States to exercise enhanced
vigilance over the country’s diplomatic personnel, given the kev role played by the diplomats
i promoting Green Pine's business activities abroad.

6. Green Pine had customers i Afnica and Asia. procured anns and related matenel from the
LUnited States and Europe, and routed all shipments though Asia. Many of the countries with
which it did busmess had long-term military-to-mulitary cooperation with some States to
evade sanctons. Green Pine also embedded its representatives within Democratic People’s
Republic of Korea’s embassies under aliases in a neighbouning country. Green Pine finther
evaded States’ export regulations by operating imder the cover of Mr. Schwartz s company.

' $/20127287

“S015131, paras. B1-83.

’Theuq:-urt of eight Mercedes Benz vehicles from Aunstria 2007 - 2008, attempied export of two hoxury yachis
from Daly in 2009, See, 52012422, paras. 84-85; and EU Regulation, No 13552011

! Pursuant 1o paragraph 8 (b) of resolution 1718 (2006) and paragraph 9 of resolution 1874 (2009)
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The July 2011 shipments were slupped from Vienna to a Luanda-based military company,
Sunportex EP.. as part of a 2 September 2009 contract with Green Pine relating o s
provision of techmcal assistance for Mandume-class patrol boats (e g mamienance, repairs
and replacement of parts). The contract expired m January 2012, In cooperation with the
Angolan authonties, the Panel found that Green Pine's representative, Mr. Kim Hyok Chan,
servied as a diplomat m the Embassy of the Democratic People’s Republic of Korea n
Luanda, and used Schwarz Motorbootservice to procure the items from a European company.
Gireen Pine also operated from thas embassy .

The February 2011 consignment also onginated in Austna. The consignee was a Vietnamese
mulitary company, General Amuy of Economue and Technology (GAET). Green Pine's office
i a neighborng comtry (“Saeng Pil Trading Corporation”™) was wnvolved in the shipmemt
The shipment was part of an agreement with GAET on techmcal trmning and services for the
repair of Yugo class submannes. Mr. Schwartz had also procured items for this cargo from a
Umited States company. The United States had already designated Green Pine at that time.”

The reroulmg of slupments from Veenna through a neghbounng couniry o other
destinabions, despite less expensive altemnate transportation routes, erased Mr. Schwartz"s
name from the documents on the final leg of the shipments. Angola provided informanhon fo
the Panel mdicating that Sumportex”s pavinenis to Green Pme were to be made 1o a Beyjing-
based bank account held by an mdividual named “Kimm Kwang Ho,” routing through two
comesponding banks in New York (figure 1)

Fignre |. Bank account used by Green Pine’s representative
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* US Treasury, Fact Sheet. 30 August 2010
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Case 2, Avtempied arms irapsfer to United Arab Emirages

10. The Panel 1s investigating a United Arab Emirates entity named Al Mutlaq Technology and
its representatives, ngluding Mr. Abdulrahman Abdualla Abdulralman Bager and associated
individuals, over a reported attempt to acquire 100 million USD of anms and related matenials
from KOMID, as well as this entity’s potential past dealings with other Democratic People’s
Republic of Korea entities. The UAE stated that Al Mutlag had been mvestigated and that
“Al Mutlag had requested a 100 nullion dollar quotation “from an ndividueal named Mr.
Yoon Song Kim from Nosth Korea based in China™ but that “no relationship between
EOMID and Al Mutlag Technology or Mr. Bager was detected.” The UAE stated that as a
precantionary measure Al Mutlaq Technology had been shut down (see annex 104-10%5).”

Case 3, Possible brokering of military communication equipment in Malayvsia

11. According to a Member State, a Democratic People’s Republic of Korea national, Mr. Pyon
Won Gun., was hkely working for a Malavsia-based company, Global Commumecation Co.
(“Glocom™). which manufactures and supplies equipment for communication. navigation,
command and control for mulitary and para-military organizations. Glocom has reportedly
been connected to the Reconnmsance General Bureau (RGB). Furthemore, Mr. Pyon's name
15 featured in email address on Glocom s online advertisements {figure 2).

12. The Panel has confirmed that no company under the name of Glocom exists at its listed
physical address and that another company’s mformanon. “Intemanonal Golden Services
Sdn Bhd™ (IGS) is listed as Glocom's contacts (figure 3). Mr. Fareeq Qael was listed as
ICG"s director since January 2013. Mr. Qael removed ICGS from his personal professional
profile shortly after he was contacted by the Panel (but has never rephed to the Panel). The
Panel has also been waiting for a reply from Malaysia since November 2014,

13. The resolutions prolubit brokering by the Democratic People’s Republic of Korea of the
transfers of all amms and related matenel, as reaffimned by paragraph 7 of resolution 2094
{2013). The Panel continues to investigate the activitnes of Glocom and its reported
connections to the RGB.

" The Panel's mweting with UAE delegation, New York, December 2015
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Glocom C41SR System

w1 e Communicaiion Svsiem

Flexible range of applications

Flexibility when sclecting the voltage souice
(Wide DC woltage inputs, AC power supply)

All {=loran median come wath widle g of D90 mpois. Thoe
s optierad O pooser sopply sdapior. e i oo b chosam
ooy o il unlallabon comhitomn. Ao exiorml omlh g
AL peveer vy |y dvamla® e o Olstom skl fprenifiie o
e pemlys i comcisrod AC poser ol The purme wipphs
i e it ] st aly Uy pmeanr ol @ DT e o 0 e
winkein Tha AT pwiier wipgply codildus ol Csivesl wissdlads
ard COMEN Y IS e Bacad oeecnin . Sppy Tolags
Bucuaiion ww compwnsried for withon sflecting oprestion of
i radis

Saatable for fixed. mobile, amcraft operated

by au force, army and mavy

Bl s wloj sl siivrsll plege o sty of Semaadh on e
roal b ol e b i caminbal e vech o gelares
skt il e dasgs Dietdermde ardiy, as foras
wrsd BINVY TAMGITTA ETHE LOMZTETa ) Ve e apgeica-
iz in ther vanshie reqmecy reepes. Tha Ollescoss mdies ofEx
3 ks handadh 6 appeHT 3 vErsry ok apil et

Sratiomary yuain | oenos ooudiaureieen

Sourge: GLOCOM's homepage avalable af hitp:/glocom com oy publie/pdiGS-
24004 20C atalogueta20v] Le pdf.

Figure 2. An example of GLOCOM s product advertisements refermng 1o the contact
mformation of wg pyvonid glocom. com.my

Software defmed b concept

Al wafrwmre clememiy of e O looon redo wysiom. pxcleding i
e e £ Domrm il wodtwiire opiaion. o by loided mio e ko i
e B Ll U A S e Pl RBRRE MR S WA
g [ ks e wendlable Fror Wi g Thia Sppensch s
wlko fusgrioial snbamcorwmis i b eeded @6 & e e s 1k
dhais, spprosch. Ther s, ecrning sollasrs oty can ba
enbancod wiitost spoaing ac rado or eplacing hardweses med-
whes

The cmrent v af 188 softass modhwwn in @ srajrelansye
mrvensory eoport, whack corrtema the absim o all verucss of the
s mnd iy congronen

Wireless interface in range of ship

Thet ¢ bewiris wimsng i simeelll s of sl Forsr, siip bepima, volkie
el wrnld be beonghe on the isoris problema. Fapecaliy, cles-
o WL i an-tght spece od wr deroe s very dadbicule don -
eximbon of old axrbons end duos. The comocing the wcizcal
Terrnrs’ anel epmmsen wdh inchyslesl wolblers ol mrme din
beorsg amal dpanconl dmees 0ol Eeomvemerse and dangermn
i Wirim. S oscumi igppeeity e chow wodstboir. inaing W-Th
darnlpy. The speleia iafeream sislem murg swekeia mier
Isce = very conveneel m iy, cohede mel ey, o0 n
vory Tkmitdi 1o iallatien i k) ouy P

16-00683



S/2016/157

Figure 3. GLOCOM s contact mformation provided on ifs website refermng to Intermational
Golden Services Sdn Bhd

1! L — — e — .._ I—_ —— ——
a o o . - E = @GNS Contsch-an

-m- - Page Salety '.-\_.,.,.l-i-'[!

Glcom

R T

Sonree: hitp:// glocom. com.my en/contacts-en.hitml,

Case 4. Korea National Insurance Corporation links to designated entities

14. The Panel wdennfied business relanonshaps between OMM and Korean Nanonal Insurance
Corporation (RNIC) whose Genuan subsidiary was desigmated by the EU on 2 July 2015
KNIC purchased vessels and commmodities mchuding sugar via Chinpo Slupping, an OMM
agent. The Panel has evidence demonstrating that ENIC msures Aw Korve awrcraft fos
mternational flights (figure 4). Air Korvo has not responded to the Panel’s request foa
msurance certificates. Further. the Panel notes that KNIC has msured both cargo and vessels
operated by Ocean Mantme Management Co. Litd (hgure 3) and 15 thus contmung s
wveshigation mto KENIC and its role in facilitating the movement of assets of designated
enlmegs
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Case 5, September 2009 export of machine toal

15. The Panel continned its investigation mto the activities of Hsien Tai Tsai (also known as

Alex Tsai) who has reportedly had business dealings with KOMID. Alex Tsai and his son
Yuel-Hsun Tsam (also known as Gary Tsa), were prosecuted by the United States e
conmection with their activities which violated United States laws against weapons of mass
destruction proliferation. including through the September 2009 export of a machine tool
from the United States 1o Taowan Provinee of China. Both individuals pleaded guilry, and
were sentenced by the court. The Panel could not confirm Alex Tsai's intention to re-route
the machine tool to the Democratic People’s Republic of Korea from Tarwan Province of
China. The Panel continuies 1o investigate Alex Tam s reported dealings with KOMID.

Case 6. Suspected arms-related cooperation with Ethiopia®

16, The Panel continped mo investigate past mulitiry cooperanon berween an Ethiopia-based

company (Homicho Ammunition Engineering Industry) and a Democratic People’s Republic
of Korea entity (Korea Mineral Trading General Corporation).” According to media reports.
assistance to the Homiche Ammumtons Engineenng Industry continued until at least late
2007." Ethiopia confirmed 1o the Panel that Homicho was established in the 1980s with
support from the Democratic People’s Republic of Korea, but stated, “that kind of military
cooperation does ot exist anvmore.” The Panel notes that Korea Mineral Trading General
Corporation is still listed as one of Homucho Ammunitions Engineening Industry’s primary
suppliers on the company’s website (figure 6).

Figure 6. Extract of Homicho Amwmmitions Engineering Industry profile
Homicho Ammunition Engineering Industry (HAEL) - Fact Sheet

For spare parts !
=i i | = Governmental and me
| Major Suppliers » Anton Spare Parts Moeth Industries

Trading GMBH Hambiirg Corporation |Chena)
([ Germany ] = Profiles [Crach Republic)

& Communicatan and s Sarind S PA. (Isly)
Accessories Int. (Italy] = Shiv Diad Sud and Sons

= Effective Laboratory (Tradia)

= ‘West Kemper
= Engingaring [Garmany |

« Poly, ALTT (China)

Sonrce: htp:/waww metec. gov et/ in e metec-industnes homcho-ammumition-
mdustry, accessed 8 December 2015,

E‘GI-I-H'." paras. 100-101 and S/2015. para. 88,
5-::5 ‘2013131, para. 88 and 52014147, paras. 100-101.

ﬂniﬂﬂ:r;-ﬂ “Is Ethiopia Violating Unsted Mations Sanctions against North Korea: New Evidence

Uncovered”, 38 Morth, 23 December 2014, available from hoip: /3 8porih org 2014/ 12 aberperi 22314
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Annex 1 : Correspondence with Member States

Crech Republic
Deinmark

Cate d'Ivoire

Grermany
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Lebanon
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Mozambigue 2 I 2
 Myanmar 4 3 1
| Nigeria 1 0 1
Pakistan 1 1 0
Panama 3 1 2
Paraguay 1 1 0
Peru 1 1 0
Philippines 7 3 3
Poland 1 1 0
Qatar 3 3 0
Republic of Korea 4 4 0
Russia 5 5 0
Saudi Arabia i 1] 3
Senegal 1 1 0
Sierra Leone 4 0 4
| Singapore 3 3 0
Solomon Islands 1 0 1
South Africa E 1 2
Spain 6 -, 1
Sudan ' 0 2
Switzerland 3 3 0
Tanzania 1 0 1
Thailamd 8 4 4
| Togo 1 0 1
Turkey 1 1 0
Tuvalu 4 4 0
Uganda 6 3 2
Ukraine 3 1 0
1 (plus one letter
for previous
United Arab Emirates 2 inquiries) 1
United Kingdom 6 6 0
1 (plus 2 letters for
United States 3 Previous mguines) 2
Viet Nam 7 3 2
Yemen 1 0 1
136
179 (plas § lﬂtm for 03
previons
TOTAL inguiries)
Source: The Panel
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Annex 3 : Member States to submt NITR

Africa

Angola
Bemn

Botswana
Burnd
Cameroon
Cape Verds

Chad

. Comoros

10. Congo
11. Coie Dvoire

D e

12 Democratic  Republic ¢

Congo
13 Equatonal Camnea
14. Entrea
15. Etlnopa
16. Gabon
17. Gambia
18. Ghana
19, Guinea
20, Guinea Bissan
21. Kenva
22 Lesotho
23 Libena
24. Libya
25 Madagascar
26. Malaw
27. Mah
28 Maunitama
29 Maunitius
30. Mozambaque
31 Mager
32 Bwanda

33 580 Tome and Prnncipe

34 Senegal

35 Sevchelles
16 sserra Leone
37 Somalia

38 South Sudan
39 Sudan

40. Swazland
41. Tanzama
42. Togo

Central African Republic

43, Tumsa
44, Zamiban
43 Dimbabwe

Americas

46. Antigua and Barbuda

47 Bahamas

48. Barbados

49. Belize

50. Bolivia

51. Costa Rica

52 Domanica

531 El salvader

54, Grenada

55. Ham

56, Honduras

27, Jamanca

58. Micaragua

59, Saint Kitts and Mevis

60, Saant Lucia

61, Saint Vincent and the
CGrenadines

62, Sunname

63. Tnnmdad and Tobago

&4 Venerunela

Agia

a1

63, Afghamsian
656. Bangladesh
67. Bhutan

68. Cambodia
69. Iran

T0. Trang

71. Malaysia
72, Myanmar
73. Nepal

74, Chamian

75, Syria

76, Tajikistan
TT. Timwor-Leste
TE. Yemen

Europe

T8 Bosmia snd Hevzegovina

Deeania

B0. Fin

B1. Kinbat

82, Micronesia

83, Naunm

84 Palau

85. Papua New Guinea
B6. Samoa

87. Sclomon Islands
B8 Tonga

89 Tuwvalu

00, Vasuat
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Annex 4 : Pvunggve-n Nuclear test site

West portal { 15 Oxtaber 2005)
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Anmex 5 : Yonghvon nuclear complex

Light water reactor and 5 MWe reactor {15 October 2015)

il 1
SMWe reactor (15 July 2015)

—'.4:'* -A

Sauree: The Panel
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Areas near the possible fuel assembly buildmg (15 October 2015)

North side af the poassible fuel assembiy building

15 Ocrober 20015 15 July 2015

Source: The Pancl

84/295 16-00683



S/2016/157

Fuel fnbricanon plant (uraniom énnchment facikiny)

15 July 2015
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Annex 6 : 9M79 missile main characteristics

ml III"'_ -

‘.r;-._._

Siid § Sshgte g (gow, wowg)
T -
m"m“'ml -'Imhm _-Jhl m T, 00,00, 000-00; 3 = Flagel w79, 08,00,070) 4 = Fligel WUW.04, X 0007 3 - GRLTNCTORS

Unafficial manslation by the Panel

1: Warhead (ON]23F or ONI123K)
2: Body

3: Fins

4: Fins

5: Aerodynamic rudders

6: Gas-dynamic rudders
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Banel Trarslation: Hades dwe Calesshikoples 1D BT b
Diiarretes: B50 mirm e i e e
Length of the missile: B0 mirm Taghe “l:;-:r.’_ Siser spesiii-
Wingspan: 1440 mmi ) 1,83 Iu:l.nru* [EELY l#'ﬂ'] Bt BiAE
bdass at take-off; iy 1] :_ul.tl.-i:.-ﬁ LB -l-.j 3 ha
Length of the body: 4075 mm T R _L"':_:':, it s LA
Batass af missile body | without Rmsss can Gefecurikaptes i EaR aRi kg
Warhead): 1518 kg anzahl der SpliccerLedeegen 0
Mitssile engine fuel: splid fuel mixbure :’"""""":L:_'":.r:_"::"' 1.8 by
btass of the fuel inc, armor;. 526 kg S “HHEFE wiagr St
Bdass of arrmor: 17 kg aj 1,58 Kafead (218 ast ains
Thirust: G620 W Zimlfleche wen 1,8 , Tha
Atissile engine operation time: 184 .. 28 5 (depending on the - ll"l '"w""'." : {HI """". .'.1 S 1.5 ha
fuel temperature.) Mass of the 9N123F warhead: ag2kg

Aledium pressure in the combustion chamber: 6.77 MPa Mass of the ENIJ|I.'.|EI"|I'EI 162.5 kﬂ

Effective cormbat anea of thie 3N123F warhead with specific burst

energy of:
T e a] 132 kifem2 {135 kpfern2) on a
lpansmaiie dor Ll irwler 1 Ad0 mm target area of 1,8 m2 3 ha
::"-“':T"f sk gt o : : : b} 235 klfom2 (240 kp/cm2)ona
AT hi-rrl R 1 30 kg target area of 1,8 m2 2 ha
Trabbatsl ¥ dor Trishmerhs= SERRROCNN Maszss of the Shllah'..'arr'-ead: 4Ekg
w‘. N vkl Mumber of sub-munitions: S0
o g mdx Funzarsng :'.':I Mass of the sub-munition explosive: 1,45 kg
; i -I e Effective combat anea of the SN123K warhead with specific burst
rlahiung o O3B0 W (% Tl Wp) ERErgy af-
aTar T B s Bt ange- al 1,32 kijcm2 {135 kpfcm2) on &
L L i target area of 1.8 m2 7 ha
dor Teisbmartenierishiung 6,77 wPe (80 bpus"] b} 2,35 kifcmz2 (240 kpfem2) on a

target area of 1.8 m2 3.3 ha
Sowree: The Panel
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Headline;, "Kim .,i’au; L'n Watches Snﬂreger Submarine Underwarer Balliznic Hu:n'# Test-firg"
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Source: Rodong Summun, available from NK News archave at

hitp: Kcnswatch nlowews org ' puby assets pdf rodong-smomm 201 5/05/ 09 rodong-sinmun-201 5-05-

09 pdf
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Annex § ; Enlargement of the SLEM

Pokprukveonp- |

‘Morth Star-1"
(Polaris)
20N
L _ __..L‘ .
Source: Kim Jong Un Watches Strategyc Submomne Underorater Ballistic Missile Test-fire, Rodong
Surcmam, 9 May 201 5.
Dfficial test images

The Panel 1s of the view that several of the 8 May 2015 test official photographs were
manrpulated and that smages unrelated to the test may have been mseried (see annex 9). Wale
the additional release of test video footage showed the massile emerged from the sea, it is unclear
whether the ejection was from a submanine of a submerged platform. Withouwt underwater
footage, the launch platform could not be venfied with certamnty by the Panel. However, two
Member States reported that the SLBM was launched from a submanne.
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Anpex 9 ; Error-level analvsis
Image 1: Note the box-like straight-edges [mage 2: Note the squares and rectangles

showng unage adjustment or supenimposed cut- showing possable mage  mampulanon
outs of other images of the nussale exhaust smoke erasure and supenmposed image cut-owts

area

ROCMA images released by the DFER of the SLEM test on 8 May 2005
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Annex 10 : Schae Overview
Tongchang-ri (Sohae launch site)
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Annex 11 : Schae Assembly Builiing Area
Tongchang-ri (Assembly Building Area)
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Annex 12 : Sohae Launch Pad

Tongchang-ri Launch Pad
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Tongchang-ri Launch Pad
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Tongchang-ri Launch Pad
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Annex 11 : Sohae Engine Test Pad

Tongchang-ri Engine Test Pad
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Annex 14 : SLBM related facilities at Sinpo
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Annex 15 : Sinpo South Shipyard
Sinpo submarine shipyard progress since 24 July 2014
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Anmex 16 : CSSTEAP introduction

The CSSTEAP was the first reponal centre estabhishad in November 1995 in Debradun, India
I.“:I.I LUAnt o 1._."";':.-!.l"|. 'IF"H."!I.I.'II"III.H l:" _‘ I.IE ]] I.-.".'l:'fll.l.lhé'l: I.l':ll;ll.-: .1IH.I. :|':-| 1_ I."F f-' DFI.'I.'I:I.IE:IFI .I.l:";l-h
refernng o the need for space science and technology educanon to become accessible to
developing counines. lis activines are adounistersd by an mternanonal govermng board
consistng of 13 sagnatory members from countness in the Asia- Pacific, mmcluding the Democranc
People’s Republic of Korea (see figure 1)

Figure 1:- Governing Board of the C53STEAP

Chairman
Or. ¥ Radrakrsqnan

Masmbos

¥
T
i

I

1l’|
1

1
! LTI
| E—————— = b
. |
* Hairu Dirpcior, CESTEAR, |ndin

I it o s o o ot oo

Sowrce: hopfwww cssteap.org’ accessed 30 December 2015
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Annex 17 : Mr. Paek Chang Ho at CSSTEAP

RO Second PG Coursa in Seie s Communicaions 1506 - 2000 | CRSTEAP

Second PG Course in Satellive Commurications 199§ - 2000

o, P mery b rol] Wi [ Lyl vl Fp Pt THie [Chok gn Tille for Daels G )

1

13

14

15
%

1
1A

Source: hitp.//'www cssteap org accessed 30 December 2015,
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Annex 18 : DPRK’s participation into the CSSTEAP courses since 2006

il -

!,:_.?*_._
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11--..--:- T et
e

2 State Acadeny, of Soencas, |nstitute of 2008 2008
Geography, Weter Resources Duisian,
Kwabsk -1 dong, Unjong District,
Pyangyang, OPR Korea

3 Senior Researcher 'ﬂ"ll-ﬁfﬁ- )
imgtibude of Earth Enﬂmnrrnn'td‘ Irfermetion

ior Feseancher
Scientific Research Instibute for Muricipal
Adrminisiration [SRIMA),
State Acadermy of Sdences,
Gyangbaok 1-Dong, Gyangbok Streel,
Pyongyang, DPR Korea

5. Senior Researcher 52016
Ingtilute of Earth Environmental Information | (angodur)
(EE}). Siate Academy of Scences, DPR
orea, Kwahak-1 Deng, Wnjong District,

7. Central Meteorclogical lnstrule 2010-2011
Stale Hydromoiesrologlcal Admirisiraton
iSHMA), Cesono-dong, Central District
Pyongyang, DPR Korea
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Source: The Panel.
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Irstitute of RS & Gesinformatics
State Acadery of Sciences
Kwahak 1-dong, Unjong District
Pyongyang, DPR Konea.

002011

Coursae: Satellite Communications (PG)

Senior Fessarcher

The State Acecemy of Sclence, DPR Korea
KinmaulT-dang, Moranbang District
Pwm Eli’H ﬂm

| 2009-2010

Head of Laboretory of Epi-r:-
Cemmunication

The State Acadeny of Science, DPR Korea
Finmaul -dang, Moranbong Deslrict
Pyongyang, DPR Kéroa .

|#008-2010

Course: Space & Atmosphenic Sclences (PG)

The State Academy of Sciences, DPR
Korea Instiluie of Remole Sensing & Geo-
Geninformatics (IRGS)

Gwang Myang Uﬂ*‘rl Linjang District.
Pyongyarg, DFR Kerea

2010-2011

Intitute iof Frysics (10P)

Tha State Acadaemy of Sclences DFR
Komea, Kwahak - 1 Dong, Uinjong District
Pyongyang, DPFR Karea

2010-2011

16-00683
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Annex 19 : CSSTEAP cancellation regarding four DFREK nationals

LEHTANTT I

Conlach detalla of 4 participants from OF R Rarsa (Beg sach fom SATCOM and
GMRE courmEs of e 28|, WO LE Snm o e B 4G Hed.

1. [BATOOM souis)
Lt Hme
mgiitute of Far® Erdronrasstsl infore stice (111
T AcaTETry O S ol
Pyongyang. DPR Kan
Prprm; ERSOHIT-THETY B 341 B
Fax QST I00S41E
Ervail s (DRSS O roEt i

-] TEA T o cn vl
Irl#ids o Ewth Efrerosmanial essmatics JEER
Flalm ACacE v o Gk e,
Pyorgresng LPA Koves
Phans: §0) «B8-00- 18111 Exd - G080
Fax &55-03-30| 4585

Crral M Deei Ta-Co Pist Ka

a | GHRE cousni
HercELE
o it e’ St Dhirsal 30w ol TR O
ol Pluteidl 5
Phore 00803087110 Bl AT BERad
Emad Maos Deriafyfrar Co kst Kp
Fad +D0A%0 ). W8 12585

i, (OMEE eourne)
‘Tl AcaedTr & B ol Liweng Cabres
Psngyseg DPR of K
O <EE02-AR111
Cat 31- Bad
Emal Arrargpiifitr Jo Mel Kp
Faw +=[0AS0-3-391-21 00w 100

Sowrce: The Panel.
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Annex 20

*The annex has not been reproduced i the present document because it 15 strictly confidential.
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Annex 21 : Extract of the SAS syllabus

= |pnosnde
HF and VHF Aadars
| & Ciphereni and Incohereni Geatber Radans (HE,
WHF and MST)
» Radic Bescon Technisues
Gigtal Positioning Byalam [GP'E-|

Phnlnrrm':‘l'mﬂ

Imaga Infensifioes

Lasers

Samiconductar Photonic Dawices

Prota deades

FAalanche dicces

Lagar diadas

CCD& CMOS imapging dalecicn
imagers |meference Fillers ard Elm
Faby Parod Inberfercmabor

Fillar Fholomais

LidarAaroscls, Tracs Gﬂ-_ and  Ozong
rnunmm-:— :

13,3 Ophical Tachriques |

Alrplow

n:mmriﬂmm i-irrnlm
Migrhig o -
Dapgicre

1.3.4 Alrglow

o i
[}
T

Gloa -
.ﬂmﬂﬂﬁnm I.'.f hipiow  Measuremerts  lor
| Inmqﬂ'lt[nnmiﬂ

SA5. 104 Irstrumentation __
F'dmphld'ﬂu;l:h'r
Bockat Molos

Solid and Liqued Fuel Rockats
Boundifg Fockets
Ciryopmic endgihes

Ml e R chinks

Satelile Lavreh Vanclas
Basics o Saleile oroibs
Faplers Lows

Sulp-salglite Poirt

Orbital Pararmeders
Sun-mynchroncus and geosyrchronous Orbis

Lcra-Earth Orbés |

Satatites ard thelr Orbits

14.2 Alfuce Contral, |
Power and Thammai
syElems of Sracecalts

Magretic Aspect Sanacrs ‘

Cartral of Fight-path
Clse-locp Gusance Spacecs# Power Sysem |
Salar Cells @ Pansls

.-.-....g.j-lllil-ll-lltllll-llii
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* Primary and Secondany Batiarise

* Special Power Sources

« Radicactive Thamicalacinz Oenarators (RTE)
Bpnasoral Ihermial control lachnigues

143 Gelmcion o
HMatenals for Bpace -
barm paykeads

Bohavior of Mawdals In Space mm
Prassure and Raciation) 4
Chulgassing

Conora Discharge

Coaling and Coating-compounds

Radiation Camage

klouring of

Structural anc Mass Lmitaticns

Cmrbon Fiber Reirlonoed Plastic [CFRP)
Hongycomb Siruciunss

Effects of “Wibraborm ard Shocks on ﬂpm-nn
Siruchiras

Spacecal Tremal Emimnments
Thesmal Paints and Surfase Finah

1.4.4 Relinbity, Tests
and Qualificaton af
Paylcads for Space
Expanimsnts

Command (TTCiand
Dada Handing System

Fabrication of Elscironics

Subassembiing

Elmciromagnedc Compatiity

Checkout, Relabisty Carsiderabans and deratrg
Test and Evahsbon

< Thisrmcms bests :

“Wibration and shodk tests

4 4% 9 8% ¥ ® ¥

Telemalry Sysbem
Signa! Condiioner, Onboand Dala Reconder,
Tedast ormmand

E mbiader

Decodar

Pliss and Data Commands

RF Syabems

Recolvers. Transmitiers and Antenna

Ground Segmants

Fealkdma and Off-ina

Traciing

148 In B2 Technigues
on Spoca Pladorme

Langmufr Probe

Elaciric Fiald Proba

len Dvift Mator

Rutarding Poleniial Analyzers

Masz Spectrometers and Magretomelurs
Satedto based lemperature Mmessunemenl
Satalts Drag or Mouiral Densities

i & & ¥ B B & & F F F 8 & @

| SAE. 105 Space Exploration

1951 Avnaspherss of

ciner Plansts and
Saraliites

1.5.2 loncsphenes of
Sowrca: The Panel.

& Inner angd ouber planals

= Shucture and Compositon of abmospheses planets
(mg. Jupiter, Mars, Venus and Satum)

_t__lhlir impariam Satelitos

| » lcrospherss and magrataspherss of aoky phanets
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Annex 12 : Extract af the GNSS syllabus

ELE Recewer Cutpul |+ 1pps sgnal
+ HMNMEA
|i “E”
7.0 Integrated Navigation
7.1 Inedial Mavigation |«  Inanial Sensoes
- Gyrosoopos
# lneial Measuremant Linits
« Inarial Mavigation
= bnurtinl-Frame Mavigabion Equations
Earth-Frame Mavigation Eguations
Lacal-Navigation-Frame Equations
Mavigalion egualion Precessson
= initiaization and Aligreman
- NS Emor
. Plaorm INS \
| »  Horiomial Plarne inefial 1
¢ Intagration GNSS and INS data using Kalman Fier
lummm
8.1 GNSS Mavigation

| = Time Relaiad Applicaiiors
Al »  Geooesy
Mevigation and [» LocationBased Senvices
Survedlance |+ Precision Agriculture
#  MaElLFAl FESOUFCAS. AN DA AL
| » Disasier warning and emegency response
LI
|* Maritime
| + Land iransporiation
Sourca: The Panel.
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Annex 23 ; Extract of the SATOOM syvllabus

1.4 Digital Signal
Processing

1.5 Modulation, -
MuBliplaxing and Multipla
' ‘ Access

Déscrate Tima Sigras and Systoms

Samplng of Cortinuous Tima Signals

Z-Transform

D¥screle Fourker Trarsform

Caamipistation of Discreta Fouriar Transfonm

Slnuctura for Discrete Tima Systama

Fizar Deseign Teshnlowes

Wimvalst Transfsrns

Sigoal Comprassion

EmpinaTD‘SP based subsysterns for Sabelite
Cormnmunicaiions

1. H-Eumnlr

J'mnlnn and Digtal Hndlﬂ:nn lnu Dexnodulaficon
- Technigus

ALY P PR M-PSKT HEH-‘ I-hrhﬂd'l
Transmission Impaments
Enumutndingd%ul.ﬁ.uﬁnmu
Channa! coding

Mutipleng De-mukiplexing

E]:l'ﬂd Specirum Techniques

I'I-Il-u‘lhlu ﬂ-mﬁTeanq.m:

Topics on socivlal applications based on Satellits

" Module-|

2.1 Earth Station .
Tachnology

| 2.7 Broadcasting using
Satcllite Commaunication

Sowrce: The Panel.
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 Sateime Communications Eorh Slation — An

Communications

- -

OB
! Tachnoiogy of Earth Staticn Sui-Syslems
Earth Stafion Design Considerationss  ~
Esrth Stadicn Stasdards
Checioout of Earth Stacion
Credalions & Malnlenence of Fhoed and
Trangporasle Earth Siaton
= Fabricstion Technigueas
Analog & Digital Brosdcasting Systems & Standacds
Salallite TV and Access Syslems
Intemet Protocol (IP] over Satelile
Selected Appications
Sateliite News Gatherng (SNG) for Radio s TV
Raclo Mehsork ng

-

Digital Audic Brosccasiing

TV Studic and its Opseaficne/ Outsloor Broadoastng
Van

Wineo Confenencing wa Satslite

Multmeda & IP TV

Vige: On-Deamand
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Annex 14 : Satellite Control Center location in Pvongvang

Source: Google Earth
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Annex 15 : NADA as the focal point on the registration of space ohjects

A A 4244dd343
4444132

et Wiies e hmcertie £t il g Hiime
T Dt 26 Pbrusry 301 3

The PFerrancnl Misilon of e Demossate Peasle's Resubbe of Kores (DFRK)
e |laped B | Ve eSS L 8 CoPE  merie e e Sereniy el of the
Lanel Malsms o, 1= soendasce wonl srtiche U of e Cosvtrtons on e Regearios
ol el Lol (b Oy Sipuiniet |Cniwvnral Asiirndbly remcdiiloon J257, alie |, N
S hosour 0 mformn bm et e DPFRK b evisblished w nafioral ragiiny of ohject
lischend iR culet ipach

Pursssnt te parsgeaph I ( ¢ ) of Geneal Assermibly resslation 527100, ewisled
“Hommendstions o1 ehancing e praciics  of Sistes snd  imbernsdionsl

interperreramaenial enganiaidns o rapaecing smor objeoti™, the Democratic People 'y
Rapuitdic of Kores abo wishes i s B Secrrury-Ueesenl of the Lrewsd Sabom of

far simbiinbreers of @ neiorsl focsl pai on the egegration of gmor ohjec The
atisesl facal ot o B reglaosien o et ohproie ik e MEtoeal deroapas
Dervedoprrers Adminbwrution (SADA | of dg K, The montsci doiaih s

Tatiemal Sermpie Developenon! Admesisratos (hobiTha ) of the DFRK

Fomall: pombs ek sinior g by

Foa: EDR0) 2RE1-4500

Adbdress Cemtrsl desricl, Prongrang, DPFR Kores

The Permarars Visslos o the Duereesth: Peogle's Bepublic of Kisoa ik

ftmel§ of thin opportanity o reew o e
s ararees o I Wghel coraldeTaid.

Secretnny-Latreen! of g | rensd SEnes
oo Liminnd Matborss DB for Chuter Space far

TH = A1) 82T Far B JIT] Csl 2 il
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In 2009, the Democratic People’'s Republic of Korea ranfied the 1967 Treaty on Prnciples
Governmng the Actnaties of States m the Exploration and Use of Ouwter Space. mchodmg the
Moon and other Celestial Bodies (" Ohuter Space Treaty™) and acceded to the 1975 Convention on
Begistration of Objects lannched mto Outer Space ("Registration Comvention™) (see figure
below), This notnficanon follows the regastranon of the Democratic People’'s Republic of Korea's
space object “Kwangmyongsong 3-27 launched mto Earth orbat on 12 December 2012 and
registered under the Convention on 24 Jannary 3013 (see STSG/SER/ES62), and considered as
a purely “techmical procedure” m a letter of the Secretary General of the Unated Mations to the

Annex 26 : The DPREK and the Registration Convention

Pressdent of the Securvty Council (see 5/2013/108).

Bigure. Document showmng the Registraton Convention entered nto force for the Democranc

People s Republic of Korea on 10 March 2009

16-00683
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Tha 1k derann wil afessd s 17 Rl sl 5000
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GO 1k

1= ek

-Ii-:l'il{-_-.:tﬂ—'-h—l-ﬂlﬁld"—_:.
rardfwanisg o mcaimea

]
10 Dol 200

Saurca; The Pansl

111/295



S/2016/157

Annex 27 : NADA bylaw
Dl =
National Aerospace Development Adininistration
Emal: | - L Fax: (O85023814585 Tel:
00850218111(8050) Address: Central District, Pyongyang. DPR Korea

Bylaw of the
MNational Aerospace Development Administration of the Democratic People’s Republic of
Kaorea

1. Mame and establishment
1) Official name of the space development leading organ of the DPRK 15 the Natonal
Aerospace Development Admsmstranon (MADA) of the DPRE.

2) NADA of the DPRE was established pursuant to the 7° session of the 12® Supreme
People's Assembly m Apnl 2013,

2. General Provisions
1) NADA of the DPRE s the governmental central leadng orgamranon that admsnisters all
the space exploration and activities of the DPRE for peaceful purposes of accelerating
economic construction and bettenng people’™s hiving by making a great advancement m
the space science and technology

2) MADA of the DPRK camies out its tasks for reahzation of the natonal space
development policy of the natonal space development pohey m conformity to the “Law
of the Democratic People’s Republic of Korea on the Space Exploration”, obserning the
constitution of the DPRE.

3) NADA of the DPEK has its own official seal and emblem.

3. Stactire
1) MADA of the DPEK belongs to the cabinet of the DPRE.

2) NADA of the DPRK has its sub-departments including Planmung Dep, Sciennfic Research
& Development diwective Dep, Manufacninng & Coordinanon directive Dep,
International Affairs Dep. Financial Dep, etc. ..

3) NADA of the DPEK has the followimg affiliated organs

- Space Science Academy
- Space Production Complex
- Satellite Control Center

4) The bead of MADA of the DPEK is the Admunisteator (Minister Level)

4, Prmary 1ask
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1)

NADA of the DPFREE draws the comprebensrie plans for space exploranon and space
actrvities, gets them approved by the Supreme People's Assembly throngh the Cabinet of
the DPRE, and provides umfisd gindance to thewr onplementation.

NADA of the DPRE monstors and controls evervibing concerned with space exploration
and space activines withan the pational boundary and establishes the necessary order,

3)

MADA of the DPRE guades the producnhon, assembly and launch of all space equeprment
and ther laumeh vehiclss

4)
3)
&)

7

MADA of the DPRE processes and dissemmmzates the data recerved from space equopanent,
NADA of the DPRE ensures the wsfery of space activities.
NADA of the DPRE suthenticates the space exploration technology

MADA of the DPRK actvates the cooperation and exchange with miternatonal space
organazations and other foreign space organizations.

3. Obligations and Rights

1)

u)

Oblganons

- MADA of the DPREK 15 obliged to bear the responsibilities for execunion of the
national space development policy to the state,
NADA of the DPRE is obliged 1o superise and contrel all the space activities
for successes achieved from them to be put into peaceful pusposes meluding
the state interest, econonuc development and the mmprovement of people’s
Inang as specified o the “Law of the Democratic People’s Repubhc of Korea
on the Space Exploration”.
MADA of the DPREK is obliged to confine the scope of s work within the
boundary of the space plans approved by the Supreme People’s Assembly and
te wiite a defailed report abouwt the mnplementanon of those plans to the
Cabmet every 6 months and to the Supreme People's Assembly every vear

Raghrs

- MNADA of the DFEE » suthonzed to grasp, control, and gude all the space
research mshinutes and producton enterpness m the coumbry for thewr activites
to be camed out n keepmg with the “Law of the DPRE on the Space
For the suecessful wmwplementation of the space plans approved by the
Supreme Peopls's Assembly, NADA of the DPRK 15 anthonized to orgamze
the necessary organs,

MADA of the DPRE 15 authonized to make an agreement with foreign GO
and NGOs as well as I0s, to review and approve the space-related agreements
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and contracts between govermment organizations of groups and other foreign
organizations, and to monitor their successful implementation.

6. Internanonal cooperation
1} MADA of the DPEE seeks for the active cooperation with space-related [0s and other

foreign orgamizanons for peaceful space exploranion and space activities upon principles
of equality, mutual bepefits and complements,

2y MADA of the DPRE respects the imternanional laws and orders i respect to space
explomation and space use.

3} MADA of the DPRK encourages the cooperation and exchange between domesthic space
orgamzatons of groups and foreign space orgamizatons or groups as well as [0s

4y MADA of the DPEK i willing to be an active member of space related I0s and to render
further contnibutions to mtematnonal cooperation.

Sewrea: The Panel
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STRICTLY CONFIDENTIAL"

Annex 18

*The annex hay ot besn repioduced in the present document because it i3 srictly confideatial
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Annex 19 : Shipping Documents of cargo

é‘) LEADER (H.K) INTERNATIONAL TRADING LIMITED

ARG ¢ ROOH TE79 HAN FURE TOWER. 173 DES
VOELT BOAD € HOMG MDEG

TH: S-S PACKING LIST

Fix: EI-ETaNE

Mediy Party
ICianskgrias

KORER HIMEYONG TRADING CORF.
MECHANICAL EYSTEMS
ALEESG ETREET-ROTIOING MO 14/B, DAMASCUDS, SYRIA

Shipped per ~ 1O ' ]
Sglng onoraboul  AUS. 25,2010 BA No
Paymant T _ Contract No
MARE & NLMBER DLECRIFTION Ty MW =W MIEASTREMENT
_ N h B
TOTAL: 48 CAIES 40, 00IEES 41, TRERGE 155,.4731CEM

SAY TOTAL IIGHTY EIGHT CASES OBLY,

Sowrce: The Panel
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B. Bill of lading
Shipper: Dandong

== g Yongxinghe Trading Co., Ld
T R Sim el TR ClLTE
. | DRAFT

BLL OF LaDING

Ll il e g R SR = s - ___.l
TG b ]
oL Py AT A Sl il 14
Ol o e
Tl & PRr - B0 enas i

ST S
SLE e 2y il Pl
& EE i TRE LT i feiad =0 T
= RGP L DT A

B, L Py sl -l e

LR M P |

Same phone) Tl numbes
963-11-5110117

sal a3 B

Source: The Panc

C. Information on Handasich and Syronics Irom EL Couneil Regulation MNo 3672012

v a u r i T I e ¥ il i L
o i i E
" ™

k L il

=) o0 Bas VR I ar s e oA o I
SETR—— sl Akl o i
I gawr - ! [ = e ™
i
. Bas Fi [
amim

Sowrce: Official Joumnal of the Euwropean Union
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Annex 30 : List of items found on the cargo

Iiems mumbeer &5 on packing st

Nabure of Wems as declared on packing Lk

WHER-14-1-2/% Blower Fan
WHKR-14-1-5% Blower Fan
WHEKR-16-22-1:2 Standing Fumace
WHER-12-13-22 Elecime comirol ark
WHKR-12-5-22 Electnc control ark
WHER-13-8-24 Electnic commol ark
WHER-13-8-44 Elestnc control ark
WHER-13-11-1/4 W apour drier

WHER-13-11-2/4

Electn control ark

[WHKR-13-11-4'd

Elecmmne conmol ark

WHER-14-1-1% Hardemang machine
WHER-14=1=36 r__hﬂm control ark
WHER-14-1-4'% | Hardenine machine
WHER-14-1-66 Electnc control ark
WHER-18-2.272 Cemtmifngal dewstenng machine
WHER-33-43-11 Glass cutter

[WHKR-34-10-2/5 Hydrogen refiner
WHKR-34.20.1/9 Hydrogen refiner
E!-II;R-M':‘-‘-!--‘B [Nitrogen gas r:'l.'l_ml.m
WHER-34-27-4'8 Nitrogen gas cylinders
WHEKR-34-27-T'8 FE pipe

WHKR-34=-27-88 FE pipe

WHER-34-31-1/2 Agoessies for vilbmmimon lest stamd
[WHKR-34-41-1'] Cnianz rube camer
WHEKR-34=T0=12 Samblast machine
|WHKR-5-162-111 Rectifier

WHEKR-5-26.17 Ball crasher

WHER-5-26-272 Ball crashes

WHEKR-5-27.1/2 [Grade Sifter

[WHEKR-5-27-272 Grade Sifter

WHER-5-39-1/] Anode actnre mal. Screen
WHER-5-41-1'1 Electiolyie screen
[WHKR- 17-23-13 Crask press
[WHKR-17-23-2/2 Crank press
WHER-17-51-1/1 Crank press
WHER-17=6-1/1 Crank press
WHER-21-2/30-12-33-30-1/1 Pamsmg film mopact tester
WHER-21-230k-]2-33-30-1/1 Sonnd [wessire gange
WHER-21-230-]12-33-30-1/1 Ilmnmometer

WHER-21-5-1/1

‘Il.l:'-m bending rester will QC 01

WHER-21=6=1/]

Elasnc nester withg OC-A02

WHER-21-8-1/1

Rubber sample machine

WHEHR-5-28-1/1

Crank piess
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HER-R-5-17] Shisk hibsp lewier
12=13-112 Dhriea
14 Heatmg famace
=14 Heatug famane
1-34 Voo diey
=12 Mlncer
13-14-373 Milnoer
HER-16-12-11 Elects comtiol] sk
fenlep
B mache:
Vacuun dewatenng macle
fibsii Tealen
rapshagy oy
ﬁ % m device
L
Pliasct
Suiprenng winher
Accessies fon beeh v meter
] Flails e el
|EI-I'I~'.I‘.-H-EH-! PE pups
WHER-B8- 104§ PE. pupe

Em-ﬂl

At essomes for bigh prery mimogen refine

N ibwaniom 5] sl

Mo face snmdes maclune

A eveonies o1 Moot griisng aschine

Dﬂumm

Lagpmse] nimopen vessel

Konmmseter | Hand bekd partiche coumler §

enitrifiigal coalimg s hine | vacinm drier )

Stamless paps

i |8 O T el |

Jsmmnlcss pags

Source: The Panel.
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Annex 3] : Example of advertisement of similar produacts for military application

A. Inchinable Precision Press

' . # Product Details
: "_ Prmary Compante Asverages = foprg-npng Pary

= Dusléy Approwsin

= Loy of Drge

a Epprires

= Dwmburgryheps. Dfsed

Soumee: hitpeorvror_globalsources comy'sa AS/ Ankun -Hunn /8008848 1 28990/ pdil High-Speed-Precisson-
Power-Presses-15-Ton-High-Performase e -Crankshafi-Panch-Precs 1071098543 hitm

B. Bump Test Machins

A P M O s RS Y vl il 5 il W -l M Bl B -

e bl 4wl e by e el e i b e o e
T e . T A A s ke vl e s

‘ meet the specifications of military, industrial, and individual test requirements.

Source: hittp:wowrw spectraldviamscs. com'mdex php products/ shakers shock -test-machmes

C. Ligqmd Nitrogen Dewar flask

“self-pressunzed liguid mtrogen tank produces pressure by evaporanon of hittle ligwd mirogen
50 that bguid nitrogen will exhaust itself and complement other contamers. It finds its apphication
i the transportation and storage of laguad medmamn (haguid netrogen. lgued oxygen and Luguid
argon) and cold sonrce of other refngeration equipments. It 15 now widely used in tool and die
mdustry, anzmal husbandry, medicien, senu-conductor, food, crvogeme chemacal sndusery,
aerospace, nulitary and other industnes and areas. (Dewar flask, dewars, dewar, etc)”

Source: hittp:wwrw tradekorea. comy/product detanl P439798 pressure-building- hausd-natrogen-tank himl
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Annex 32 : Documents on Dalian Union and Dandong Yongoinghe

[nvoce refermmng to Dahan Union as piirchases

COMMERCIAL INNGOICE

Bl Tz
PDATE: JUNE &, My
A L TR ) R0 P, s |
: TEL: ~S6-111-52857215 SHIPMENT: BY SEA
w35 To I
I i DALLAN

|
ETIE: JUNE Do, e

ETA: JUNE 23, Ja

Wi S

fITE0 & DESCRIFTION OF GORDS 1 Q1)

USIT FEICE (UsIn AR (S0
\ CHF DALIAN
| SET (RS T LS e, i e
T AL \l I % 2o L R

SAY TOFTAL US INHIAKES TWENMTY SEX THOWSE MY O

SHIPPING MARKS Bill Te B
Dalian Union Intemational Tradmg Co., Lid
: wddress abbreviated]

n: LAl wiang

source; The Panel
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Contract dared 26 March 2010 refernng 1o Dandong Yongxinghe as purchaser of the item found
i the contaner

B&ETEEH
£5 0T 20100326 T |
EREL 1M il . SHHM, 000% @ AX%E
kgt B i it (sEd | BErCTED
_ b= 2.6 B0 00
E _ fi 1.3 BHOO 5500
it (XB) . AR EARFEEGEE (KR) 1 4500
Saurce: The Panel 3
I Purchaser: Dandong Yongxinghe Trade Co., Lid

16-00683
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Annex 313 : sales record of foreign companies

COMMERCEAL INYOMCE

Rl T
{ |
AT e LR TR 1 28R 1004 3

Ship To:

DATE: JUME 18 304

Sl Ty I EEN) Q)

SHIFMEST. BY SEA
FROM: KEELLMNOLT A A%
Tk DRALLAN

FEMR S%: WAN HAL 235 % -NIT0
ETE JUNE 3, Hin

ETAz JUNE IE, 3an

b MW

DTEM & IBESCRIFTIS G8F 06 s

Oy UNIT iR o0 si

L CEE N e LT

BURAPING TESTER

SUALNE IN TAW AN

I IRALLAYN

i SFT IS8 Wi IS AW w0

rEER: TERETIHHRE
5

7 i o O o
W |

F0 L T2l  AENE | tRNE

£ %8 S |

zw A2E Exia]

TRl Fr] [

emi i Ebdty

AL £

=

o

|

FHe

Frase]

i

o158

praa]

]

l"\.l

KL

Euice]

Sowrce: The Panel
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Annex 34 : Financial transaction records referring to Sunny

Online-banking Transaction Snmmar

S 0mE (Date Accepred ) - 20000412

b W S PEES Y ( Reference Mo d: EPOSALIOTIIE

i RS (Stanes ) 28R (procesing)
I AR RdT (Ordening Costomer's Telephone Mo ): 0111-8255728
A % 93 Transaction Typed: 10 HAEART 3 8% (Remintance to bajks other than[JJJ
(A S (Debit From ) OSALI4IS303T4254
(e A EB B (Ordering Customer’s Maane 1
WO (IR IR NE R )

SUNNY (HONG KONG) INT'L DEVELOPMENT OO0, LIMITED

”Elh.ﬂ [Cwmency v % L(La0)

{80 N Amsount In Figures): TR0

" - " 3 g I O71 & '|-| & 1
AT ILER T e B (Inpermedinry Institutson Informatiy Dahan Umon s telephone number

B R ATIL AT SWIFT BIC { Intermediary Instination's Swift BICH

Sowrce: The Panel
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Annex 35 ¢ Information on the companies and individuals connected to the 2000
Shipment

The Panel has identified multple compames and individuals connected to the 2010 shapment.

These connectnons are visualized in the cham below.

FI-'-I-E"’ 4
b

“x

n...i
ﬁ—nlhmm—ﬂ—w— ‘ —J.ﬂ-.-
“I‘hﬂﬁ'dmmlﬁ L | = S TR ST "u (mimng |*—Hur’m
-\.H-l o
o v rewr addr —m
E :'_.-F- -

£ P TR F T
[ e domany 5 T I:l""h{;l]
—

v _‘,.:—" "
o i 0 ﬁ Shmrrraldes (7]

U roegRl Fleraihag Trepmeghe e B

Further detals of each compaiy and mdvadisal sre sumrmnarnzed below.

1. Dalian Union International Trading Co., Ld.
Address: Room 1608, Mo, 86 Clhangiang Seeet, Zhongshan Dhamet. Dalian, Chana,
Indrvadals evcalved:
- Mr. Ca Guang (shareholder)
Afr. Poo Chengyuan (or Park Seung Won) (Clunese: Fl- 38 (duwector and shareholder)

1. Dandong Yongxinghe Trading Co., Litd.
Address: Foom 1101 Jiadh Square, f:'.cumnc Development Zone, Dandong, Clana
Indroichuals mnealved:
- Nir. Pao Chengyuan (or Park Seung Won) (Chanese: 3% (deector and shareholder)
- M. Ma Gewen (Chinese: 553570 (shareholder)
- M Li Hong Ri (Clunese: 541 B | (shareholder)
- M. Chen De Bin (Chanese- [ /#58) (shareholder)

3. Damdong Union Trading Ca.. Lid
Address: Room 1106, No 64 Bpangzhong Street, Dandong Crty, Cluna
Indyviduals mvolved:

- N Ma Gewen (Chinese: 830 (darector and shareholder)

- M. Puso Chengyuan (or Park Seung Won) (Chanese: 3% (shareholder)
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4. Sunny (HONG KONG) Int'] Development Co. Lid.
Address: LM 873, Room B, 14F, WaH Hen Comanercial Centre, 383 Hennessy Road Wancha, Hong

Kong
Indinidual invalbved:

Mr. Li Hong Ru (Clunese: 3541 B ) (darector and sharehwolder)
Additional information about each individual

1. Mr. Cai Guang (Chinese: BE%)
»  Clanese idennficanon osumber: 220104197201 271530
Date of barth: 27 January 1972
Descrptaom:
= Leader's dwector and shareholder
= Dalian Umen's shareholder

1. Mr. H-n Chengvuan (Chinese: ¥R
Possible aliases: Mr. Park [or Pak] Seung [or Sung] Won
Chanese natsonal sdentificaton muember: 1200041596601 256358
Date of barth: 25 Jamaary 1966
Descriphion:
Dalian Umen's dwector and shaseholder
Dandong Yongxanghe s sharcholder
Longpn (Hong Koag) International Tradmg Co., Led, s darector
Dandong Umon Trading Co., Lid (in Chmese: £ 75 & 5% B W8 & 9)
(hereafter “Dandong Union ™) 's shareholder

i M \h Gewen {(Chinese: DT
Chaneie national idennficaton number: 2201021966080 333X
Date of barth: 4 August 1955
Desenption:

OO oo

= Hong Kong Max Moon Trading Co., Ltd."s director

4. M. uﬂnl:ri{cunmmm
Also kmvown as Lt Hong Ba
Clunese nanonal identification number: 2242619640705 113X
Date of barth: 5 July 1964
Descriptao:
o Dandong Yongxinghe's sharcholder
o Sunay's director
= Dandong Yongtong Tradng Co., Ltd."s durector
o Xmbua Internatsonal Company Linated s director and shareholder

126/295 16-00683
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STRICLY CONFIDENTIAL*

Annex 36

*The anmex has not been reproduced m the presenl docament becanie 1t 18 stnctly confidential
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STRICTLY CONFIDENTIALS

Annex 37

*The annex has not been reproduwced 1o the present document becmase i 15 stnictly confidential
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STRICTLY CONFIDENTIAL®

Annex 38

*The annex has sot been reproduced in the present docusnent becanse it i victly coafidenmal
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STRICTLY CONFIDENTIAL*

*The anmex has not been reproduced in the preseat documsent becanse it 55 sinctly confideanal
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STRICTLY CONFIDENTIAL

Annex 40

*The annex has not been reproduced in the present docunsent becawse i o vincily confidential
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STRICTLY CONFIDENTIAL®

Annex 41

*The anmex bas not been reproduced in the present document because it 15 strctly comfidential
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STRICTLY CONFIDEMSTIAL®
Annex 42

*The annex hat not been lrp'n-d.nl:-rd m ﬂ:rpn-u-nl document because ol 1 Ltll:ll"_-' confidential
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STRICTLY CONFIDENTIAL"

Annex 43

*The annex has not been reproduced m the present document becawse if 18 strictly confidennal
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STRICTLY CONFIDENTIAL™

*The anmex has not been reproduced i the present documeent becanse it 15 smictly confidental
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Annex 45 : Rungrado General Trading Corporation

Name; Korea Bungrado General Trading Corporation

Alternate name(s): Rungrado Trading Corporation, Korea Rungrado Jonsong Trading Company
Address: Pothonggang Distnct, Pvongvang, DPR Korea

Telephone: 850-2-18111-3818022

Fax: 850-2-3814507

Email address: gd@co chesincom

Extract of Foreign Trade of the DPRE (lssue number 3, 2006):

136/295 16-00683
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Annex 46 : Paju and Baengnevong-do Island UAVs flight path

Paju UAV flight path

%,

Baengneyong Do Island UAV flight path

sorEbic Peaople 5

Staat and roburm polnd
37 B6IAM, 175 9473E

Baengneyong do

Island

i = Flammed flight path
Recorded flight path
%  Crash site

Sorrce: The Panel
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Annex 47 : Morrowind website advertising the UV10

AN (Lo TN BT T
B R, i
LR A L8 L]
B T A B £ T
Et LS AR LR

WHEAELTETHARAGRENL (A ELL AR RETRAT S AR NS A BT =Tl -
EGELRRMARRSE. TiFERRENEISTIaN HREETE L o A

e [ T

WL NGO TR VR AT SRR BENE. AR RO
MR L. e AT,

FEARIENSETEEY S BEC LA S RENES .

B W ESTO el B sl (T NSy e, TLAmie- SR aHAiass
N RAREE “aE" AR LR,

L LR el RILE S atd BN

TN ARE BRI AR Y. o BRER ST TR TR e
. A TRrERSE.

s s oo e T e Je

Souwrce; www Shbangpa.com
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STRICTLY CONFIDENTIALS

*The amnex has mot been reproduced in the present document becasse it o strcily confidential
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Annex 49 : Microfly website

Homepage of Microfly's website
T e b AAN G B2 F S
i AT | AR
MicrOFLY M010-67892400

. FER LEs L AT RS

Ly i} R AL LT e
EFHFE L FRASEESE CF TVEE LR TSR R Lrm il s Fe  iFfiEF LT ENE TR ] F Lo 1
(Rl o R L il SaFeiE Al Bl s LR R Rty 1D EEUERET £

i L el e = T Emed

T ek

- - 1.._-...-'.!

Page of Microfly’s website featunng the UV10

R e FIEEE LI REASERET
? EREE Al
MICROFLY M 010-57892400
Bz L2 U e ks ] T [ TEH
-
[ |

.

Source: hitp-/Fararw mucrofly com cn.
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Annex 50 : Engine manufacturer invoice to Maikaifed

Invoice / Faktura 201300054
B ey — FLyFURH]
Fed m e fmn FLE T
ok T L]
oo ¢ (Dol i
MAIKAIFE] Enginearing & Technslogy
{Heng#org) Co.. Lid
Foom 817, Ging Fun Bulding,
Cihirgg rig Estabs. Sheiearg Shui
FEB0TT New Temiones, Hongkong
Chira

e paerie o B R vovernd by B oo deleer Fal st olamreien Oy e abel Tese okt e
of Soinn Pogpahls pamderar bl nsgen CF
A

L e Ry P bt LU Far g
o o - N . o g P T * e ey
GG IR 1] B oM o b
O ST FEr ET T T (1] i B
RO D i EOT o (1] 544 [
Progslier 58 Ll LHE o i 120
B W BTG I N LU T Y L THER
B4 W ADTD M Ll ] . s b - o
el En i (1] T (1] A4
Ervitig e WO - g pg e [T NN T [T ] X o
[ WA LF. ] am L 2
N T 1 i amiE e L o
e e — 2 L -
i Gl H i, LT [T B T
Ml B LR - S R - [P S e— ] [T 14
" £ ] (1] el S MO URD

e A e STMMm uUsD

Vi ow mr rvs uaa Fr-0 T

L Paga / Graca 1o/ g !

rmar s e
Source: The Panel.
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Annex 51 : Hong Kong company registration result for Maikaifer and correspondence
from the Hong hong Housing Authorty

RO
Laiiis

[ bt e Scarch [Logom ]

Symem Clock: 11 SEP 30 5 [ Séc X3 GAT +(si)

SE0

Empmrﬂln:gmth.

Abenrion:
Pursyant oy socion, WO p of s Clompanices Ovdissce (Chapier 622, Lswsof Hong Kengh, sepraraon of a companyy nen

hwhich B denticil ko @ pams on the b of old comguey tumcs of peme_bst_sootson 1000 Me LpdE will 5007 ke approsod exoopt
hwith the consent of the Regisrar of Compamies. To complete the srch on compaay mame. paoase oo Jheck ihe mesdsd mame

spumid e hsl
Your Serch LEFT PARTIAL match with A K AIRE] ENCINEERING & TEOHSOLOGY (HOMGEKONGH T, LTT

facinch Langunge: Erglish
PR AATCHENG RECORD FOLND FOR THE SEARCH EBRFORMATION INPUT

Sowrce: The Hong Kong company registration records database available from
http:ens.er gov hk'cse.
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# SAFREEAN
Hong Kong Housing Authority
A - HE-VDITROTH 1887 EiCm A " 2677000
LT Fas
W | S AC L0201 VFEDC ] 16 SRS - D877 Az
Yoar Ral Tel
FINS :
[iwie 4 Janw T015
Br Hugh Grilfios,

Coordmtor of 1he Pae| of Baperts estahlibed,
mmmt_uumumaﬂa
Linged Mabnrs Securly Cousci,

Merw York KY 10007
iemail: hryeaiueongl

haar r. Griffale

Peaaiskos of Infermobon
win MARKATFET Eaglwcoring & Terhsokgy jHangBosg) Cs., Lid.

| Fefer bo your Bwcsimdbe datod 227 Muy, 2005 reqeesting previsien el infomstion
regarding e sddess of “Room 517, Oing Kus Balding. Chisg Ho Estase, Shesng, Shia, Now
Feevisones, Hong ong, China'. Since tere is no sech “Qing Rin Buldng’, | egeet 1o inferm
i Ehan the sloresid address B Aok o aliE sddmes n Ching Ho Estate,

S

A ELMG Clielassmg
Ditrict Tenancy Masageocal Cilics (MHon] b

LILES TR LE LT S Housing Dapnstmenr Marth Dt Tonmnoy Marsgerres Dfes §)
FEEETL R TR . 107, B, T Tom b, Tes Py Tadiis. Sheueg B4 W T

Sowurcer The Panel.
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Anmex 52 ; Aliases used by Mr, E Chengwen

Informatnon obtamned by the Panel shows that Mr. E Chengwen has vsed aliases when dealing

with foreign compames.

The document m figure 1 proves that an mdnadeal named “Mr. Chengwen Able” brokered the
deal of 10 sutopilots MP2O2E for RedCluna Geosystems. The enwail address used by dus
mdividual for this commumcation 15 albert awcam@vabhoo com oy The document m figure 2
shows that the same email address was used by Mr. E Chenpwen from Maiknaife: According to
mformation obtamed by the Panel Mr E Chengwen also wsed the followaing aliases:

“Chengwen”, "Cheng Wen™, “E Cheng Wen™, "Able E”, "Able Chengwen™ and “Able Cheng
Wen".

Eigure 1- “Chengwen Able” using the email address albers aycam@vaboo com o

% Emai asked If he has heard anyhiing fram his client
ZIEE T35

LT AT IH bl Do bew B Pk il ol i il

A e e e e

v L ke ation

IEEN b TEET DL R G T TR N e A TR
Ot Cl  REPSTIVY Trd BN
1w,
T g =
oy ol PLERSE HEY EW
i

rips T e pied el pnadiehd Pviw b Boird Tl oopr Gl
B Paen e s o B Pl T

W e v e IOk wsened B w0l fa e - conded w0

A e Eaited e Al WHEDL S NP

Sowrce: The Panel.
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Eigure J: E Chengwen using the email address alberi auwcam@ vahoo.com.co

Chongesn Able et wrosmTyshog com Cnj
ROTD MFS

Here 1s my company information
Company Name

MAIKAIFEI Engineering & Technology (HongKong) Co,. Lud
Address

Room 517, Qing Run Building, Chung Ho Estate, Sheung
Shui,

New Terntories, Hongkong, China

Phone: +86 0150-1008-2330

ZipCode 999077

When shipping me the engines please use the follow recipients
who 1s a secretary see after receive products

Recipients Fu Hong

Recipients Phone Number: 00852 67022125

Best Regards'
E Chengwen
Chiet Engineer

Source: The Panel.
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Annex 53 : Micrafly registration

M-rruuncmk EMEATCRRE indmaRE MNEMERRE FRibLAS A1

11010 0RO 3690311

R JY 7]
L 1 F A n mE A L]
t L L T E I:ﬂ' 5 e F Chengwen: board member
LR 1 ———
W Fea L e (R ] LE
r e L L] g -
" LEY Le
Nue Qiang: Head of board o oy
member (legal represent ative|
Ry s L LE L
AR R
E L LT
A

Source: avalable from hitp.//qyxy bare pov en'beryng
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Annex 34 ; Import agency authorization agreement between the consignes and Micrally

Import agency authoriration agresment

A amaivl Pt 301 FHE DTS
it [Party A | gt [Party ): |
Bl | & Tel L.
Addeess: First level, Mo. LT, Shaangyeng 5.,
iR radog. Binjng

Pt el LO0L TS
Tlepeonae: I3F100LEIIED
| P

Hank mnformatoen

A et Folding Bask:
AL ooeant naime:

Moot numbar:

[Parniol impreseion of Bejing Madkalfel Engineeriag & Technodogy Lo, [id. company se]
For detaih of prodect nemes and valuations, see Bie Foregn-Trade Contract signed betwesn

Party B amal |Contract mamber: 201 IHEL1 106P T, renatter
st iwviabed a5 “the Contract’)
I, Deaties. gl s g bt e s Engine manufacturer

A Party A:

1. Omiigations 1o Party B voluntaridy asiumed by Party & under e Confrac) include
bait wre nat Bmiled ta the lolbvedng Party A ausumes repasibility far proviling
Party B with dgned and verified inventorie [in bilegual Chinese and [ngliak beat]
ol ooy contrecied oo impori; guasrsniess complisnce with the Customs Law ol
Vhat Peaple’s Aepuddlic &1 Chinug and delevant ratonal liws, and abio guatanise
thal the produc nemes, greantflies and prioes of Bhe goods. actuslly imported
P Lo [appearing on| the Contract ai well o i (B declared ivvnices and
jpacking Enli, aod asiemei Fell rriponibilty in e of Yallure 1o dowa,

. W orpeded, |Parmy & $hall] prowide Parcy B asd reeeant GoeErmment ofgans
(i ldifg B%é i Custasmi and S1ale onfans. Fic] with thi feid iy
product descriptions gad bechnical ex planations of goods imported, and accepl
final Custams ihentification [of wme].

3. Party A maumin responsibilty for paying conirect paymiets amd L (first
Caltialived socoerding 10 that day's eschange rate, with redand for oserpaymen or
vupplemental payment for deficiency in The sctual paymen) inta Party 'y
scppunk, within bwa dayi poiar 16 aulgoing payment by Parly B snd alis
el lusiwe by Ter hasdling Bamk feh. Consigesd servior Charges 1.5 pr oent of che
contract payment. with RS ¥1000 to be sssessed for amounts belew AR
V1000 5o bee paid [y Farty B before Party B wenles the sooount with Party & IF
pay e R made o Biee, [Padty A] assurmesd Bl redpaerlisl ity for all labdies
arddl loyses wetained by Party B as s result; Party B resaing ownervhip rights o
Vhat o [Ewahard| and may sha Lake control ol 1kem

A, Hirpen-shipment & mequired after Party A tabe delieery of the poods, ity
Tkl 5 T TR e [in That regard], and may sho skanes Party B ta
dance Parly & asaumes revporaiility for sssocsted shippng-imsarance cost and
sene fees Party A i 8 ho] responaible Por inkern ations! sheppdng Indarance
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o thie event of a Fareign claim, Party & meaf peowioe Party B with the clame
{02 PH S che e i aribing and Thee com m odily nspecton cemilate
welBen L Clibn o watranty perod specided by the Conlact, Parthermoe
il G 1 an agieevent wlh Paiy Bon g O gaysent piogramime and
assanae fespond b bty Tor the assocanied cests, or be decmed te hase ab an doned
s righrl o e ol

Aher Party B has condlided and iigred the Contract, Party & Sismes

rewgon Pty for pecas@y ke resuing from amendmen o or cancellation
of e Comiracy by Pamy A

Farty A psumis redgonsibil @y for all codls infurtid By reason of delayned
dpciaranion, delyed i pEyMEnT, oF mafe ROUUNE 00 15 A,

Parry A pond ales and jigr slier-sales seraes agriements on 25 own. Pary B
ARETE A0 P g ATy Bor AR ET-Laked ST,

Party A & responsible for confinming prostect specificstion, sasmination ol
goodi aad domenic thippeg. If 5 ki party fase. sny clijiction 18 & peodun,
Farty A & solely responbie

10, Party B s gutharised by Party A 82 act ay impord agent onifs Beha® Party & iy

sl ey Peigangitibe for dedling with all comflicry wit® Shind paried ariling as a
reualt of sctiom by Party &, or by reson ol the goodh themaskeed; Party B i
enlinedy pspmpt from any Rkl Ry,

[P fanl imperssion of Beigng Modzifel Engineering & Brobeology Co., (id. compaony seal]
B Pariy

Folowing concluson and sgring of the Agreement, Parmy B assumes

respon siblity for concleding and signing import Toregn - trades COMracts with
Eoreign marties, o mell i Poregn payments, within T soope sathorined by Party
"

of Padmy B PEUEsTS Changes mThe conoem of the Compract dunng the perad of
waldity of the Contracl, Party B shall make writflon reprosentafesnd Lo fensign
parties. based on the writien changes in the Contract provided by Party &,
rrgn ubilily fer any Fees aising Trom such sepetisfses mudd be avumed by
Farty A If Party & requeits termenaton of the Contrest, Farty & must skioss
resgun ety for all coseguent peousary iy, incelng peruany clamm
made by loreigs mencRanti ariing from nen-perionmance of the Conlre,
PFasty B ihal asist Party & in handing Cusfeer clearince for pecdi imgerted.
Falowing e comgieton ol lommgn-payment and cintors -declicten
precedures, Fasty B ihall iusmit e chrarmg (i 12 Parly 3, and shall deaw oo the
wnlur-sdded tax imvmice

The clearng st shousd include agency fees and ofher costs necessilated by The
s, comemicd ity inspection fees, s hipping coaty [including international and
domestic Yhipping costs), along with sl tases grising in conmeciion with
pariorrance of Bha Contract.

When foreign clsems gee presented [within the e opmpe nsation or warmanty
penadsy), they thall be sandied & aoop rdance with bhe Clam -compenaton
demara in wrrling and the commadity inspaction certificate provided by Party &
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W, Dl
L

Pty :

[aasoiatind] b o e this fespendibiioy of Pary A
I Fguiif. &0 Fegquired Jli the goods Fave Disin e pedted, Party B shal

d o e § repairs in cooperation with Party &; [associated) fees
are 1h esponubsbey of Party &

agreed matten-

mmwmmnmnmmwh
Bl Parbe, eack Party iball refaln @ copy, which shall B conudened & inlegral
part of tha Agreemaent [ach fransaction sutormaScally Takes e¥ect upan the
nigning of 8w imporbed-goody manilevt by Partes & and B and the receigt by
Farty B of pre-paymen for goods by Farfy A, snd ssriomatical iy concludes upon
rECEEt by Party &0l goods and the value-sdded Las invoie.

Folowng the sipring of 1hes Agresment, both Parties shall Compiete snd Exeiule
all pperations [stipulated in] the Agreement in sccerdasce with the prosesions of
the Agreement. Arry conlflic! ariseg in the course of execation of this Agreement
ikl b aEllied by Ui Iiets Partis 1he oug® reguliaben; il agresmienl cannot s
fiichad through fgolistian, sither party iy apphy 10 1he Eoamrmit Comrae
Aritrwtion Board of the Beying Minicipsl Adminssireton Buresy for Indatry
and Commance lor arbiiration, of bring it in Beljing court,

Fpora mgjeune e e event of pach feros o une evenis recognaed by Parter
A& aindd B % wear, T, Food, cyclone or sarthguaies, Che Pamy encountbering fovoe
majeire shall promptly motity bhe oiher Party, and proyide the conesponding
evidenir. Liposs recripl of [iuch] notfication, the Pamies shal sctively dsouid
iyl 18 i i o Db luantasn. I tha Pty encounberisg fonoe majeune iy
wnabiy o ulfil & chiigationg wader] the Conbract, i shal st b heid lable fr
Breach of contract

i efher party wivkes to bermingie this Agraement, i§ myni oBbisin the pricr
apreent of e ol Party, | agiei=enl has not been rescsd thr ough
i oorel tation, the Parly terminating This Apresment shail mme

s gmibnlieg Tor sl pa ey benges entaied lor the arher Pamy.

Mitteri nol coviiid wn der i Agraemen! dhall Be msolend in scesrdants with
the Provraonal Regulations on e Foreign Trade Sgency Spilem, plomulgaled on
2% Bugrnt 1991 by Ehe Miniviry of Fersign [conomic Relations and Trade,

The present Agreement is made in duplicate. with 3 copy 1o be relased by each
gty and each copy having rguivalend e gal walidily

Bariprigg Mellai vl Enrereing & Pasy B:
Technology Co., L.
|frifing Mk Fngimerang L
Tevhnolegy Co, Lid compony seal]

Approsentalive: Nae Olang
Date: 4 Sepiember 2013
Place: Beijing Place: Beijng

Sowurce: The Panel.
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Annpex 55 : Pavment confirmation associated to the sale of the engine
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Annex 56 ;: Autopilot manufacturer invoice to RedChina Geosyvstems
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Sowrce: The Panel.
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Annex 57 : End-use statement provided by RedChina Geosystems
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Annex 58 : Extract of Microfly correspondence to the Panel
Microfly email ro the Panel of 20 November 201 5

Sir,

[...]

M. E Chengwen 15 a staff member of our company, who uses Able as lus English name when
corresponding electromically wiath foreign enterprises (including Microplot Co )

Owing to the differences between Chinese and Western gven names, foreign enterprises may
have addressed him as Able E, Able Chengwen or Able Cheng Wen when contacting him; out of
courtesy, Mr. E Chengwen did not try to cormect thas.

[--]

When RedChina Geosvstems was planmng to purchase flight controllers, our company
recomunended Micropilot Co. to them, and helped them to contact Macropalot Co, Thereafter,
owr company and Mr. E Chengwen had no fusther dealings [with RedChina Geosystems],
includimg but o lunned to sigming end-user statements, making payments for goods, or taking
delivery of consignmienis.

[--]

In our previous letter to vou, we noted our suspacion that someons was manufactunng knockoff
UV10 drones; we have subsequently s2en. via the news media, negative stones of [the existence
of] drones closely resembling the UV10 m appearance outside of Chuna, For the foregomg
reasons, therefore, we have decided 1o halt the producnon and sale of UV10 drones, and have
accordingly removed all related material from our websate.

[--]
UV10 drones have not been sold to costomers with nuhitary backgrounds.

To protect our customers” privacy, please pardon our inability directly to provade vou with the
names and contact informancon of customers 1o whom we have sold UV10 drones since June
2009, We are, nonetheless, willing to cooperate actively with vou 1 your work. We therefore
mdvise vou to coniact the relevant departmental authontes in our couniry s Government; our
company will be very happy to provide those authonnes with the information vou seek, based on
the relevant Chinese laws and in accordance with the requarements of the relevant departmental
muthonties of the Chanese Government.

Al present, we can [only] provade you wath the informanon that RedChma Geosyvsrems was
[mdeed] one of the purchasers of UV 10 droses,

Maturally, the reason we mention RedChina Geosystems here 15 only because it was already
mentionsd i vour letter to us; thes represents no determination of cojechure on OUr part.

Beying Makaife: Engineening and Technology Co., Lid

MicrofTy email o the Panel of 08 January 2016

Hello,
We behieve the following information may be helpfil to yvou,
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When RedChana Geosystems purchased UV10 wmanned aenal vehucles [drones] from us, they
made a special request that the drone fhight controllers should be supphied by them.

In the light of that request, when we produced UV 10 drones pasd for by RedChina Geosystems,
we installed the MP2028g flight-controller circuit boards supplied to us by RedChina
Geosystems m all those drones.

We did not record the senal numbers of those controllers,

Beying Microfly Engineenng Technology Co., Lid.

Officaal translanon from the Umted Natons

Souirce: The Panel
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Annex 539 : Trancomm website advertising the SKY -09P
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STRICTLY COMFIDEMSTIALS
Annex 60

*The annex has mot been reproduced m the present document becanse st 15 stricthy confideatal,
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Annex 6] : Case summary, doecumentalion on HK Conie and X3r. Wang

In February 2013, the United Kingdom informed the Panel about an af=mpe by SIOCTALIC
People’s Republic of Korsa to procure “sanctionsd goods™ from its manufacturer. The UK stated
that the goods mncluded pumaninzed optical equapment which could be used m UAVs,

The Panel undertook a visit o the Umnted Kingdom. The manufacturer noted that its mam chients
for these pamicular items were major world nulitanes and defence manufacturers. According 1o
the company s miormaton and through its mvestganon o the charactensncs of the iems, the
Panel assessed that they are mamnly uwsed in malitary applications.

According to the United Emnpgdom customs. the company which amempted to procure the
equipment did so through mtermedianes based on the manland and registered 1n Hong Kong
before onward shipment to the Democratic People’s Republic of Korea.'' The report described
the company as “a nulitary logistics company specialising n the procurement of parts for
unmanned aerial and undersea vehacles ™

Dewen Wang was listed as the Darector of HE Come Technology, onpnally registersd o the
British Virgin Islands before registermg m Hong Kong in 2014, In comespondence relating to the
procurement attempt, Mr, Wang stared that has company had an "BRED office” m China, (see
figures 1,23 4)

Correspondence records and the expont Lcence appheanon showed that the person who
attemnpied to procure the goods was Fachard Wang (Dewen Wang in Chinese). The Panel
identified HK Conie's trade relanonship with a company called Korean Pioneer Technology
Company Lid, which reportedly used the alhas Korea 21 Trading Company (anmex 30, 31).

Documentation shows that HE Conde invited representatives of Korean Pioneer to China shortly
after submassion of the export licence. Thas further demonstrates the hinkage between HK Come
and Pioneer. HE Conse also mamtamed an account in a Pyongyang bank wiach a made a large
wansfer order i Unated States dollars o a Demwocratic People’s Republic of Korea national
(anmex 517

In response o the Panel s mquiry, an wmsigned letter was sent from the HE Come emal address
on 2 January 2016, The author demied mvolvement in any attempt to procure muhtary grade
sensors, but acknowledged that he had a business relationshap with (Korea) 21 company (anmex
51). The Panel concludes this was an attempted procurement of nulitary grade poods for use m a
UAV program by mdividuals acting on behalf of the Democrane People's Republic of Korea for
their UAY program and 15 contimung its mvestigaton,

. The optical equapment procured by Member Stabes for wse i technologically advanced UAVS for nubitary
plopeases
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bBigurel: Natnonal Identuty Card of Dewen Wang / Rachard Wang

Source: The Panel

Figure 2: Email from Richard Wang on behalf of HK Come 1o UK Mamufacturer

From: RICHARD WANG [maiitocgonieB8840126.com |
Sent: 10 February 2014 09:59

.
Dear Mr

Subject: INQUIRY
Mice to have a new contact with u
Here send u my inquiry for ule

Would u pls send me quotation and detail datasheet?
Thanks and best regards
Wang, HK CONIE technology Co.,Lid

Source: The Panel
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Figure 3: Email from Richard Wang to UK manufacturer regarding HK Come

pear v [

Mice 0 gel news from u,

My company name s HK COMIE TECHNOLOGY CO. LTD cumently have no websile and RED
office located in shenyang,Liaomg China

My company i IT development and marketing company many years invoived in developing
industry automation products inchuding day and night plant field survesliance and accident

preventing

We have many cusiomers and once we complete newlifrstem the furmer market is
rathar §ood j

Recently we have come to know that [l 2 big revolution for dayinight survelliance with
lower cosl than IR theraml imaging and also u are professional maker of

I hope u can surpport i good touch further lor em cod products and clogaly co operate each

And can u let me Imnw-hf::-' surveliance of Sientic?
Wihat information do u need for future promobon T

Lookoing forward yr early reply
Thanks.

wannn o2 S

Hello Richard,

| hear you have been calling the office for me.
| have been traveling and have inconsistent aceess to the intemet, 40 | apologies far the delay,

Canyou ghee me some feedback on your company, Web address st
Also who and where is this end user, and what are their appication.

These items are exporl controlled and we will need to make an export lcence application, its best to
oo i s worth the effort before we get 1o involved,

Export Noondn takes Approx. b weeks to get once we file all the details.

Source: The Panel.
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Figure 4: Hong Kong Company registry records of Mr. Dewen Wang s companies
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Annex 62 ;: UK Export Licence End User Undertaking (EUT) and Annex

EUL FORM
SECTION | - PARTIES
i) Nama of UK Licansss ] Licerses's Rebsrence '
= .
e " . I
M COMIC TECHNOLOGY COLTD H
| SIHATREET Of KPeGE-S AVENUE
I SANTANG CITY LACNSG CHINA

T () End-User's Address

Imh the End user the srmad forces o [h) Specific locstion whers goods will e

iMadral serudiey forces of the uned of basad (il basean ) sad if diffedeat
:-“'. L L L]
| Piasss DELETE o ggplatsn I,
Tal [ ba
{RAME WITH THE ABCHE CLARIFIED

w0

BECTION 1 - GOOOE

1] Cramntivy of ) Dacription of the Giaods
i, o cora skl et irucl e i Of BTa spples e Aepscind bo
lasty
S4NELE STAGE | v
CTY FOR LI THER MANY YEARS A ORI 10 THE
GRS TOIE =5 DEMAND

. L {
| you Peed 10 use continuation sheets, aach must cary the licenses’s refarence, and
must b signed snd deted by the vame perscn who signa this Tom )

. P by ST g 4 o e o W agew® Lan o il © oygepmateies B
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| Please sat out the specific purposes. for which the goods sre to be yaed by the snd-
h-w-n'_

SECTION ] - END-USE OF THE GOODE

wser [mchuding, § apolicatis. whes e goods are being

(5 15 wfe; BadF
AND USED FOR |

SECTION & - END-USER UNDERTAKING * (1o be completed Iry the persan or body named in 1(s)
ard (7))

W - P paree o beally rarrad @l Ta) @t UT) - escbily Pl e e B aneduser of e poce
described n Sechon 2, whch ane o be suppied by Fa Boemes nared in 1al We luiher oy that we
anall se e goods for B pupoass descole] i Secion 3 Pasl the gosads wll nol B ks lor sy
P e Wl Chesracil . (beodogeCal OF muckEa weainm, O il Capualie of delveneg such
wacs . Tial Py will 557 B re-aperieed oF Olvtwite okl on Trarwierred 8 1 8 bnown o sspeciad
That Ty are rbeied or lssly (0 be e for Rach pUpoREs T T Gooas well Nof D8 re-pE0ned o
oFacars re-tod o Feafered o s desbrabon sutyed lo UN FU or OSCF emaspo whens that s
wouid be in Eeeach of P e of Thal erntaige ™ e thal e goods, o any rephca of P, will rol be

ﬂn“nﬁ e salegasrdend nucles el oytls |
Sign Here

i C AR CHRSE T O AR TR T AR e e e e S O ey
Snpioarcs deedra e o' o P T

[] ErCurie Tt O AR deegd T S e CPOTOY AL A B Sl I ey
crewal ol e i Banre e DA e ple e W P e o sl oF S0 O 0
i L sk e Bt b e il W e ] e ey
P gl ity o Pl il b R O (T RO W el ATl el e P
By ey pte prERelre ma mheos e B clgER o B opoepr RE A pele g arts o e e maresl
prohere by o el ¢ ooEvechor wel mey Py sl proehoci Bl som 08w iy Gk Ol o non el

Ty il oy fon g i W Vi s oy ¢ e mPul g il P

Sowrce: The Panel.
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Annex 63 : Extracts of Panel correspondence with Mr. Wang HK Conie

United Nations ‘Naliuns Unies

mEaBoveETEAN = RiBO@ Ml TORE, NY bRl
WHL | &f Bl Sdl iS00 = PEN. =) B} 865 BN

Unitam Wariows Snewairy Covecin Powme o=
FUuBdUARNT 8 ABdBLUTian TATA §

EFIATE AEFANLIBEDE
008

wEriREscE SR 4003015 PEDC 00

FHOE BEFRER= W

22 Ocwber 2015

Deear My Wang,

I am writing o you with regagd o effors of the Papel of Experis established vy
Tnited Nahions Secursty Council revolition 1874 (2009) adophed under Chaprer VT of
ihe UN Charter, to gather, eamine and malyse mformaton reganding the
WﬂHMWumnﬁww'lm
of Kovea (DPRR) by Secunty Councd resolutions 1118 [J006) 1874 (2009 2087 (3013)
and H04 (M1, o particulsr iscsdenis of non-consphance.

The Panel wehes io follow up on ifs comespondence of | Ociober 2015 (refevence
namber S/AC 4001 SPEOC 458 wee amnex 1) The Panel noted vour comsments
relabing 1o 2 falafied end usey statement subnnited by vour company 2 part of an export
lacence apphcation pertamng to 3 B vsed 1 Unmanned Aenal Velncles (UAVS)
(see amex 1) and sought clanficatbion conormmg vour business relabonshups with DPEE
naticnals and mdirviduals The Pamel requested 3 reply within rwo weeks of the date of
this beter, bt has vet 60 receive a nesponse. The Panel kmndly remeranes its request for ts
mformanon 35 5 mrends 1o milize s efrmanen fof o5 upconnag Fmal Report and for
s records.

In addstion o ow previess  nquines, the Panel has gathered additiomal
information and peguests your assstnce in obtining the folloaing mformation

+ The nanws, dates of bimh and passport mumbers of all DPRE nationals
working for the Korean Plonesr Technolegy Company that HE Conde
Techaclegy has engaged mith

# The aames, dates of binb, passpor msmbers and contsct detaly of all
midrvdials working for or on behalf of the Korea 31 Trading ©ompany
for whom HE Conze Techaclogy has procured and supphed goods to.

M. Dewen Wang

HE Conse Techmalogy Co Lid
Emazl Conse88277 126 com
Fao: <80 2425483266
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To: Panel of Experta sstablished pursuant to Security Council Resolution
1874 (2009)
Attn: Mr. Hugh Griffiths, Coordinator

Date: 2015-5-8

Dear Mr.Hugh Griffths.
Horwy are yow?
It is really a great honor to have an opportunity of meiling with you, the important
coordinator of UN security council. and think it thankful that you have sent me a
letter of kindly reguesting some explanations and co operation,
Just today, | have got the chance to see your letter and reply.

sorry for my late reply and for the fact that | disturbed and made u doubtful
thought it is unimentional or not.
| have received and read a letter from the Panel and were much knocked on
reading that | tried to cubmit the LIK icense for purchasing the product with
military application.
And also feel pity that because of my unsatisfactory documentation brought some
confusions and doubts.
Frankly speaking it was the first time for me to fill in that kind of EUL docurment
and still I have no clear idea of such documentation.

| anly followed the seller’s requirement for further promotion of the business.
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A that time, maybe beginning of last year ,as a lucrative business project ,| was

planning to develop a nesw miodel nr-.uhir.h can be widely used for

day and night time security surveillance because | found that the market of
sel:urin-vaﬁ still very big and the demand of the customers is
growing by the time goes by,

The most important point was to develop high specs of the product with the

lowest budget.

While consulting which kind ﬂ_suitable and how can we develop

the product at the lowest cost, one of my partner engineers who mainly deals

automation products recommended me to use Indhvidual camera module, lens

and rotating stand and compose the product .not whole  set n1- in

order to save budget. His advice was reasonable.

For many days | searched several kinds n- from several makers for
outdoor surveillance and among them there was also LI-FC'- series which
looked rather reliable for outdoor use and support many kinds of signal output.

But there was no mentioning of military use and said only it is for scientific and
survelllance.

And since then | began to contact with the several makers, sent and received the
lists of prices and questions.
But to my faillure the price from UK company was very expensive than what we
expected and the method of use was also complicated.

Other specifications such as resolutions was also lower when comparing with the

recently introduced _-hi:h are available on normal
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Chinews slactronic market,

The budget of using this module together with separately purtha-ilng-

After recelving the final quotations from different makers u- | made
a decision not to use that expensive one.
| really forgot all of this thing since =o long time has past.

When | recetved the form of EUL from the maker | really and only tried vo fill in
actual contents, but it was really first time for me to make such kind of document
and that is why .| think, it could not satisfy the requirement of relative organ.

OF course when | prepare the document | used a blg company’s name and detalls
which was on thelr website thinking that small compamy can not be the end user,

and it was really incorrect It was really my fault and | deeply apologies m-

and you. | was only seeking my favor and commercial interest.

But after | compared the price with other normal ::hup!_ and
received the mail from the seller that my documentation did not passed, | just
gave up and did not contact the seller anymore,
| felt the price was expensive and the purchasing course was rather complicated
When considering it is only 1Megapixel resolution of -.1 sensor module,
| could not understand why this product is so expensive and why should the
customer pass such documentation.

And how could | think this 5ma- can be used for military purpose by
the countries under UN sanctions?

At the time of the first contact ,if the seller taught me such conception | surely

16-00683



S/2016/157

16-00683

would not have tried to recelve the price and prepare document.
I only thought using big company’s name can easily prevail the seller and easily
can receive price and promote the business course.

All were only rmy faults and there was no other bad attempt or purpoese and u
know actual selling and buying were not executed.

I would be grateful if u read this letter with deep understanding and hope you
hawve clear and full image of all the ciroumstances at that time,

I really do not wish harm the others and disturb you any more because of my
mistake and what | now can guarantee is that really there was not sudh serious
and bad atbempt as you supposed.

And at the same time | assure you and the panel that from now on | will be
careful not to make you doubtful, confused and violate the resolution of the
srcurity rouncil while daing my business. This time is really a good experienos b
me.

Hope your good health and the success of your responsible business.
Agaln beg your deep understanding to this small businessman. Thanks.

Yours sincerely.  Wang.
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Annex 64 : Reply

Desr gir

| send u this letter in response toyr letterwhich reguested me to mention the following points on which your
doubt is focused.

- Vo falsified documentalion relaling to Lhe purdhase of UK manulaciured stiategic goods,
narmiehy sed in sophisticated militarny LAV

in the first letter of the beginning of Sepk, | have already explained in detail about the purpose and the
course of my falsification of end user state ment and expreszed my apologizing mind.

it was only for &]]-_;;l,p-hr:h can be conveniently used for second development of

at for procurement of military use product as u doubt

- You attempted to procure th:l.l-ll.'lt-nn behali of a DPFRK military logistics technology
company that specialises in the acquisition of components for UAY and unmanned undersea vehiches.

Mo didn't attempt to buy IR military use on e half of any 3™ party
I really don’t know what kind of I misitary use . Your cormment is literally an exaggeration

Mo one asked me to sugply such product and, a4 u ingsist when considering that I ilitary
one what sbout the ather ich is widely svailable in normal Chiness electronic
markete? Are they sll for military wse?

| mgain assure w that my inguiry has no relation with military conception and no one pushad e to do it

Wiy 8o not u believe my words and where is the evidence that 0P RK company or individusl asked re
(] mnnh-_ peeordingly attempted to get it? How can u define that the fact is 5o,

And U 8 388 mn-ndule wai not sctuslly procured by me o othersrelated snd for nesrly two
yeErs sinee then | carmpletely orpot sbaut it

Of course | respectyour sensitive gginicn bt really it has no relstion with what u are worrying about.

Would u pls kindly tell me which is military one gr_not. so that | can note in my future buginesses?
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Your company MK Conke employs or s represented by DPRE nationalk or individuals who sct on
e hadf of your company.

I hawe never employed individuals from DUP.RE and only had some normal businesses with them for
about teo years and there were not so rmany contracts and transactions of big velume of amount .

And clearly spesking. | know entities from D P.AE sometimes used the name of COMIE when they ask
the price and terms of the praducts in contact with aur Chinese suppliers,

1 think it is natural psychology for foreign traders in China to get direct prices for their masimum interest
becsuse normally the foreigners are guoted higher than native_

And only using my company name when rralling or calling under my allowance Can not be regarded
cammercial rudeness.

«Wour company HE Conie has & bank sccount in Ehe DPRI.

U know many Chinese companies have their bank pocounts in 0.7 R.E because direct remittance is
impassible.

For convenient reception of the payment from DR RE companies| had ever opened account in
DPRE buttwo or three years ago that bank was closed and also my account was sutomatically

deleted And since the tme | hpd no big business with them ot the moment | have no scoount in DR ALK,

s Your company HE Conie has st ablished trade and business relationships with DPRE entities named
Korean Pioneer Technology Company and Korea 21 Trading Company.

As | mentioned in the last mail | don’t deny thet in the past | had some business relstionship with 21
compan and not sure whether the name was changed to Ploneer or Ploneer is an_pther company's

name. And | also gave u the names of two entities from that company and the items of the products |
did with thern

U know many Chinese companies are making busingss with many DUP.RK companies. fior commercial
purpose through normal opened route under the Inspection of the customs office.

by relationship_ with them was only normal trading for normal products such as construction materials,
computer sccessaries electronic products and other civil commodities and there was no violation
against my country's lBw o UM resolutiond. invaice, packing lists and payment records, a2 | told u before
because since then over five years has past, are not keptin my hand at the moment.
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For rany years | heve no business contact with them and will not in future.

| am gure_thaet company is normal money making one which is selling popular commadities in their
homeland market. not specialized one for obtaining rdlitary components. Though somebody asked me
to provide such products how can | do it and survive till now with the history of crimes? And how can
such dangerous poods pass the inspection of owr customs office?

And concerning with your words going that you will publish me relstionship with D.P 8K company |
would like to ask u if | had built an illegal trade relationship or sruggled with them before or viclated

our law snd UM resslutions? Upon violation against owr lew, if there was, | will_take full responsibility as
one of the citizens of PRC. Could u please trll me what is wrong with me while doing business with them?

D ar sir.

Unless there is a chear evidence of attermpt or sctual delivery for military purpose by D.P RLK company
or related Chinese company | kindly recommend u to give deep consideration to this case .

| think if u conclude my company and those two D.P ALK companies and individuals sttempted to
procure the productfor military purpose it is really unreasonable and their normal reputation will
polluted bythe “truth”™ of mo clear evidence.

What is clear is that everyone hss s rights to be fairly commented as much as what he actually did,

| really wish you to give fair and scientific solution to this case with high responsibility on be_half of
diwine UN which represents the interests and the rights of all the states snd individuals of the world
¥owr correct and fair conclusion will highly be sppreciated,

if sy other guestions please cortact me, and any of your requests will cooperatively be replied.
Best regards.
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Annex 65 ;: Green Pine invitation letter

- GREEN PINE ASSOCIATION
LETTER OF INVITATION

| h@ne O™ A@echy SO0
To: Govermment Garage Cenler

Al Col Woldy G/ Yesus

Dear si: —

We are delighted o lssue an official invitation o your delegation
headed by Mr, Tzahaye Mokoncn Zerom.

Ve are planning o receive your delegation for 1-week period daring
April 2010, We hope that your visit would be of great importance in
stariing substantial <o-0peration between wo sides.

All of your visa will be prepared at Pyongyang Alrport.

wWe will send necessary information for arranging your Aight
schedule.

Sincerely Yours,

Ri Hak Chal &/ 4%~

Presdent /GDA

ADD; RAERAMG MO § REKRARSG DISTHRECT B G yin s KO
TEL: GOBSO2-1E111-BRLY E-PAAIL2 PACE SILIRAME CORA
Pax: GCOBS02-3E14583 PB. MO I465

Sonrce: The Panel.
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Annex 66 ;: “Green Pine Association™ as an alias of Green Pine Associated Corporation

Green Pine Associaton’s name i Korean scnpt provided m the letter (fgure 13,
“H+HUTHANAL 15 the same as and idennical to that of the Korean script used for Green Pine
Associated Corporatnon. In addinon. Green Pimne Associaton’s logo "GPA” 15 used by Green
Pine Associated Corporation. Close up of the company’s stamp provided m the letter:

L] LI -
o o Tl ] e,

GREEN PINE ASSOCIATED CORP.
Source: The Panel

mm’pt of Pine Associted Corporation provided in the 1718 Sanctions List (in

KFPe.010 GREEN PINE ASSOCIATED CORFORATION

ARA CHONGSONG UNITED TRADING COMPANY: CHONGSONG YONHAP:
CH'O'NGSONG YO'NHAP. CHOSUN CHAWO'N KAEBAL TUJA HOESA: JINDALLAE:
KUMHAERYDOMNG COMPANY LTD: NATURAL RESDURCES DEVELOPMENT AND
INVESTMENT CORPORATION: SAEINGPIL COMPANY

KOEEAN:

ks TSRS 84, EAY, 2AGA AL )4},
A FEAFH BAAER AL DLW
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Annex 67 : Panel Letter to Eritrea (extracis)

United Nations Nations Unies

pilaDi akTiae s seilc mEW ViR mY aemi
FEL [ =i fu3 sed 1883 = PAND 50 214 sai iwi

UmiTED NATIOMS BECURITY COURNGIL PANEL OF E F ESTARLIEHED
e |

EPEAT
FURBUANT TO NEBOLUTIGN 187 Taan)

errmpees BAAC I SPEAC AT

TULR BAFERENALE

T December 15

Excellency,

1 am writing 1o you with egard to efforts of te Fanel of Experis established by
Lambedd Masthons Sevuity Coumil posdstinn 1874 (20090 adopsod wmder Chagics Y 1 of
the Chamer of ihe United Manoss, o gather. examine and analys imfiormation e ganding
the svplemeatation of e meavmes wpoied o relsbon 1o e Democabe People's
Republic of Koma (DPRK) by Security Comncil resolutions [T1E (3006, 1874 (3004,
2087 (200135 aedl 204 ( MYDT), im particular ncidents of non-compliance,

The Panel wishes to follew up on bis pevious consslation with the Entrean
Mision o the United Nabions in New York concerming it investigation of the sreporied
s isbon by the DPRE of milissry support w0 Erea (For case of relemencs, see annenes
1-3 which include the previous comespondence ). The Fanel is grateful for the cooperation
received from your (evemnment In lighi of the additional imformation obiained by the
Pasgl, wo wish o mk for furdor swistnoe from yosr Gevemmosd in ohinining
informatson a8 sammariced below.

Im its previous cormespondence, the Pamel noled the follvwing reports relaied o
the DFEK s possible vialatbons of the aesoliions 17 18 02006) and | 574 (2009

A May 2001 inspection by an Est African Member State of cango conlalaing
machine toods which may have originaied foom the DFRK repotedly destmed
for wn Erirean Milaary-relsied eatiey, the Eriirean Department of
Covernnsenisl Garages [ EDGG ™) and

#  The M0 proviasn of “nnbtary smd echeacal aappen”™ o Eriees by a DPRK
eniity, ihe Groen Pine Associaied Corporation (areen Pine ™), which vas
designaied by the 1713 Sanctions Commaties on 2 May 2012 = the DPEKs
prmary armm deaber and man exponer of ams and related malerszl, melsling
mulslary boai (soc aunca 41

Hii Excellency
M Crirmaa Asmerom Teslay

Faa: (212) 857-3138
Email: peneral @eritrea-unmizsionong
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Im ihis regand, the Pamel obtained sddivionsd information comocming  thess
alkegations and comfinmed that it is comsisiont with the afoecmentioned nformation

Aconding 1o the information, Mr, Hak Choll Ki ikorean: 2] B8 e Grocn
Pime s Presidenl. sent an official invikation letier daied 19 March 2000 o Colomel W obdu
G Yesms, EDC0D 'S choef (so0 anncx 5 for a copy of this letier obtained by the Pancl). In
ihiis letier, M. Ri officially invied an EINGE s delegniuon to Prongyang. stating: “We are
planming ro receive your delegarion for Joweek peviod during Apenil 200 i We hope thar
your visit would be of grear inportance in starting swhstennial co-operation berween neo
ihiden.”

The Panel obtamned further nformation o corroborate the alforomentiomed loticr.
whach i= summareed bolow:

o The EDGG s debegation visied Pyongyang, DPEK. from 108 17 April 2000
ithe delegation included the Eritnean mationals Mr. Abraba Che bresilassie,
Nir. Aman Mohammednur, Mr. Russom Mshare, and Mr. Russoem Ghebrul;
and

+ A& DPREK natsonal samed Mr. Kwang Rine Kim (Koscan: 2 2 8 ) (daie of
bih 11 July 197E) has bewn posted in Fritea singe April 2000 ac a
sepesentative of Green Pine (also known s Sasing Pl Company).

The Pamel nobes that in June 3009, the Security Comncll prohibited smy ransier
from the DPEK of all arms and related matericl. & well 15 wchnical tralmng, sdviee,
mlrhnut-uum meclmed to the provision, manufaciuee, mainicnanos of use of such
arms or maicriel.” The Secanity Council resolutions neqaine Member States i ensure that
all malmnary cooperation with the [NPRE complies fully with the measures imposed by the
pesolutions. ~ Therefore, the Panel wishes o confirm the s surrousding GG s
business dealimgs with Green Pine.

Im its elfoms 8o obiaiy credible and venliable infomation, he Panel would be
grake Ful foer the Follow ang:

#  Indformation on the conperation hetween Graen Pine and EDGG, mcluding

o Time pored as to when the o entiies siated cooperation, and
confimation as to whether (he cosporatsen was tormisaicd sinee Say
2002 whemGreen Pine was desigmated by the 1718 Commine;

7 Frplanation s oo owhat sctivities have bven sndedaken betwoen the
twn esitis sinee thoy starod business cooperation (e, whelher
Giroem P supplied spase pans Ffor maliary boats or selaied iechadcal
S0Py oS of (FalRang

' Faragraph % of resebation 1E74 (2009)
¢ [msplwerratioon Assistanse Motiss No. 5. paragraph 11
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Annex 68 : Erttrea Letter to Panel

132 16 04RSP ;212 13 SE4T f v

by 4 Al gl At Aagd

T e

+PL "LTY 1L hLté
Al BB MEE T1F 12 PR

Porowasmat Ml les o The Suaie of Eriirea
T the Ualied Matisms, Mew Yerk

The Penmanest Mizton of Eritrea 1o the United Matione presests its complimense
to the Pezel of Experts crtshlabed pursunnt to United Matbos Securisy Couacil
resoiaton 1874 (2005) and has the honor to refer to the bettar of the Liter with reference
SAC 201 SPE/QC.E 19 dated T December 2015.

Inthis comnection, the Permanent Mission would liks & inform the Panel te
Expert that Entrea is 201 engaging with persong end'or eatities in viclution to the UN
Security Councl] resolution 1718 (2006) and 1874 (200%) and designations of el

The Penuancot Mission of Eritrea 1o the Unlwed Nations seizes this oppormonisy to
renew o the Panel of Experts established marseart 1o United Nations Security Couneil
resoiaton 1874 200%ube wssurances of its highest consideration

Panel of Sxperts emablished
pursnant to United Nagoss
Security Councl resaletion 1574 (2009
Hew York, BY 10617

B0% Second Avenae 156 Floor New Yok, WY 10017 « Tal : 212) 6573790 « Fax : (2115 (73138
e-ma] - pareral@ooibrea=mrdssion. or:

Source: The Pansl
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STRICLY CONFIDENTIAL-
Anmnex 69

*The annex has not been reproduced in the present document becanse it 15 strictly confidential
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Anpex 70 : Munitions Factory of Namibia and Mansudae's construcition projects

A Excerpts from Mamubia's reply to the Panel

REQUEST FOR ADIMTIONAL INFORMATION AND OFFER  TO
PFROVIDE CLARIFICATION OR AND TECHNICAL SUPPIRT IN THE
IMPLEMENTATHIN OF THE SECURITY COUNCIL RESULUTIINS
D71 (M), DT (20r9), 2087 (200.3) AMD 2094 (200 3), RELATING TO THE

DEMOCRATIC PEOPLE'S REPUBLIC OF KOREA (DFRK)

L

Major Public Construction Frojocts underinken by MOP in Namibia
FIOP wens involved in e construcion of the following Slate  projecis:

a) Siasie House;

b} Hesoes Acre,

¢) Independerce Mussa an
) Miliwry Academy.

RO k5 Furiher sub-conimcied by August 26 Holding. o 100%% govemment
owned company o construct the new Hesdguariers of the Ministry of
[xefemee. The estimetion lor the construction of the Hendgisrters was about
BEA0D million amd the projed was expected to be completed in 20017/18
FFinaneuil Year.

Copies ol (Meial Contragts Submitted by MOP to Govermment
Auiburiiiew Al mimicies indugling Teiileis

The deterilodd fipforumatian i being sowroed fron sipieledilpes,

Respaonse to the reporied Muonilions Factory under consiruction in
Leopard Valley

The progect stinted in 2002 angd was completed in 2008, August 26 Holdings
s (e e contiacl and sub-contracted the MOP Company 10 constnacl
the Gwewory. The Ammuniticn Factory in lerms o corporle govemsnce s
subsidiory of Augusl 26 Holdings sdeich is s 100% govemiment owned. The
imatn purpose of te Anununilion Feclory is o produce Small Amos
Amrasnitions ol 762 s ealiber for e Delence Foree use and ke general
markets The Factory is locoted in Khomas Region, Windboek. The Ministry
o Dwlence bos no knowledge of U linknge betveeen MO Company wlich
whs g controgied L constros] tse Aommumilion Factory to BOOMID.

Mg official adoivsses pind coifact delsils o Animuaiion Faroary:

Mdilimand Pytroteehnics Industries (PFTY) LTD
1m0 s Rl

Wimal sl

Sonrce | The Panel.
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B. Excerpts of Mansudae's company broucher advertisang its construction capabihity of
nulitary related facilihes and acthvanies at the Leopard Valley

M. O. P
A Architectural & Technical Services (NAMIBLA)

Bk Wi - iy S el | RBATHP .
LL__Jd Fan ) e wFiE¥a  Sriiol B AL AR LA, R

I‘l_: l:'l.u.l';b.'r: (Wil ITIRTI

E-mail: nokcpEiway.

MAMNAGING DIRECTOR: M. Kim Torg-Chol
AUDITORS: Grund Mamibia

FANKERS: First Matismal Fank

INSURERS: Old bdwtwal

SFECTRUM OF WiORK

Archiloctwrnl and Enginccring Diesigns
Camatmistian
Do linion

I Special Btnectsre (Lindergrounad Facilities and bnkers) I

M.O.P

Architectural & Technical Services (MNAMIBIA)

L= Tl o T3 ITI98F Womadl o Ml DiF®ise s
[T W (180G FTIETA PdvE = irecd Y AT WEHE

MAJOR HIGH PROFILE PROJECTS
Mew State House  (Office of President) 2005

Luiperds Valley Research Centre (Ministry of Defense) 2010

Extension of Leopards Valley Phase TT (Ministry of Defense) 2010
New Independence Memorial Muscum (Ministry of Works and Transport) 2011

Sowrca: The Panel.
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Annex 71 : Satellite Imagery showing construction activities at Leopard Valley Base

Satellite imagery of November 2000

Source. Google Earth.
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Annex 72 : Ammmunition trade recorded in UN Comtrade database

The Panel has examuned accredited mtemmanonal organazations” databases to wdentify all
possible reported “arms and related matenel” ransactons to and from the DPER. These
databases maniam transscton recosds based on reporting by Member States, through the
Harmomzed System (H5) code. Although the prohabared items do not have the exact
corresponding identifiers in the HS code, the Panel whlized chapier 93 of the HS, “Arms and
ammnanstion, parts and accessones thereof 7, and 8710 “tanks and other armored fightmg
vehacles”, to wdentify possable arms and related matenie]l transfer (see the below table). To
ensure the accuracy of transacnon recosds, the Panel cross-checked the databases.

The Panel also noted the defimtion of “small arms and hght weapons™ adopted by International
Small Arms Contrel Standasds (ISACS) provaded by the UN Coordinanng Achon on Small
Arms (CASA) in June 2015, Baved on this defomtion, the Panel examined quuuim of HS
code $301, 9302, 9303 and 9306, which are consistent with the definition.” The Panel also
confirmed with the WD that all parts. of chapter 93, from 9301 to 9307 cover wmall arms and

hight weapons

HS Deescnption

Code

9301 Mihiary weapons, other than revolvers, pusiols and the arms of heading 93 .07

0301.10  Astllery weapons (for example, guns, howizers and modtars)

0301 20 Rocket lanchers; flame-throwens; grenade lannchers; rorpedo tubes and samalar
projectons

2302 Revelvers and pastols, other than those of heading 93 03 or 93.04

9303 Other firearms and simalar devices whach operate by the finng of an explosive
charge (for example, sportimg shotguns and nfles, murzrle-loading firearms, Very
pistols and other devices designed to project only sagnal flares, pastols and
revolvers for finng blank amnonitson, captmve-bolt hiunans killers, hne-throwmg

930310 guns).

9303320  Muzzle-loading fircarms

030330  Other sporing. hunting o target-shooting shotguns, incleding combmation
shotgun-rfles
Other sporting. unvhng or farget-shootmg nfles

¥ Accordmg to definibon adopled by International Small Arms Coatrol Standards (ISACS) provaded by UN
Coordinating Actem on Small Amas (CASA) 18 June 2015, small am s any man-portable bethal weapen
designed for mdividnal use that expels or lamches, 15 designed to expel or launch, or may be peadilly converted
i expel or laanch a shot, ballet or propscule by the achion of an explesive. Tt includes, imber alia, revolvers and
self-loadmg pistels, nfles and carbimes, swb-machme guns, assault rifles and Lght machine gums, a5 well as
thiew paits, compednenrs and amemston, bar exehodes anisque small wms and tew replicas. And, light weapoa
v any man-portable lethal weapon desgned for use by two o three persans senang as a crew [although some
may be camed and used by a sngle person) that expels or laumches, 15 designed fo expel or launch, or may be
readily converted to expel or lamnch a shot, tallet or progectile by the action of an explosive, which inchsdes,
mier alia, heavy machme gums, hand-held wnder-barre]l and moumed grenade lnmcbers, portable ann-arcrafh
g, portable ant-tmk guss, recodlless mfles, porable lamehers of anb- tank mosale md reckel syslems,
partable lnmehers of amb-ureraft mussle systems, and monars of a cabiber of less than 100 malli-metres, as
well 2 thexr pasts, components and ammmimston,
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D304 Dther arms (for exampls, spring, am or gas gums and pistols, tuncheons), excluding
those of headmg 93 .07,

9305 Parts and accessones of arhicles of headings 93.01 to 93.04,

9306  Bombs, grenades, torpedoes, nunes. missiles and simalar mumtions of war and parts
thereof, cartridges and other ammumtion and projectiles and parts thersof,
including shot and carmdge wads.

9307 Swords, cutlasses, bayvonets, lances and simualar arms and parts thersof and
scabbards and sheaths therefor.

B710 Tanks and other armored fighting velucle, motonsed. and parts of such velucles.

Through sts mvestigative work, the Panel identified ransacton records of stems that may be
considered to fall within the category of “arms and related materiel” between Member States and
the Democrane People's Republic of Korea. The summary of 1ts findimgs are as follows:

Country Year Hs Export/Import Amount (175 §)
Code
Antigua and 2009 2303 Import 519
Barbuda
Bahrain 2011 E710 Import 517
Chale 2011 2304 Import 156
2000 2306 Export 54.754
2010 D306 Export 38,675
China 2012 9304 Export 13429
2306 Export 20717
2014 D306 Export 30,000
2009 G306 Import 3.381.264
Colombaa 2010 14,040
2011 22 400
Egypt 2009 2303 Import 217
Fij 2011 2301 Import 37,570
Indsia 2012 2305 Expon 303,706
Mew Caledoma 2010 2304 Import 4624
9303 106
Paraguay 2013 2306 Import 273,781
Catar 2011 9303 Import 47,000
Sandh Aralaa 2007 £710 Import 323,155
2008 D306 Export 407 997
2012 2302 21,787
switzerland 9303 44 632
D304 40,950
9305 76,642
Thailand 2008 306 Import 13.630
2009 117,207
Zimbabwe 2011 2303 Expon G600
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The Panel decuded to conduct s investigation mto the repentive transactions valued at USD
$1000 or more."” The Panel’s investigation mamly focused on substantial “arms and related
matenel” transactions with the Democratic People’s Republic of Korea since 2006, when
resolution 1718 (2006) was adopted by Secunty Council.

The Panel noted that it had previously conducted mvestigatons mio two of these cases. Tt sent
out cight addinonal letters to Member States. Thres Member States mcluding Fau, Paraguay,
Qatar replisd that clencal or pnnting emors were made by their respective reparting agencies,
and provided supportimg documents mcloding contracts or customs declarations. They claimed
that part of the arms transactions with the Republic of Korea had erronsously been attmbuted to
the Democratc People’s Republhe of Korea, The Panel confirmed that wems hsted m the
supporting documents were i lime with the items mustakenly reported to have been acquired
from the country, although all the pamiculars of the reported ems could not be venhed
independently.

Two Member Stares, meludmg China, confumed that they exported the items of the HS code 93
category to the Democratic People”s Republic of Korea, but stated that those items were only for
civiban purposes, such as competinons and bunting. One Member State alwo viewed that
sportng and ar guns and pastols did mot fall meo the category of small anms and hght weapons.
Thaland, Sauds Arabia and New Caledosna have pot rephed to the Panel’s wquaries as yet
Thailand explamsed m its reply 1o the Panel that the relevant govermment agencies weie reguesied
to supply further detmled informanon, but these processes may require long amounts of tune and
urvolve personnsl who may bave since besn reassagned. The Panel 15 wanng for repliss from
States concemed mchsding Thanland.

”Sm;]:m;:-:ﬁnm vaheed at bess than §1000 were consistently found to be antigoee small arms o their
replicas for souvemr, which ase excheded from the defimbon of small arms and light weapons
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Annex 73 : Uganda Letter to Panel

FERMANENT MIESION OF THE REPUBLIC OF UVCANDA TO THE UNITED NATIONS

s ANDA HOLSE
3ki LAST 4% STREET
WEWYOEE %V Y
BT B O AT, Tk 113 34 BUAE
TR RETFRRTE AR Far PIT)RET-ES
FOLE RIFERERTE -l Ll el N
December 4, X113
Thee Coondingor
Fanel of Experts pursusnd 1
Security Coumcil Resodution | 874 [2009)
HEWYEK

UGEANDA - DPRE COOPERATION IN POLICE AND MILITARY TRAINMNING

Reference in made i your lemer red. SPAC 49000 SPRADC TR0 dated 170 Kovember, 200 5 requcsiing
fir infrrmation wganding cooperation hetween the DPFRE aned 1 ganas in Police and Mililary miming,
toaL aldso refier o previous communlcation on the same subdec: and request for a respoase within one
moeth, ithat's 1o sy, befose December 10, 200 5

In your betiers dated 31 Manch 2015, 29% May 2015, 24" July 2015, 30® Seplember 2015 and 107
mmliuummmmg:-mmmwﬂmﬂm-m
violgtion of pasagmph % of mschmion 18742000 which prohibite the [FRK from exporting
techaical tainkng, advice, services of mssistancs related o the provision, mamdfhctare, malateaance
i of @l e oo rcbaled mmerial.

In additior. wou alse reise the following issues:

i Whether the training a2 Ksbalye, Rutiaka aad Wastebs weaz gl angaiag?

&) What te the type of tmining and sdvisary erdces that have been given or are being piven by
thess inelividuals?

i) mnhm;mmmﬁmmumwmmmamﬁ

Upanda’s mespomse o the issees mised is as follovs:-

[} Uganda's understinding of the overarching objective of the amclions impised ypoa B
DFRE s nen-prolilaation of puckar weapons and olber weipons of mess destruction as
oudined in paagaph 3 in paricular sections (a), (b). (c) and (&) of Securiy Coumcll
resalution 1718 {H06).

1) Pollowiig the mipoalilon of fenber sncilons on the DPRK o its resslution 1874 (200%) tha
% . Becurity Council cacalated panctiom in mselution 1718 (2006}, peragraph (¥} mentionsd
% .~_

%
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¥

4]

5)

6)

)

above w Inclede =.. .5l srms and related material ag well as o finencial tansactions,
technical irining, advise, services o assistance relsted to the provision, manufaciuce of use of
such arms or malerial™, as oullined in paragraph () of resolatson 1874 (2009),

Uganda's understanding of the resolution when read wogether with paragmph 8 (b) of
residistioon 1718 (2006}, is that the prokilsited training and provision of techaical advice is only
limyited 4o arms and equipment procared from the DPRE. Therefore, Uganda reilerates the
earlier position that in promioting mutual ecoperation with DFRE, no arms or equipmenl have
been punchased by or supplicd to the Ugsnds Police Force by DFEE.

Whther the tminings were still going on 8 the sxid tmining centers. Indeed, the training s
ongodng ai Warieho, as in Butisba. The following trinings have been or are heing comducted:

i} Martial s isining:

ii) Marine rescue raining;

it} Paramedical ing;

iv) Constrecthon englneering; and

v} Security snd tochnical trainings for Ugands Police Special Fercs, Criminal Investigations
and Iniclligence Depariment (T, and Fonensics.

I is also emphasized that the raining weapons and malenals ane property of the training
penters nol supplicd by DPRE

The trairing courses were designed in sccordance with a jolmtly prepared training plan and
syllabus.

The information requested for bullet (i) of the Pancl's letier of Seplember 30, 2015 that is to
gy, “the names of these DFRE individuals™ is attached in Annex [,

Imvestigations regarding a DPRK national, ane Ryong Kang, reportedly linked to a designated
entity, and who is alleged o have tavelled o and from Uganda, are still being carried oul
When the investigations are concluded, the requested information will be avalboed.

Uganda’s understanding is therefore that the cooperalion agreement for training of the polics,
and occasionally exiendad to the militery, does not violsse Security Council resolutions on
DPRE.

Liganda remaina open & engaging with the Panel of Experts and the Security Council Commities on
[HRE in case of any areas requlring further clarification.

__ér‘.- o Mo

Mduhauss (D )

PERMANENT REFRESENTATIVE
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Security Instructors for Field Force Unit (19)

\.

[ | Fasition
1 Pang Yong Bin | Head of Security Team
2 | JonYongCham | Shooting Instructor
[ 3 | Fian Yong Ho hh_rﬁumlmé
4 Jang Kyong 11 Operation Tactics
5 | KengYongMin | Anti-Terror Expert
6 | PakChonBok | Shooling Instrucior
7 | OewveagOhl | Ouesstion Tustin
[ 8 | KimSangPhil | Shooting Instrucior
9 | KimKwangSong Martial Art
TR T T remr—
11 | Kang Yong Chol Martial Art
12 | KimSokChol | Anti-TemorExpen
13 | Choe Won Hyok Martial Art
T_mml{“ﬂ Anti-Terror Expen
15 | JongTomgll | Ami-TerrorExpest
16 | KangChol Song Martial At~ |
17 | Kim Kwang Chol Shooting |
1% Kang Ho Shooting |
19 | Choe Myong Chol | Shooting
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- Instructors for Police Marine 4)
M Mame Unit
1 RI KWANG SU Mavigation
2 JANG CHOL | Martial Ar/Shooting
3 | Jong UnGuk Diving
¢ | Witk | Swimmingimemrer
Instructors for Folice Training School($)
M Mamse Lmatt
1 RO EWAMNG CHOL Mﬂ';:h] A:rt
2 Kim M}H.!HH.H-TI Martial An
| Jo Kwang Song Martial Art
--l___Pdn{J'lnn.E I Shooting
3 -._H.IM IIAK?H:DL Shooting

e — —

Instructors for Forcasic lovesbigation(5)

Marme i TPosition ]

Pak Sung IL 1 Forensic |

| P

' PIN MYONG CHOL | Ferensic

 :

3 Choe Kwang Jin, | Investigation Tactics
4

5

long Yong Rim Investigation Tactics

Arveatiomtion Tacti

_'E‘Im.rtluﬁi.t

16-00683



S/2016/157

16-00683

= Consiroction Team{H)

» Nuzs ey
1 | PakEwanlL Architeet
2 RiKiWon |  Copemter |
i 1 -ﬁ;l:rnl‘]l. Flaster .
4 Pak Kil Mam .SI.HITFiHH
5 Ri Sang Gi Welder
6 | PklaHyok |  Cwpemer |
7 Jang In Chol Plaster
£ | KimTeeSm Plaster |
Tatkwondo Instruciors(Z)
| 2 | Name Position
| Kim S In "T;‘I:ﬂnﬁ] |;II:I'I.I.‘H.I'
2 Pok Bongfiu | Thekwondo Instructor |
Paramedics Team(2)
M Mame Posilion
| | RiKiSug | Pammedical Doctor
'S " T R S ——

Sonrce; Permanent Mission of Uganda to the Unsted Natons.
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Annex 74 : Viet Nam's People’s Police Academy website reparting the training

Lo g . F

I-.-lr o Bt By S, il p eSS g e TR LD e @R e e 83 Bk b el e e it =N [-4 9

P n HEp

] W T T e o L i Ferm B ey B Gk | Ve gl

Hud | Ty ey srarws

B R IR (R S TR | LASEY B

wik B LN
RSP HOrean e ITEIS WIEIEF B8 paline :"".....-m.

Ly P b pgm L ama e e et
Engerss thom. s Demiscning Pespisa Brpsbic o a8 o w971 e w0 praie
Emva's bty o Fesjie'i Tewds e [T T ———
e o WA oEe b= BE
e om wmbde peias wm wmi feee sams
i | e

e BT | Sl e

m..-qul-rl.l.r

s s b
— _
By ! oo

_lqun-:-.r

Tha o whah i i il o
P B & Palk |'.'|-:I|l-||-l'.|-r o Pwiem s e el s evprere e rrorem

iy o (HRLE, Sloasiy of Proglr & Ve gl il ) v hlamors o Fbia .,Er—"-::-- Bkt E
LT 0 oy o e e § ALk o

[rgnp o e wiurh e B oormmier SH | o W 00§ ok e Dty Sy Caety

terderra e B Seeine et B g b [ L R L 3RS

R fasur wacios srec

- b i 50 —
Tk M e e M e il i e i e o o il

srben et bl of Ptle Aaarr md e Bl Casgasd of Uil Polia e L]
—-m-m-m- ot Lo TR—

Ui pumav. 17 4 peerw 0 on cpedal o pesl & poren @ By ol s gy b

wmti i HEL |H.|l-||-||..|. =
B el o
e - = I =t ey

Souwrce. hitpswawew hvosnd eduosvn'en Acedenmy Intemational -Cooperaton/ 167324 1 North-Korean-

experts-iram-Victnamese-police. aspx.

190/295

16-00683



S/2016/157

16-00683

Annex 75 : Explanation note an the sanciion measures concerning the provision of
technical assistance or services related to all arms and related materiel

Pursuant to pagagraph 9 of resolutson 1874 (2009) supersedmg paragraph 8 (b) of resolution 1718 (2006),
all Member States are profubited from precunng “all arms and related materiel” and transfermng from
the Democratic People’s Republic of Korea of “technical tramang. advice, servioes or assistance relased to
the provisson, mamafactare, mamtenance or use (hereafter “assestance’)” of “such arms or matenel”.

Some Member States mterpret that the plrase “such amas or matenel” refers only to “all arms and
related materiel™ that were “procured from the DPEK”. Thus, i ther interpretahions, the resolutions
dnnﬂpduhlﬂrpmumhvﬂth:ﬁt?mphiﬂmﬂmnfﬁuunfmmmmdmm
and related muotersal

1 also refers 1o sumrular measures: all Member States are
profubsted from from the DPRE of assistance related to ceptagn arms and related nuatene]
swhparagraphs £ (a) (1) of the same resolunon In theiwr mterpretation, the iems referred to m thas
paragraph were not superseded by “all arms and related marenel” m resolunon 1874 (2009).* Therefore,
to them, these measures do not prohatt the provisson by the Democranc People's Republic of Korea of
assistance related 1o arms and related matenal as long as they were not procured from thes country

In tius regard, the Panel notes that the Secunty Council has already reaffirmed i paragraph 7 of
pesolution 2054 (2013) thar the measures imposed by paragraph & () of resolution 1718 (2008) applies 1o
“sterms prolubsted by the resolutions™, which inclode all anms and related matensel.'* The Panel frther
notes that the Secunty Council has used the terms “reaffinns™, as opposed to “decades™, “requests”. or
“calls npon”, which indscates that this provision 15 utended to provade reaffirmanon of its insent regarding
the measures already imposed by resolutions 1718 (2006) and 1874 (2009).

In addmion, the aforementioned condibonal imterpretation by some Member States comtans a
contrachcnion when apphed to the sanction measures prohabiting the provision 1o or from the Democranc
People's Republic of Korea of assistance related 1o nuclear- or ballistic nussile-related items " According
mmhw“mﬂnmmnﬂﬂnﬁﬂihwnﬁ.hmm
mmﬂmhuﬁﬁm“ufﬂrviﬁmhmmwhchdﬂm-hlhm
People’s Repubhic of Korea to abandon all ifs ballistic massile- and muclear programmes (paragraphs &
and 7 of resohstion 1574 (2006)).

Therefone, the Panel consaders that the measures of paragraph 8c) of resolution 1 T18(2006) should spply
to all arms and related matene] withowt any condition. 25 reaffinmed by paragraph 7 of resolution 2094
(2013).

* Resolunon 1874 (2009 has 0o paragraph thar explicitly superssdes parxgraph 8 (c) of resolumon 1718
2006).

E’ All ivemas produbdved by paragraphs & (a) (1) and (i) of resolbution 1718 (2008) and paragrapis 9 amd 10 of
E-mhnm TET (30097,

Paragraphs 8 (a) () and (b) of resolation 1718 (2006) and paragraph 9 of resobation 1374 (2009
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Anmnex 76 @ Report of investigation into limousine conversions exported from the United
States to the Democratic Peaples” Republic of Korea

The Panel previously reported on four Mercedes Benz 5-600 hmousine conversons observed

dunng several mulitary parades in Pyongyang on 15 Apnl 2012, 20013 and 3014, that could
constitute a violaton of paragraph 8 (a) (u1) of resclution 1718 (2006).

The Panel has mvesngated the cham of custody of the vehicles from thewr ongin m Europs, 1o
thewr armored custonuzation m the United States (Ports of New Jersey and Long Beach) to an
waterinediate delivery poant st the Ponm of Dalian, Chins The ultbnate codsignes in the
Democratic People s Republic of Korea has not vet been sdentified.

Unated States authontes stated that no export licence was requared for the export of the velacles
to China, but that a licence would have besn requared for thewr transfer to the Democratic
People™s Republic of Korea, the final destmation country. The United States also stated that an
export licence would have been required “if amy panty mwvolved in the wamsaction” appeared on
any lists related 1o expon control and wnlsteral sanchons messures mainiaimed by the Usnited
States (see Anmex 66).

As part of its wvestigation, the Panel wdennified a pumber of mmdraduals, entities, transfer
mconsiitencies, and a false declaranon, which ndicate that when the velueles were exporied

from the Uhmted States to Cluma, the Democranc People’s Republic of Korea was already the
wntended destinabion.

The Paneel has idennfied the organizer and financier of the vanous shapments as Yunong Ma, a
Chmess busmessman whose Enghsh name 1 George Ma, One of Mr. Ma's compames, Seajet
International, has been wdemtificd i previous Panel reports as an overseas agent of the state
airhne of the Democrane People's Republic of Korea, Air Koryo. Moreover, Mr. Ma 15 under a
separate Pansl investigation because the role of another of his compames in an air shapment of
arms and related materiel from the Democranc People's Bepublic of Korea

Transfer mconsistencies mndicate that George Ma was likely aware that the Democrane People's
Republic of Korea was the ulumate end user pnor 1o the velucle's departure from the United
States inchade the 1ssuance of istructions by Seaget to the United States-based freaght-forwarder
to st in Unsted States documentanon vanous Chinese buvers as responsible for the shipmenis,
Several of these shapping documents were made avalable to United States authonties and carmed
an export Labality wammg For example, Mr. Ma 1ssued mstmctions to a Umited States company
that shipping documents must name the financially responsable party (consignee) as his offshore
company, ZM Intemational Lid, registered in Hong Kong (See Annexes 67 68.69)

The Panel obtamed documentation showmng that ZM International Lid indirectly acquared the
armored Mercedes vehacles by ransfernng funds to a United Seates freight forwarder to purchase
the vehacles on 1ts behalf (Annex 1) The transfer of 5375705 to the freight forwarder on 29
December 2010 Lists as its ongnator —ZM Intemational Company Ltd” which shares an address
with Seajet. Mo such company exists m the China business regustry. Seajet also mstrocted the
Unated States fresghi-forwarder o purchase Shapper’s Own Contamers to ransport the velucles.
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Shmfﬂﬂdnmtmﬂaﬂymenyumdq:u of anonyimity than those owned and
monitorsd by global shipping carmers (See annex 72).7

A Seajet emadl of Apnl 2010 also made reference to an vnspecified “customer” when the
armored hmousmes were held by United States customs, delaving thewr shapment to China (See
annex 73],

In other shupping documents. Semet instructed a Uted States company to name the consignee
as Lisoning Danxing Intermanonal Forwarding Co., a major Chinese logistics company that
describes itself on its website as a Democratic People’s Republic of Korea shipping agency™
which established the first contmner slupping line between Dalian and Nampo i March 2000
(Annex 69, 70). Liscning Damcung has not responded to any of the Panel’s requests for

Georges Ma instructed the ULS freight-forwarder to falsely declare to the carner that the Meroedes
battenes had been disconnected, agamnst wanungs by the Umted States company of the habaliry
and penalties associated with such a false declaranon given shipping safety regulations requanng
that battenies be disconnected for shippmg  These instroctions were given after George Ma had
been mformed that any authonzed Mercedes dealership could reconnect the battenes. (See annex
T4) While there are many anthonzed Mercedes dealerships m the People's Republic of Clima,
there are none m the Democratic People's Republic of Korea.

17 g mn 4304, para. 84, Shipper owned contamers allow the shipper to avoud the possibality of thewr confamers
being macked across the globe using commercially avalable databases. See Griffiths, H., Jenks, M, “Maritime
Tramspon and Deseablizeng Commodiry Flows™, SIFRF Palicy Paper Mo 33 3013 p 30,

¥ “One day i the life of Democratic People's Repubbc of Korea shupping agency”,

bitp: /vy danxing cn/ En/Chao X ChnDailonGZ nof e De Y iGeGoaGZuoRi-§ himl

193/295



S/2016/157

In Oxctober 2014, Oflice of Export Enforcement (DEE) opened an investigation into the export of
cerinin armorcd velweles o the Democratic People's Republic of Rores {DPRE]. The
invesugation was predicated upon information from the United Mations, which identificd two
armored 2010 Mereedes Beaz S600 sedans in use by the DPRE military and alleged 1o be
prevsoushy owned and armored by ULS. Company | (LISCI )

OEE iemified two additional Mercedes Benz 5600 sedans owned and armored by USCH. All
four vehscles were purchased from USCH by a freight forwarder, U5, Company 2 (LISC2). LS,
Perstm 1 (USP1), an employes of USCZ, served m LISC1 "5 elient. The vehicles were exported in

three shipmenits,
The fowur anmored 2010 Mercedes Benz 5600 sedons ore identified as follows:

I. Two vehiclzs from USC] orders 47935 and 479 were exported on May 12, 2000,
[Exhibit 1-2]

1. Wehicle from USC| order 4827 was exported on October 27, 2010, | Exhibit 3]

Yehicle from USC| order 4828 was exparted on January 14, 2011, [Exhibit 4]

(™ ]

All af the vehdcles were listed as destined fior China, and M Infernational Company Lid in
Hong Kong was listed as the ultimate consignee. ZM is owned by Ma Yunong (aks George MA),
who also owns Scajel Company Limited (Seajet) in China. [Exhibit 5]

The shippang documsents and comespomdence provided by USC2 reveal the coordination berween
LISCZ and Semjet personnel including Ma Yunong. Seajet personnel directed the shipments 1o
Lianoning Danxing [memational Forwanding Co., Lad. In Dalian, China. [Exhibats 9-11]

According 10 BIS License Determinations, the vehicles are elassified umder EARY9, BIS licenses
were e pequired for the velacles' expont to Clana, bal Bl loenses would have been reguiced
for the vehicles” expon or reexport (o the DFRE. [Exhibit 12]

Inwestigation is therefore ongoing o identifly details of the vehicles' alleged rnsshipment or
reexpont from China 1o the DPFRE.

Sowrce: Permanent Mission of the United Stares 1o the United Nations.
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Apmex 77 United Soaves Deparnment of Commerce note
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Annex 78 : Intwructhons from Seajet
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Anmex 79 ; Documents created according vo Seajer instructions
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Sourcd: The Panel
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Annex 80 : Other documents created according 1o Seajer insmuctions
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Anmex 81 : Liaoning Dantxing website page describing itself as first containeér shipping
lim# batvween Dalian, China and Sampa l#"s Republic of Korea
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Anmex 82 : Indirect pavments for armonred Bmensines to US-based freight forwardes
by ZAl Imternational (owned by George Ma, registered in Hong Kong)
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Anmex 53 : Emall requests by George Ma for Shipper Ovwned Containers (500
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Anmex 84 : Seajet emploves Hemnry references unspecified customer when armonred
limousines held by Unived States Customs
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Anmex BS E.imgi Ma imstrucis L.S I'uighr forwarder to makes lalse declaration im

docnmentt for O arrier
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Annex 86 : The Hoe Ryoug and Mirae Shipping HK

Informarion an Alirae Shipping HK
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Soarce: The Hong Kong company resiration records database
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STEICTLY CONFIDENTIALS
Annex 87

*The annex has mot been repradoced i the present docament becaie if 1 smctly confidental
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Anpex 88 : Companied related 1o Mr, Katarugu

Mirae HE's director, Mr, mhwuﬂmkdkﬁnﬂuﬂm;mu
including those involved in the operation of vessels using DPRE crews: ™

Albied Ocean Shipping Limited (registered owmer of the Farriline @ (IMO 841 7962));
First Trend Shipping Linuted (former registered owner of the Ma Sk Ryony (IMO
BE0B0E0));

Glory Shipping (HE) Lemgted (regstered owner of the Glory Ocean (IMO
8306029) .

Gold Zone Shipping Limited (involved in the loan amangements for several vessels,
inchding the {rlory ﬂrm::dmman-uﬂrnm;mmmlﬁlﬂjj

Grandiex, Shipping Company Linsited (ship manager, operator and registered ownes
of the Fertline 5 (IMO 914733290

New Champ Shipping {former registered owmer of the Giory Morming and the Ocean
Gralay (IMO B418227));

Rich Step Shippmng (former registered owmer of the Oceam Dereming (IMO
8505329)).

Sunrise Infernational {HE) Trade Company Limited; 2nd

V.O. Shupping Linted (the director and owner 15 officially listed as Mr. Kastsugu's
soa)

Information obfained by the Panel mdicates these compambes were expenencing financial
difficultves. Three of the afcrementioned wvessels were demolished m 2015 and another one s
scheduled to be demolished * Only three remainmg vessels (Fertiline @, Fertility 5. and Glory
Ocaan) were lsted officially in ihe IMO database a5 mactive, 35 of | Jamary 30146

The Fanel sent a betver 1o Mr Easatsugu o reguest for mformanon about his cwrrent relationshsp
vessels could contribute to the evasion of the measures by Mirae OMM.

* The Hong Kong company registry database: the [MO database
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Mr. Li Anshan is the director and shareholder of Hua Heng and Petrel In replving to the
Panel, Mr. Li densed having any busmess relationshaps wath OMM. Mr. L1 confirmeed has
business dealings with Mr. Kasarsugu from June 2011 unnl June 20135, bur emphasized that
he bad no know ledpe of My, Kasatsoga's connection to OMM (figure 1), However, the Pamel
noled imconsistencies between Mr. Li's explanations and information obtaimed by the Panel
The Panel also found thar Mr. Li's companses were utihzed by OMM previcusly and had
business dealings with 3 company previously mvolved in the 2011 suspected violation of the
resolutions.

Mr. Li's relationship with Mr. Kasatiugu

.

With respect io the December 2014 settlement, Mr. Li confirmed that he had purchased the
vessels from Mr. Kasatsugu as part of normal commercial actrvites. To comoborate Mr. Li's
statemeents, the Papel requested records of his comespondence with Mr Easatsugu in
connection with these ransactions. but was informed that Mr. Li no longer kept any relevant
records (figuare 1),

Mir. Li also explained that his business relationshaps wath My, Kasatsuga were lindted oanly to
the provision of I5M Management services for several vessels ' and thar all issues related 1o
the vessel's operation or crews were handled by Mr. Kasatsugn However, documents
obtained by the Pane] hsted Hua Heng as the vessel's operator and an “emplover” of DPRE
crew (figure 1) Abko, Mr. Li's explanation does not appea consistent with the responsibility
imposed by the relevant IMO resolutions for ISM momagers to ensure that the crew is
adequately qualified and certified to operate the vessels. The Panel &5 as yet to confirm the
specific activities undertaken by Hua Heng for these vessels

O s witlication af Petrel Shippimg and CAf Chartertng Co Lid

4,

Previously, the Panel found that OMM representative based i Bangkok (OMM Bangkok)
had hsted bis affiliation and utle a5 “the Chantering Manager of the PETREL SHIPPING
COMPANY LIMITED" in an official document submatied to Thasland (legally valid from
December 2013 to December 2014, at least) (figure 3).~

OMM Bangkok controlled the vessel My Dw Bome. Documentation obtained by the Panel
from this wessel lsts OMM-associated comrpamies which inchaded “MIBAE SHIPFING™ and
“CM Charening”. CM Chartening Limited (IMO 35687371) had has close business
relationship with Hua Heng (figured).

3 Chon Un aF [IH0 2001021), Great Hope. Glary Marming. tlory Gcean and Ma Sik Ryeng.
25 2015,/131. footnote Bo. T1.
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6. CM Chastering has owned the Sourh Hill 2 (IMO 8412467) (Hua Heng served as the vessel's

ship manager and operator). = OMM Singxpore used this vessel's name in ifs mstruction 1o
Chinpo to make a false declaration to the remitteng bank for the Faly 2013 shipment (figare3).

Nerwark of Mr. L'y compantes

¥} 3239
| | - |
=7 Taimens
i Py um""‘i Eavatumgs Hrsh
2T L
| — | |
L] - w.
T ] b D g e 1

. €M Charering’s director has also served as the director of Everfaith Trade Limited which

owns the Souch Hill § (IMO 2138680) (figure §). Everfaith purchased this vessel in August
2014. The Pamel leamned that at that time there was unlmown “ulimate buyer” of the Sowsh

Hill 5 who mitially pominated Mirae HE 1o buy this vessel but later switched its pomenation
to Everfath (figure 63 A Member State miformed the Panel that the two foreign-flagged
vessels (Sourk Hil 2 and -5) were controlled by OMM as of June 2013, The Panel continnes
to imvestigate OMM s reponted connechions to these hwo vessels.

. In replying o the Panel, Mr. Li confirmed that he was the sole dwrector and owner of Petrel

but that he had never let any other person to use this company. According 1o Mr. Li, CM

"s director leamed of OMM when purchasing the Soach Hil 2 in Jupe 2012
through Mirse Shenrhen bt MC Chartening had no business relationshsp with OMB Tt was
also stated that CM Chartering had served as 3 broker for the My Du Bong “vesrs ago™
{figure 1).

. Previously, Mr. Li used the email address of CM Chanenng when he replied 1o the Panel in

Janmary 2015 on behalf of this company. The same email address was listed on the document
from the My Dy Bong. This document also listed Mirae's representative’s email address of
muraerepfcmchartenng com which used the domam name of CM Chartening (figore 4). In

5 M0 database.
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10.

13.

rephyang 10 the Panel however, Mr. Li simply stated that be was told by CM Chartenng that
the “e-mail ID” was stopped since ke 2012

In light of the multple compections between Mr Li and Moae'OMM, as well as the
inconsistencies between Mr. Li's statements and mformation obtained by the Fanel and in
the absence of precise explanations and supporting documentation from Mr. Li, the Panel
could pot confirm My, Li's dendal of his relationship with OMM and his knowledge of Mr
Eastsugu's conpection fo OMM.

. The Pane] found that Hua Heng Petrel have had business relatonships with three derectors of

Dabkan Sea Glory Shipping Co Ltd (IMO 52332073) which was previously imvolved i a May
2011 suspected tramsfer of proliferation-related mems on-board the wessel Lighr (IMO
8415433) (figure 7)™ Mr. Fan Min Tian (one of the three individuals) stated that they had
provided consultancy services for ship registration and inspection for Hua Heng, which was
also confimed by My Li Mr Fan also stated that Dalisn Sea Glory was dissolved m
Ohctober 2015 (fgure T).

The three individuals alio served as the doectons of V-Star Ships Lumted (figure 7). This
compagy was menhoned dunng the Singapore court mal related w the OOG moident
According o the prosecutor, Chinpo sent an email to OMM on 11 July 2003 (5 days after the
remattance for the COG mcident) in which “Chinpo had requested OMM pot to send any
instructions for outward and inward remuttances to and from F-Sear Ships Limited and Cuba
50 35 10 avoid being blacklisted "

In replying to the Panel, Mr. Fan stated that V-5tar had no connection to OMM, Chinpo, or
the Chon Chong Gang (fgure 7). It was explained that another company with a very sinular
name was “on the blacklist”™ of the Unated States, and that Mr. Fan bad mformed the matter fo
the suthorities previously. The Panel could not find such company and was unable o confirm
his statements denying his companies’ connections to QMM

3 Prom May 2006 to July 201 1. Dalian Sea Glory was listed in the IMO database as the ship manager and
cperator of the vesse] Light [1M0 8415433). In May 2011, the US. Navy atbempted to inspect this vezsel

because the vessel was considered to be transferring proliferation-related itema. After this incident. this
vessel was renamed to Victory § and re-registered with a new ship manager and operator of Sea Star

Ship Co Lid,
B Progecution § submistions &t the close af trial. 30 October 2015,
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Nevwork of Dalian Sea (lory-related companies

- R Aogl. B 1
| I
.
| |

14 Mnt—lnhdcmﬁ:ﬂu Shepping Co Lid and Allsed Ocean thquglml:d.
Aovang International Co Lid and East Grand

Co Lid tdwough the operations of the vessels Farnility § and Forriliry 9 (see table 1) Aovang

Hmfmv[mﬂ{wﬂmmlmmﬂi}himnuﬂm

details a5 Grandsex (figure §)° Aovang International and East Grand are managed by the

same indivichaals (fgpure 8).

have had busiess

Table I. Companies conmeched to the Fartilily 5 and Fartility 9

with

L empany _‘."-rtuh _ Role = _Fu'in'l
Allsed Qeesm Shappizg | Fernliny 8 | Reguatened owner Froa 23 December 2011
Lamived [ 1]
Acyang Internaticmal | Fernliny 5 | ISM Manages Fm%.ﬁnpﬂﬁ]lh
| Compasy Limsted present
East Grand Shippeng | Fernlity 2 | [SM Manages, shup From 26 Angust 2003 1o
Coltd Ewpager and operator precent
Grandtex Sheppsg Co | Fernliny 5 | Regatered owner, shap | From 3 May 2012 10
Lw manager and opevaton preseat

“Source: MO and Eqmdmhm

% According to information obtained by the Panel Aoyang International sszisted Grandiex by

registering in the MO database the efficial company records for Grandtex. Acvang

Intecnational i

linked to other comparies that have business dealings with the DPRK in the fields of shipping bunness.
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Companies imked ro the Fartility § and 9
[ -
" — a

L |

L]

i

D

15. Aovang International 15 histed in the DMO database a5 2 group beneficial ovner of the Grand

Karg (MO 8511823) The vessel's regisiered owner has been lisied 25 Yoanvao Shipping
Lad (IMO 5821925), since September 2014, This company is listed with a “care of " address
provided by Aovang [nfemational According fo information from a Member State, the vessel
was reportedly coatrolled by OMM as late as June 2015 The Panel learned that Mr.
Eamtsugn was previously wvolved in financing for this vessel The Panel found than the
vessel's DPRE crew meluded rwo indivnduals who were coew on OMM-coatrolled vessels
(figure B). The Panel continues o investigate the vessel's reported connection to OMAL

16. Mr. Kasatsuga has had busmess relationshaps with Shenghao Manne (Hong Koang) Co Lid

and Jinpang Shippmg Pre Lid through the operation of the vessels Ovaon Galary (DMO
8418227) and Ocean Denening (IMO $503329), until February 2015 (see table 1 below).
Shenghao Marine provided a “care of address™ for Mmse-linked companses. Rich Seep
Shipping Limited and New Champ Shipping Limited. In the Korean Register of Shipping
(figare 9)

Table 2. Compamacs connected to the Ocamn Gl and Ovaen Downing
i Vesseh Rode Periad

it Ot — | S T D ST |
| Sheppang Linmited Febrzary 2015

Fuch Siep Sheppang | Gowan Dkwning Repstered owner | From 9 Jasnary 200260 9
Laputed Jasmary 2005

Sheaghao Muense | Oean Galaxy I5M Mnnapes From 25 Angest 2011 w2 15
(Heng Keag) Lid July 2012

Skip nuasger and | Froea I3 Angpass 2011 o

Febrzary 2015
Ocean Diewning mﬂ From 9 Jammary 2012 to 9 |
operatoy Jasuary 2005

Jungiamg Sheppung | Ocsan Galaxy Regstered cwner | From 2% Amgau 2011 w0
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Pre Lid December 2011

150 Manager From 18 Jaly 2002 to Manch
015

Qoean Downing | 150 Manager Affver 2 July 2012
Source: FOM database

Companles [mked fo the Ocean Galmy and Ocaan Dawning

-

T —
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17. One of Shenghao Marine's diveciors, Mr. Zhang (dao, has been listed as the director and'or
shareholder of several other companies mcludmg Baili Shippeng and Trading Linsited (the
ship manager of the vessel Ever Sright 55) and Bene Star Shepping & Trading Lid (the ship
manager and regstered owner of the Oviom Star) (fGgare 10). According %o information
provided by a Member Snie, these two vessels were controlled by OMM as late as
September 2015, The Panel contimnes to investigate OMM's reported connections to these
vessels,

Ceng Shiociar 13

18. Bene Star had business relationshap with Senat Shapping which was designated by the United
States Department of the Treasury om 23 July 2015 for its role 1n providing exiensive
material support to OMM. Information provided by Senat’s lawver shows the company’s
basiness dealings with Bene Star in chartenng vessels operated by DPRE crews, including
Senat-owned vessel Davimlighi (IMO 21102348).

19, According 1o Senat, Bene Star operated Diwnlighs under a bareboat charterer agreement with
Senat of April 2014, using Hus Heng as I5M manager for this vessel uatil July 20135, The
vesse]l was sold from Senat to Bene Star in September 2015 The Panel found that the
Democratic People's Republic of Korea crews of the vessel included two individuals who
were crew of OMM-controlled vessels (figure 10). Senat’s lawyer stated that one of them

16-00683
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was emploved by Bene Star, It was also stated that almost all Democratic People's Republic
of Korea crew members would have worked for OMM af some poimnt because OMM was the

lasgess shipping company. The Pane] continues to investigae the crews’ links 1o OhM

20, In replying to the Panel, Senat’s lawver stated that Senat™s busmess relations with OMM was
terminated since December 2011, Wik respect to Senat’s employvment of Mr. Kim Yu [I
(former OMM Smeapore) unnl Jamuary 2014, it was explained that Mr. Kim was tasked 1w
oollect from OMM the ovtstanding bunker bells (U5 2 millson) (figare 10). At this point. the
Panel has no firther evidence showing Senat’s direct link to OMM after the July 2014
designation.
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Eigwe 1 Comespondence from My Li Anshan
Comespondence of 23 December 2015

T Th Panel of Exgerns o UN

O M, Kats Funsiioas

Fim: HLA& HENG SHEPPISNG LINETED
e SOAL 42201 5P 8]

I Bers NBr. Kasn Furihosus

To my buge uapeis whes | reosived your cmail and attached decumecnts in wiich wr ol we
have ben mvehved in s politeal demstios ralbet then Bomines deputy sorondeg BB yoar
mantioned bester W never experr that wee will mect this bind of s dletan o s st jas] g
rmiting Tt ey Musincas gipan iniernationsl shipeieg e el L

My compary malaly egaged in 5% operating business since establinhed b, 2017 And oy
emly socep vesels which comply with flag stale snd [V comventiomn ryuinoment, and patiena] laws
and repalitions. snywuy we will By ewr bt o cooperaie wigh L™ pensl of epers, and anidy the
acius] imformaibon which you requined in jues ket

o rurmiary of car pilationshig Yl ssEing:

1. | berehy dochered tht we hove mo oy peliiosabip aml connectios nit O mentianed by v,
arull aay i with them

L v was my fies G o set M. Kassisugn in Sum 3001, of that e be visioed our oftlee and
digmaed MV GREAT mmmiﬂﬂlﬂl*hnﬁ_
mmmamnumlmunm-hpﬁu
158 mamapamenl. The comissst have boon lominabedd sisee haa 2012, B comea i8 wha all
shmrelobiers inclsding the . mumsgery B boos nfined, mid o compasy enpendod e thal
T

GIREAT HOPE"s AL management with Mr b mbamsln o boep the 158 bimness. Actmlly A
Kahiisule gave us some veseel's 18M monegemen bolsesieg: GREAT HOPE, MASIK
RYO0NG, GLORY MORNMNG, GLORY DOEAN sl CHUN 1M 62 , e HE ws o of sy
wontad siner Jun. 201 5. All those vompany veur mensoacd sre registry omners of shove vesael, |
enly can carfully check who s the Srector aned his sationalivy. | cosdd) mos Sl any way @ g
n““hm“ﬂhmw{ﬁudq
wompany s qumrat with thess companies | vonas (1

1. Me. Hyun was mteodeced 0 ma by I&Iﬂmdl-ﬂhlnh.ﬂﬂimrﬁ-lﬂ
remnamber b only sked some indfommation ahost BA memagement and ol s we did ot e
any corbaet it B wllen thai meel

4.0 knon Mr, .o Tie He, Mr. Fan Min Tian, and M, Dong Chang (sng. They provide consuluaiion
Tor il spply 1M so. for ompasy ). That s all.

1 haprubny claissrd mgain that | have me any sonsgotion gnd besingss will OV, w ) bavg oe any
inlurmatan on all ndividesls and cagities thai bave worked Tar (PN

After thin time. | eviabdadead i Herg Shipping lusiied ia Jisn 3612 , asd re-aigned conlrsel af
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B explan for your deicripsion

1. | =i B somipping buyer gt MV GREAT HOPE from Mr. Kasasisugu n Diecember, 2004 and then
direcily ré-sold her [or sorap to moke profit before that | beve checked the websdie of OFCA, bul
mihing sanciGon infarmation fousd As vou are mwaee we are business mam, we &0 o SHEGTR TG
about and do e pay maore mkntion 1 political maiter. And indeed | would dbeck cach vessel belie
operathon of the webslic of DFCA. Il there i no sanciion sed. then | will procoed. That's all,

1. Omher Yemsels:

MY Glogy Momsing s MY Masik Ryong have been sobd by sucton of High coun of South
Alfvic ai Drarban post in Aug. 2015,
And we have been lost conssct with Clory Ocean snd Mr, Kassasogn sinee Jun 2005,

I have beon terminated [S%] managemant contrect with Clhun U 68 i May, 2015 duw 40 mot pay
manage et (o

And | ety declared thai all crew manning and operating conmrolled by Mr. Kastnpa and ol
contredled by eur company. somw informalbon B8 MO database 13 pal fally correct. Becwuse, Nag
slutes registry (orm snd contents and expluins are diffienem.

MY SOUTH HILL T s actually ewned by O6 CHARTERING LMITED and the dirccunr b
Clinese. Owr BB mapagement business with tem saned in june 2012, when the owner owned i

MY SOUTH HILL § is actsally owned by Everfaith Trsde Lid sl director |s slso Chisese. and
ot [5M managernent business with S staricd simee O 2014

As egand of the “cmw of address provided by Hua Hewg Shipping Limised, it v o mowtise
Fﬂlilﬂ“ﬁu « hecaiing H}'hmn-ﬁthﬁﬂﬂl‘h‘p Funﬁl'r.ﬂﬂ
are authorired b do il thal s the resson why always showing HUA HENG & “care of ~. Singe
ceonoame G i M08, b shipping madket o geiting worse and worne, by ownens s saving dest,

and [ workold s shapping Sor mons than 28 wears and can provide goed service and lower g, so we

gl some owners spport and get 15M mamgemens butmess, -

Pewrel Shipping Co Lisl. was reginbered in the Heilidy Vingin llands (HY) in Way 2005, and T'm the
sk dinecior snd shanchobder of this compasy. | bougin MUY FETREL 1INV SISO ) in Jun 3013, MY
BLUENOVELLG IV FSRITI in Apr. 2004, and MY BENFVOLENCE 1 (IMO 8400403 in Dec.
2014, And the Kibati (lag stale cancrlled ther reglsiny becase you mentkmned samething in yosr repon
Bawd st vear, eventwugh | have provided all spportiog envidesoe snad explained w them, bai they
maisk diving it Anad | lost a kot of money lor this reason. The shippssg marke I:lphl!dm..ﬂlh-
o way bt g el alll o deem.

¥ wnentiomned OMM5 ropresertal ive soad my compary mammie, | cas e 55 sy thal T have mever
suthedized o sny body w perfoems sy business of petrel shippling imited Because | hing never signed
gy uthorized letier 10 sey persas, 5o, | don't know the aise your mmsioned, | found (et you ot oo
riech informaiion from IS websiie, bet | have srver provide any infonmalion o them even though they
reguired 1me. Sa, | think their mlormaion s aol actally et

Aboet Bellirst Enterprises Lid, snd K& H Skipping Lid (160 S535608) | only ke they ane veusel's
eegiry owmer and share Bolder s Mir. Hyun Hyun M From ROK. Asd thewe compans have not heen
Bated i OFCA. S, | thisk dhat | con perfons 150 suaspemen) o their veiisls
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| dhom’s orers Profit Asia Shipping Limited, begms | do ot have any business with them.

My company got 15A management conaraen for Duwenlaght in Feb. 20014, and have soticed them io
sereminaie im Jul 201§ doe to they bave been in emetios (51 by the US Depanment of the Tresaury, And
| have ni mrarged anneal sadit hhrﬂl'.hlm‘tﬂt-ﬂﬂwﬁthum.

Al ahimst Senat Shipping lirmiied orihers mdommacioen. | don"y e sl

In Tight of the afsrementioned mformation semmarized sbove, | hereby declaned thai | disagree with
any saterienis which [or sy company have sy relationdvip with OMM. And | seeept thi | have ever
Torm muanaged wme vwisgls which owned by Mr. Kosbareuky from JAPRAYN ond Mr. Hyun Hyes Bae
o KOREA,. Bt 1 o'y think | have violaiod any s and inbersatioral negulations.

Your faithbally

=

1L Ansham
. | e ]

Anney

I 15M manapgenien apreement [ ALY Oreat Hope, Glory Oceames, Chn Unéd, Masik Byong end Glory
Morning e |

L AN vessel meyistry cort. mnd CRE
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Comespondence of 31 December 2015

Tox The Paoel of Expens af LN

O Mir. Koty Farulawa

Frn: LA HEENG SHIPPRIG LIMITED
Re SAC 40701 SPEOC B4

Tiear ir, Katsn Forukaws

Re follow-up ietict inquiry, Yo e-mail noted, snd we would like 1o clarify follawing:

1. Explanation ahoet the cirumstanoes which lad ke vour Seckbon o s thew «esschi

A vt simsed in il e-mail, v gres hege we oot as somppiag buyer 10 re-sell hey b make & poolfil.
it I8 quise normal decision

A MLV Benevolence 2 had hoen day up for Smonths, we boaght (0 re-sell her 10 make a profia. i's
s uite movmmal sdevision

wa da pot have comespondencs fecofds s yemr 3004, as these vesicls ane nol under our S
manapemerd alresdy msd our ¢-mal spece b a0t enough o @ve | mosts seconds.

Morpnrer SOPEP abso not svailable i our ofilce, as vessels are not sl oiir managament

We disagree your view ot v ane heipmg UMM w evale IS s, we do mol Bane B
conssection with DA, hirw s can belp ORB 10 evade LN smction™

2 pelationaag with Mr Kasatsagu

As we siated i last message, we indoed ac1 as 15K mamager. med ne more businéss imvolved, we
s do mot know whetha S Kasstsugu have a2y conneotion with OMM or no™

Useslly i may comain many contest under manapemerd conract. such as opestsen of the vessel,
m#t-ﬂ.ﬂdﬂmmmiﬁmhﬂhh&m
enanagement. ihis is definitely wue.

by wewse] dlavsleghn

Wi are it o3 150 manaper, crew me employed by owners , o dis et Laow whem asl wiere anew
coming fra, this is et mr copsere -

B i very simmpe thai we o 0ol empley my PRK orew, bew you can ask w0 peove an
MOT-C R materT?

o4, OV gonseetion 1o petred shipping aad em chanesing

W cheokad nhhﬁﬂudl‘ﬂi‘hﬂh‘.h}uﬂ-mﬁmh—lhﬂ#ﬂm
uhl—-mmﬂ-lqr-ﬁmmmllu:—i-—tmwhhh
20002, at that tame they contac MIRAE SHENZHEN OFFICE. e owncr of my ryosg nas 2 in
June 3012, sfier that they appoint us s 15M marsger. MY souh bill 3 was purchmsed by
EVEREAITH TRADE LIMITED [N SEI 2014, sfter that aleo appoing o a8 150 munager.

Abcut Petre | ahipping, | s heom stted inomy last cmanl, &

4 ANMEN esaiers:

We checked again with CMCIARTERING, they ok us that they might fixed my mu du bong a
ruker cnly bue it wos masy years agn, they caniot nemember detials evactly. 3 they wild s muany
DFRE flag ships tradsd in shippag marke 8 thal time. And voyage communication with veusl i
& normtal ST matleT

Wg aaked the c-mail sddress man, ey ﬂﬂrmmﬂﬁihﬂmuﬂdf:ﬂlﬂhﬂ:
e iy hearve repdied %o viis i o 205
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&, “All crew manming o replovessens . for tids veasel showld obey the order from Port B7. We are
158 manager, if have no some documents comply with convendbon nequirement, how i gel SMC
for vessal, then vessels how o perform trading?

In genernl, our stasemnent of sbove are rue and we tred our best w provide all information you

required, we hope those information can suppon you. We are oot 5PY AGENCY, we just doing
small business under shipping nadles and practice,

Your fashiull -
Iﬂ-i; :."ﬁ
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Figae 2. Informati Hua H

An example of the agreement of shap’s safety managenent

Atinchement []

M/V. GLORY OCEAN $4f%A4F #id 4
Agreement of ship's safety Management

iR T A Wmnm P s LT, CHUN WO

¥ Lo HUAHENG SHIPPING LIMITED( <4 F #45: L, M

CTR. 301-207 LOCKHART RID.. WAN CHAL HONG KONG )\ AFISF. LTHER

o i it o am,
The agroement s agreed and signed by GLOLY SHIPPING (H.K.) LIMITED (hercinafier

refemred 10 s Part A, address: 14F, CHUN WO COMMERCIAL CENTRE, 35 WING W0

EIREET, CENTRE, 28 WING WO STREET, HONG KONG
HWMMMnnMB address: M

5. PHFAEMLTRBALSUTE, ARZFTRFREMELEHTLAS
AR ENT R LE:

Past A shall provide sdequate resource to Part B, so that ensure Pan B effectively
implement ship safety and pollution prevention and ship's security management.

ﬁﬂmmﬁuﬂrﬂhﬂ#ﬂtﬁbﬂ:ﬂhﬂﬂﬂﬂ”.ﬁl
emergency response cic for this vessel, should obey the order from Pan B.

Sowrce; Mr. Li Anshan
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Articles of agreement between the master and seafarers of the Gilory Morming refermng 1o Huoa

Heng Shupping Limated as “emplover

: —— i

vessel | Mo Port of Registry

KIRIBATI SHIP REGISTRY

Ministry of Communications Transport and Townsm Development

ARTICLES OF AGREEMENT BETWEER THE
-y 3 MASTER AND SEAFARERS 0N
it

_“.Gizzwnt e | TARAWA

cA/10194
ar Propulsion
Lis 2§ Ff LT

Trading Area 4. 4. Aa

P ) £ iy ﬁ'd'-||~|~n.-1 LI\ TED

Name of Maslars Date m:ﬁ '
1: |t [Geug el . | e Kb / B
3

— i N

5

’ |

7

8
-I E - - e
|10 L) L
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Eigure 3 Information on Mr Bu Phvong Gu

An official document referning to Mr. Ri Phyong Gu's connection 1o Petrel Shipping Company

Limsted

A Thadland-based company's request for Thailand to issue visa for Mr. Fa Phyong Gu

uiEn widwinada SU0s uand minds $1iia
MARINER'S SHIPPING & TRADING CO., LTD.

Ref MISTOORIINZ 4 Dby 20013

Ambssmder Extracriney md Flonipoice ey
The: Foysd Thal Fambasry,
Baifing, China .

Dewr Ewscllency,

We wpuld ke b0 reques yoor Excellescy io kindly baue viss 0 The Kingdom af
“Thesilard tr this Bollowing, persops: &

Marne: Daee of Benb [e——
Mr. BRI FHYONG GU IV SEPT 1M1 0640
Mre BISUN YONG (Spasse) 19 MAY 1961 LIRY, 2T

Mir. Bl PHYONG G, ihe Clanering Mansger of the
~LIATIE, Prigreng DOFE of Koo and bis spouse will vislt our offiee for e

o Fraciicing i e i of Shipping amd Chorisring Operries of Thas s nysem
duration of sboat 9 deys e

Ve, m their exthaive rprossistive (5 Thallad o1 be fdly reapecaible for the sid
promns during thelr Sy i tw Kingtom o Thelend,

s kil abrmin womihd B prem iy mgmpecisssd
ety pimerm. F

Sowree

The Panel
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Figre 4. CM Chantering' Ladd

A directory obtamed by the Panel from the Liv Du Bong isumﬂuphﬂl-ﬂ-{dmﬂdmm

commecied fo this vessel which imclndes “MIRAE SHIFPDNG™ and “CM Chartenng™.

Ml SHiEINE Z-phad ] MIMeiEePieE T BN PP CiE . O CRITHE

i MIRSE P =Hall]l &)rzerepdlcearharter ing .cof

O (Ot TR E-Mall] CHARTERINGOOHCHARTERING (LT CHTE

cHIrEs
Sougce; The Panel

L

Fram i by =t o s anne

L “quaciGiun g

o uan

ks TR0 %02

g =y r-h-*-—hn 1874 Pansd Linds=d ki ﬂ-n.l'l'l'l"" ¥

Follawing was went 1o o Aomiraled e-mail aldiess Ery s heeng absipping and i ecas relurned, we we
guote here el

te

Ta: CM chanering LT

Fm; Mas Weng Skippirg Lirated

Dpar W FL

Ha e recekeed your information and | Buee replied po them, but the syilem have been feturned the
il

sty i halp me to 7% the euplain (o them.

ks bor yous good oo, |

B A st rsiaping
Rilefe,. 2ouso0-DEILAT
B L s heinkiss
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Fram: Ccpan Sposp [copamaporeiisacub nel £3)
Senl: Tueadey. 25 Juns 701368 55 A

Ta:  chngo baste bary

Ci» Ooean Ransm O

Subject: CCO FRT

To Chinpa

Fr Ocean Singaporne

CCG FRT

Asper pour regueit, checked with Copan abowt cargo name Shd gquantity snd received reply anf,

CARGO DETAILS: 10201 MTS OF (1893 BUMDLES) HOT RDLLED STEEL PLATES.
CONMGHNEE NAME: METAL CLIRA

In the mzantime, pli advise if pou declaned Ship's aame 1o bank & COG and if not yet, ph
mention ship's name MY «S0UTH HILL ¥».

Regards

Sowrce; Smgapore.
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STRICTLY CONFIDENTIAL"

*The annex has mot been reprodoced m the present doozment becume if 15 smictly confidental
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Eigure 7 Information on Dakian Sea Glory

Through its imvestigation, the Panel has identified that Sea Star Ship Co Ltd and Hua Heng
Shipping Limited are managed by the same three Chinese nationals who are lmked to a Dakan-
based company, Dalian Sea Glory Shipping Co Lid, which was possibly invalved in an mcrdent
of vioksticn in 2011

Hua Heng Shippmg Limited is registered both in Hong Eong and in Panama.
The Panamaman remstraton record provades the followmg three Chanese mdivnduals a5 the
“Authogired Official” for Hua Heng Shipping:

Lu Tie He
= Fan Min Tiam

* Deong Chang Qing

These individwals are also listed in the Hong Kong company registration database as the
sharcholders and current former directors of Sea Star Ship Co., Lid (Hoag Kong company
mzmber])

They age registered in Hong Kong with an address “Room (0, Chenpgda Buslding, Renmin Boad,
Zhongshan Destnct, Dalian, Liaonmg Province, China”. This address has been used by Dalian
Sea Glory Shipping Co Led whach shows that these three indivaduals are also affiliated with
Dalan Sea Glory Shipping Co Lid

From May 2006 to July 2011, Dahan Sea Glory Shipping Co Lid was listed m the IMO database
as the ship manager and operator of the vesse] Light (IMO $415433) In May 2011, the United
States Navy amempted 1o mopect thas vessel because it had reasonable grounds 1o bebeve the
vessel was ransferming proliferanon-relaved ttems™ (Letier from United States o 1718
Commuthes dated 24 Augast 2011 [ref (AC 49 201 1OOMM 267). After this incident. this vesse]
wias renamed m July 2011 o Fictory § and re-registered 1o August 2001 with a new shap
mamager ansd operator of Sea St Ship Co Lid
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Figure 7-1. Comrespondence from Mr. Fan Min Tan
Email commespondence from Mr. Fan of 23 December 2015,

Dear [abbreviated),
MSEDLEAME. X TFEREME—S, KABRRAWLLF,

1. Dalian Sea Glory Shipping Co_Limited * F20159£10 1 F Uik, Mk,

2. V-Starshipscolid T20145F10 AMMEYE. OWAHEE—A (EREH) . %
Sh ERM WEE L.

3, SeastarshipsColud TN FRETF. ERFARNEEN FTRELTRE. T8
5%k w LE o 5 .

4, BERAEENDED A T4 FEORGH. FE—ERE. EARTTH.

5, 71T Hua heng shipping hmited i +§ 2 48, ROA@MEEG, HodeEos
B¥H. Ah b= A RMNIESNS. 58T

6, V-star ships co L. SOMMC B Chinpo ‘coba #H S E. EF3EETHEChn
Chong Gang {T#M{E. CM2013 ECK—%. #1585 V-star ships Co. Ltd M #
fl. BELEEolackia, RECYREA—X L8, EXR M- THRAST. a8
HetEE. St ENNEFEELT.

7. ETFVictoryd . FEH ROUNALMISM &ISPS . FEREAREEHLR
. THRARPEME Ever occan shippmg agency Co) . [obbroviated], WM EE&
TS W S B #5480 faddraviared] WERE T .

8. WHEMEDEN . MHRERR: [abbroviarad]
W AT E R
ERME

Englizh trangiation

1 have pust spoken with your office by telephone. Regarding the Secunty Council mvesthigahion, |

bereby make the following clanfications .

1. Dalon Sea Glory Shipping Co., Limited formally cancelled its repistration i Ociober 2005
and has [thus] been dissolved.
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2. V-Star Ships Co. Ltd. changed ownership i October 2014, and cumrently has a single owner
(Mintian FAN)  The company 15 solely operated by Mmhan FAN.

3. SeaStar Ships Co. Lid changed ownership in 2014, Mintian FAN and Changging DONG are
not shareholders in that company, and they do not take part in anwy of its busmess

4. Mitian FAN, Changging DONG and Tiehe LU separated in September 2014, They do not
work together, a5 each now has his own job

5. Hua Heng Shipping Linarted is a management company. we only provide consultancy and
assistance in ship registration and mspection. As the above-mentioned three mdividuals are flag
state shup surveyars, [we] work accordmgly.

6. V-Star Sheps Co_, Lid hoas no conneciion of any land with OMMC or Chinpa/Cuba, mor 18 1t
mvolved with any operations of the vessel Chon Chong Gang. I recall the 2013 wire transfer,
becaine there wai a company [whose name was] very saunnlar to 'V-5tar Shaps Co., Lid., and that
company was on the blacklist, the U5, believed they were the same; we later
clarification and the issue blew over. As there have been problems with o1y email account in the
past, [bowever,] my [email] responses ot tee time have all been lost.

7. Astothe Victory 3, bet me clanfy once again that we provaded I5M ZISPS only [for that
vessel], and were pot mvolved m [providing] any business or techmcal sennces. This vessel is
owed by a Chinese ship owner (Ever Oceaxn Shipping Apency Co ), while [abbrevianad] act as
the peneral agent for its operations. I the vessel has violated 1N sanctions policies regarding
the DPRE. [abbrimiiened]will be notified that the management contract shall be terminated

ansmediately
8. For any further mformation, you can reach me any time at: [abbraviatad]

Wishang you a Memy Chnstmas!

Mintian FAN
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Figare 7-3. The MO registration record for Hua Heng Shipping

™

Loy Mams Mua Heng Shipping Lid

WD Cormpiy Muiber SETERES

Lormpany Addrese Bogm T, Lockhert Contre, 331307, Lockran Hoad, Wan Chan, Hong Kong. Ching
T onsm iy o Farsdi nlyan Hong Kong. China

Source: IMO database.

Figure 7-4. The Panamanian registration record for Hua Heng Shipping

ol Yoo Coiliemn a . FRREDITR
iy Coviliama e 1 Faled ol

tem s LN~ P s s of e
P EHRATHINAL DOWvER DR PR | R BAFETY OF LFE &7 554, "800, ss smended,

UNDER THE AUTHORITY OF THE GOVERNNENT OF PANAMA

[ RN I A - W — A

By wrd Addreee o e
o pang 4 bl M i HUA HENG BHIPPING LIMITED 1
4 ADE LOESHARET TR B8 50T LOCKIAAT AO WAR Gl HONG KOHE __l

Compeery den ifhcaion Munber TN
Sourrce: The Panel
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Figure 7-4 The Panamanian registration record for Hua Heng Shipping refernng to = Authonzed
Official”

Wk Te Ce s b EL

=——n

E&DORSCMENT FOR ANSMUAL VERIFICATION

THS B IO CIRTEY THAT E e péiodcE v CHIEN i soondancs wih Fesiaen AT o #a
Cormrline ano passgespr 54 o1 B IEM Cooa e Ba'sty Ueigoradt Bysha wes fowd w mvpry
el I gurwrean o ol ila 3N Code,

1%, ARNULL VERFICATION Hmrrn: 4 ;E l
Bagyraied 5 e
L gpme car AR Emgratare o s g Cllia.

™. LHRLML VER F AT T JIEE!

Bl L PR

P Daie EALEAN, CHIEE [ RPRE 1™, 2E11

R L T “HI

o, e N
Sired = NI
P

1Bl FPLH (P "

Sowrce: The Panel.
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Figure 7-5. The Hong Kong registration record for Sea Star Ship Co., Limsted (Annual reharn

dated 20 Ociober 2011)
e—"x]
Fa HEFHR
Lﬂ Ak faail AElers
LT (Asma & '.-: ﬁ,ﬁ"l
W —— -
L .
3 Fomra a o mma e [ fEp— i
e Llil .
Bl BT W O LIl TED
———_  RERANNEGW
El M Bmemu e
i
] IIII"_II_PF-'
RPESPENEL © O T R - - .
[ ememmsnn i '_|=|.='

A D o g Bl

R E R T Dl of BevBanin| of 5 Compary Fasisg o $Raew Coptal
R A R
Brmee o Cadeapies e 5 F R s

TS T . Sy Seeing b e
e

TIRHE | ZHONGAHAN TISTRICT,
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Fipme 7-6. [nformation on the Ficrory 3

Ship Particulars / VICTORY 3
M0 B 5400
" e P ————
Lt B DO 9
Sy mansges r‘“ﬁhr“'fﬁtﬂ [P SO0 0 - B0
TR Coumgan i LTl PECy SETINTS
aslinaality of Fegaration Homg Kemg, Chona
Covspde v shstus
Dualisne Bmay Glory Shipping T (effedhive 2004 35-23)
TG GO 0 AT DALY 323 N0 S
i, P’ S il
DOopsrEtee waN SENF i Cn Lo I e R R S R
JFQ cormpgray b PO BEAHIE
Hatooakty of repatrabos teang Keey, Chine
fnmpans, wafus
Dakan Ses Glony Shippeg Co [ @Meciye J006 05-71)
Miﬂm [l Ta - A0y T II80 3
\hmwrrp' Tgbphw L, Papgpl @' dwpublig

Seierea: IMO databiase.
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Figure 7-7. Informaton on V-5tar Ships Lumuted
Hong Kong company regutrateon record for V-Star Ships Lumu

TR eoseies Ny
¥ EERDSE (EEEE -

main L
’ F-::.:-. e ud | 448 T

Eﬂ 1 0 o 22 [T
Arimisl RetErm

n..:.;‘I | (T :_.‘. AR,'

HHRAREAS - i R Camiiny Narbar

1§ H O Company Hame

V.STAR SHIFS LIMITED
MEEME NG

¥R F R P Mams

3 W EE Ty of Company
D EUE I T B P i b
7 emsmuiam [ aa
Fucala vae iy T B dFu  CaE Doy,

4 W Deie of Bl Boders

EL L F 3.V B P EE e T ay | T i |
I g !

LR

I

HES Rl
e

Soirce: The Hong Kong company registration database.
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The contact person for Aovang Infernational Company Limited (78 i¥ M 4§ B £ 8)) is listed on
commercial company websites as Mr. Li Kun (% E8). He is also listed as 2 designated person for
the Fertility 9 of East Grand Shipping Co L1d (IMO 5720074) on the vessel's registration
dociment

Shipping dociment of the Fertiiity 9 raferring o Mr. Li Kum
10. MANAGER'S | MANAGEMENT COMPANY'S PARTICULARS AND DECLARATION |

cmere o Wanags  Bsnsgeerea) gty =al) ey Company R gen

! GEAKD SHPPEG OO | ATED iy EOpw il s FumD CHNTRF Ped el cata
SN FEAN B0aD THUEN WM 6 7 eOWG O
Spmg of Daptgrusad Perias (150 Coda)™ Fangegaea gy cordal daray
| BN
U bl ey O0EN | RRADE ] 080
' AT —— Twwghone  DBEE-811-K3711 500
. . SE- 411 -EFTRT D
L -eread TR ] e
Soiwrca: The Panel.
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Figue 8-1. Grand Karo

DPRE crew members affilhated with OMM-controlled vessels who were Gromd Kara's crew a8
of 2014

* Crew hst of the Grand Karo of 2014
11 {datc of barth: 13 Junc 1979)
x u AP Dosh o

Mr. Yong Ho (date of birth: § January 1968)
e g
] Dot oty WA ARG WOk 17R7

* Crew list of the Jang San 02011
¢ 13 June 1979)
| T T T T

»  Crew list of the o Thong Gang of 2011

o {date of birth: 5 Jannary 1968)
[ SORER TS T ] WOTAiTe | Teamam Pansget |
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Fipme ¢ Shenghao Manne
Shenghao Manine Hong Kong Lid s comecied 1o My, Kxsatsagu through at least two companies
and bao vessels.

Shenghao Manne Hong Kong Ltd provides a “care of address™ for at least two Hong
Kong-regisiered companies, Rich Step Shppmg Limated (IMO 5647097 and New
Champ Shippmg Lumited (IMO 5649955) Mr. Easatsugu serves as the director of these
W COMmpanies

Until earty 2015, Shenghao Manne Hong Kong Lid was listed as the ship manager and
operater of e two vessels Ocaon Davwnitng (IMO 8505329) and Ocaan Caloy (IMO
E418277). their registered owniers were Rich Step Shipping Lid and New Champ

ing Lid, respectively (both vessels were registered in the IMO database as “Broken

Shipping
up” m February 2015) (IMO database).

Shenghao Manne's divectors have also served as the direclors or shareholders of
Shnﬂmﬂnmqlmﬁhmfihtﬂ:mhﬂ:dhﬁ Zhang Chao.

Shenghao Manne Hong Kong Lid s address used by Rich Step Shipping Limited and New

- Shirming Limited
MO momiber 267007
Name of comapany : [ RICH STEP SHIPPING LTD
Address Care of Shenghao Manne (Houg Kong) Lud | Room
3. Tower One. Lippo Centre, 5%, Cucensway.
Cemn]_ Hong Iv.nua_ China. 999077,
Last update - 22062015
MO pumber 640053
Nane of comupany [ NEW CHAMP SHIPPING LTD
Address Care of Sh Marnine K Lid ) Room
1105, Tower One, Lippo Centre, 89, Quecnsway.
Central. Hong Kong, Chama. 9977,
Last update : 2206/2015

Sewrce; Equasis database.
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Figure 92 The Hong Kong company regustration record for Shenghao Shipping Limited

R ] E
Annual Return
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Eigure 10 Bene § 4 Baili Shipoi

Béne Star Shipping & Trading Lid
In Chinese- ¥ A0 0 0 40 L 22 )
MO Company Number: 5764656
Hong Kong company number 1599530
Address: Room 2105, JDL 782, Trend Centre, 20-31, Cheung Lee Street, Chad Wan,
Hong Kong, China (same address with Baili Shapping)
s Mr. Zhang Qiac TR
o Sharcholder (12 May 2013-)
o Darector (12 May 2013-)

* Bene Star Shipping & Trading Lrd is listed 35 the ship manager and registered owner of
ithe Orfow Star (MO §333589) smee 6 November 2013, According 1o informatwon

provaded by a Member State, this vessel was controlled by OMM a5 of September 20135,

¢ Accordmg o information provided by Senat Shupping Limited's soliciions, Senn
Shipping signed a bareboat charter agreement dated 14 August 2014 with Bene Star
Shipping and Trading Limited for the vessel Dawnlight.

E'uu 102 Senat-Bene Star
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Source: The Panel
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Fugare 10-2. Davmbight

DPEK crew members formerty affiliated with OMM-controlled vessels that are cormmently
operating the Dawnifght

A crew list for the Pawrlighr
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Anncx M : The Panel™s views of the OXNDA-attocianed verssl

According to recent information from specialized manitime databases. ibe vessels Chol Ryong,
Hul Chon, Kang Gye, Ryong Rim, and Toe Bvong Gang visited or were sighted pear the ports of
Rusua and China in 2015, Previously, the Panel conchuded that these vestel were incloded in
e 14 vessels that were owned amnd'or controlled by OMM or by entittes aching on its behalf or at
its direction in assishing the evasion of sanctions, and that therefore they should be sulbyect to the
mmwmi {d) of resolution 1718 (2006) and paragraphs 8 and 11 of
resolutson 2004 (3013).°

In that regard, the Panel's reasoning is provided below.
1. The vessels Chol Ryong, Hiwl Chow, Kang Gye, Rvoug Rim, and Tav Eyoug Gang

» The vessels” conmections o DN as of 28 Tuly 2014

As of 28 July 2014, when OMM was designated by the 1718 Commines, specialized

a) Chol Ryong (formerly known as Ryong Gum Bong) (IMO B606173)

»  OMDM was listed as the vessel's Intermational Safery Management (15M) Manaper;

* Taedonggang Seobak Co Lid (IMO 1845139) was hsted as the group beneficial
owner, e ship manager and operator for the vessel (this entiry has been also listed 35
the ship manager and operator for the Mw Dw Bomg (MO 8328197) which was
determuned by the 1718 Commuttes as ~a vessel owned and controlled by OMM™,
showing that Taedonggang Sonbak Co Ltd has been acting on OMM's behalf or at its
darection or has been controfled by ORMM); and

*  The vessel's registered owner was Rvonggunbong Shipping Co., Lod. which has used
a “care of " address provide by Taedonggang Sonbak Co Lid,

b} Huf Chon (formerly known as Fhwang Cram San J) (IMO 58177900

& From October 2012 1o September 2014, the Hud Chon (IMO 84052 700 was regstered
in the DO database with the name Mwang Cem Sam 1, whose ship manager and
operator were registered as OMM. Dunng thes penod, the vessel's regisbered owmer
was also histed in the MO database 3 Hwanggumsan Shppmg Co Led (IMO
5T01481) with 3 o' address provided by OB

# Following the July 2014 desgnation of OMM m September 2014, the Hwang Gum
San ! was renamed 10 the fivf Chon in the database of the Mantime Adnumstration
of DPE Korea, The repaming was officially registered in the MO database in
October 2014, ﬂhmﬂmmm:ﬂwwmﬂm
as Pvongpn Ship Management Co (IMO 5817790) and a new registered owner as
Huwchon Shipping Co Ltd (IMO 3817812). According 1o the IMO database. Huchon
Shipping Co Lid was incorporated on 5 Augunst M14, just eight days after the
Commitiee’s designation of OMM, using a c'o address prowvided by Pvongjin Ship
Management Co Litd.

7 EF2005 130 pg 4749 and 56, and Recomnsendation 3 (W)
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¢ OMM was also identified 25 the Hwang Gum Sam 2 operator andor ovwner (or ISM
Manager) by the port state confrol mspection mthonmties under the Toloo
Memorandum of Understanding (Tokyo MOLT)

¢) Kang Gye (formerly kmown as Pi Byu Gang) (IMO 8820503)
& This vessel formerdy known a3 P Bw Gang, was remamed 1o Kong Gwe in

Sepiember 2014. OMM was histed as the vessel's ship manager and operator in the
MO database and the Port State Control [ﬁpﬂhmrmd:hrﬂmlﬂll:ﬂlﬂ
Sepember 214,

 The registered owner of the P Ryu Gang was a DPRK enniry, Biryugang Shipping Co
Lad (IO 5434313), which is registered in the MO database with an address that 1s
“care of " OMM. The vessel's ship manager and operator as registered in the RO
database sance 11 September 2014 1 a DPRK ennty, Yoagnn Shap Management Co
Lid (MO 5814883), and its regustered owner since 11 September 2014 1 a DPRK
entity pamed Kanggye Shipping Co Lid (MO 3222804).

d) hwﬂh{hmﬂymuhﬂnﬂm&mlﬂlﬂ
ONIM was listed as the ship manaper and operator for the vessel;
. Mmmuﬂﬂnmemuhﬁumwﬂnpm:u!mﬂw
authorites under the Tokyo Memorandum of Understanding, and
s The vessel's registered owner was Jonjin Shipping Co Lid which has used a clo
address provided by OMM

€) Imﬁmgﬁwg{hﬂrhumn#ﬂn&ﬁmﬂfﬁﬂ&l]ﬂiﬂ
ONV was hsted as the ship manager and operator for the vessel,
» OMM has been identified as the vwessel’s ISM Manager by the port state comtrol
mspection authonities under the Tokyo Memorandum of Understanding; and
e The vessel's repistered owmer was Anmokgang Shippang Co., Lid. whach has used an
address provaded by OMBL

According o Internanonal Safety Management Code™s Resolution A 741(18) as amended by
MSC 104(73), MSC.179(79), MSC 195(80) and MSC273(35), the ISM Manager (or
“Company™) 15 defined as the followmg:

“1.1.2 Company means the owner of the ship or any ofler organization or
person such a5 the manager, of the bareboat charterer, who has assumed
the responsabilsty for operanon of the ship from the shipowner and who,
on assumang such responsbility. has agreed to take over all duties and
responsibility imposed by the Code ™

hhﬂﬂhﬂnmﬂmﬁmﬂr?ﬂmﬂnﬂdﬂaaflﬂhﬂ*ﬂ“

Renaming and re-registration of OMM-controlled vessels after 28 July 2014 1o evade the
samcions
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Following the 18 July 2014 deagnation of OMM, all these vesmels were renamed and re-

registered in the IMO database with pew remsiered owners, ship managers and operators, as
summanized below:

a) Ryong Gun Bong
e The vessel was renamed as Chol Ryong on | Awgust 2014,
& Haepn Ship Management Co Lid 15 hated a5 the vessel's oew ISM Manager, ship
manager and operator on | August 2014, and
o Cholryong Shippang Co Lid is listed as the vessel s new registered owner on 1 August
2014, which has used a ¢'o address provided by Haejin Ship Management Co Lid

b} Hul Chon (formerly known as Fhearg Gram San 7)) (IMO 58177000
#  The vessel was renamed as Hm Chon in September 2014
* A new ship manager and operator s Pyongin Ship Management Co (MO 5817790
and a new registered owner as Huichon Shipping Co Ltd (IMO 5817812).

¢) Kamg Gyve (formerly kmown as Pr Byw Gang) (IMO 8820593
* This vessel formerly known as P Bw Gang, was renamed to Karg Gw m
Seprember 1014
s  The vessel's ship manager and operator as registered in the IMO database since 11
September 2014 15 Yongun Ship Management Co Lid (MO 3814883), and its

registered ovmer snce 11 Seplember 20014 1 Kanpgve Shipping Co Lid (IMO
SEI2804)

d) Jon Jin 2
o  The vessel was renamed a5 Ryomg Rim on 1 September 2014;

¢  Haejin Ship Management Co Ltd i listed as the vessel's new [SM Manager, ship
manager and operator on 3 Seplember 1014, and

* Fwongnm Shppmng Co Lid 15 hsted as the vessel's new registered owner om 5
September 2014, which bas wsed a ¢/'o address provided by Haejn Ship Management
Co Lid

&) dplﬂﬁmg
The vesse] was renamed as Tae Ryong Garg on 1 Oclober 2014,
* Yongin Shp Management Co Ltd 1 histed as the vessel's new [SM Manager, ship
manager and operator on 26 Sepremaber 2014 ; and
o Taervonggang Shipping Co Lid is listed a5 the vessel’s new regisiered owner on 26
September 2014, which has wied a clo address provided by Yongnn Ship
Manapement Co Lid

The Secanty Council has officially mchuded the “renaming or re-registration of. . vessels™ in
the category of “wramsfer of DPRK.. wvessels 1o other compames that may have been
muuﬁﬂunmm SamcHons” mmlﬂdmm%{mli}}
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As noted, these vessels were among the Ilmuli:mﬂkdbyﬂm{ﬂwmmﬂ
and re-registered o the DMO database with other DPRE ship manapers. operators and
registered owners, following the July 2014 designation of OMM (see, 52015131, paragraph
110}

As a result of these re-registrations of OMM-controlled vessels, OMM was dissolved in the
DO database, and these vessels and the DPRE entities that control and'or own the vessels
have successfully evaded the 1N sanctions. For examsple, the Hid Chom, Ryong Rm and the
Tae Ryomg Gang were inspected by the pont state control mspection authonties m Octobeer
2014 and January 2015, Bur the vessels were never sulgected under the asiets freere

hh;ﬂdm;mmlﬂliFuﬂﬂquﬁtP-imﬂusﬂmw

Pursuant to paragraph 8 (d) of resolution 1718 (2006) and paragraph 8 of resolution 2094
(2013), Member States are obliged 1o mmediately freeze assets and economic resources on
Mmmﬂutmnudmmmm MMWMH

8 GE Of 1 il | i Lun
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Ryong Rim (12 October 2014)

B SN L |l R L TART S O ST T LLAT [ OMTROL i Tl &5 PANFY G
AL PACK ® COBMPSTERIAED Wl (LN TON 57 ETEM

Tae Ryong Gang (12 October 2014; 19 and 30 January 2015)

U LRGN . LR A LAMRA, P PURT 5 TAST COSTEON I TYE AR PALTEE, BEGHM
AGIE FROER T DEIFITY R B CERLETIH SY R
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Anmex 91 : Korea Evongaksan General trading Corporation

Korea Ryonbong General Corporation

High-Purity Cadmium Sulphida
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Annex 92 : Lyongaksan's branch in Zhuhai
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Anmex 03 : Lvongaksan's other branches
Jian-based branch h-r:h
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Ansex M : Korea International Chemical Joint Venmre Company
Kogea Intemmational Chemdcal Joint Vennsre Corporation (BICTVIC).

The Panel has confirmed Korea International Chemical Jomt Venture Company (KICTVC) a5 2
Ryoobong-controlled entity which has produced puclear-related rare eath phosphate and also
advertised its sales of a processed form of wvellow cake, {"}ﬂhwcalt‘jmuuﬂnal
publication. The KICTVC was onginally established by Ryonbong and a Japan-based company
According to the former KICICC dwector, the entiry founded the Hambung Chemacal Jount
Venhwe Factory in April 1991, Official poblications show that EICTVC has prodoced variouns
rare metals, inchading monazsie which contaims 3-12% of thormem which is used in noclear
m’“ﬂ;pﬂhﬂﬂhﬂhﬂdmhﬂ{mﬂlmm
I'hmﬂarﬂhm:h%a:hwdmmﬂe#wwmﬂ

Hvoksin Trading Corporation was designated by the Communee oa 16 July 2009 as Ryonbong's
subordanate. Hyoksin has shared its contact information with Eorea Pogang Corporation (EPC)
and ity subfidiary. Pugang Pharmaceutic Company. The Panel confirms that Hyvoksm has
provided admimstrative assitance 10 Pugang. In addion. state mecha shows thar anothes KP
subsidiary, Korea Pugang Trading Corporation (KPTC), used Eyenbong's contact pumbers untl
as early as 2002. The Panel contimaes fo investigate Pugang s relationship with Ryonbong.

= The Panel confirmed that the [apanese company terminated the joint venture pricr to 2008.

7 World Maclear Asseciation. "Haburally-Deourring Radioactive Material” available from hitps [ /wwomarld-
nuclear.arg,mfo,finf %0 himl.

4 Satn Bitp e neaong About Palicy /GC/GC4 1 fDocanmsents 29 | dannex 2 himl,
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“The Intermational Chemical Joant Venhee Corporation is nin in joint investment of fimds
between the Korcan Ryonbong General Tradmg Corporation and the Eokusai Trading Co., Lid.
headed by Rve Song Gun, vice-president of the Association of the Korean Traders and
Industrialisis m Japan ™

"?r..:..nﬂ

it tagacty o Rndol o e o
Sewree; Foreign Trade of the DPRE., February 1996,

Scurce: Foreign Trade of the DPRE., March 1997,
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Sowrce. Foreign Trade of the DPRE. Apnl 2002
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Annex 95 : Korea Equipment & Plant Corporation

Busmess cands of the representatives of Korea Equipment & Plamt Corporation (KEPC) rovide
the company s mame m Korean “ & #@ Ul 8 28 AN whach i3 the same name a3 Korea
Complex Equipment Inport Conporation.

HO YONG HAK

Wice President

KOREA EQUIPMENT & PLANT CORPORATION

Adid Central Distnct, + Tel: B30-2-18111
Pyoagrang. DPRK Ext. B
Cahle: add: “JONGHAPSULR" Fax: A50-F-38] 4496

Pyoagiang Tix: 38002 DGS KP

@ 3 & B
o 9 N

v
ZHEREEI SRS A

I ELEL L LEE DT 1*1 B33 181E1
174 &84 g |= Bﬁ?;ﬁilﬂ
YRt T w o : 38a DOE KP
Sowree, The Pane]
KPe % KIIRE A I#:IMH.I-:I FOUIPAMENT IMPORT CORPORA TN
hOREAN: Z2UEFEEY 5 8 A}

Sowee 1118 Comsuites' s webisie avalable from
https-/wra i ong'se/ saborg) siles wan iin org ec sshorg files 20141030 updated | estitves and mdh
widsalys_korean oew formad rev | pdfl
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Annex 26 ;: Korea Pugang Trading Corporation
Fi L p . :
WEEWEHE  hop: waw pugangcorp.com’

Korea Pugang Corporation was incorporated on July 3, 1979 with a comnutment fo render a
service 1o the nation for 1ts econonuc prospenty

The Corporation s registered capital is 3 billion Woa (some USS 20 milhon) and its anmoal
average harmover foots up to 22.5 billion Won (some USS 150 million).

Korea Pugang Comporation comprises some management sections and such component
companies 25 Pogang Trading Corp., Pugang Motorbike Co_, Lid, Pugang Hwangchirvong Co.,
Ltd, Pugang Phammacewtic Co., Lid., Pogang Electromc Co., Lid.. Pogang Couns Corp.. Pogang
Crystals Co., Lid., and Pugang Matural Food Co, Lid

The Corporation mns gold mines, mints, factory of alcobol, phammaceutical plants, dnnking
water factones, and other large mmmber of factones of vanons mdustres such as metallurgy,

The Corporation has off-shore branch offices or agents m Beymg. Dandong, Ji“an. Shanghai,
Moscow, Makhodka Havana, Berlin, Sofia, Fribouwrg(Switzerland), Karachi, Euvala Lusspar,
Cairo, Damascus, and Addis Ababa

Ever simce its birth, Korea Pugang Corporation has been domg 15 best 1o command 3 streamlined
bussaness making steady mmvestments in order 10 keep its facilites and factory equupment up 1o
date, provide 3 wider selection of its expornt products, and optimize their qualities, thus maling
them all aghly competitive.

In the vears 1o come, we will fariber contribute to e ever-prospenty of our naton by constantly
and by maximizmg the vanety, volume and frequency of our transactions with our costomers and
suppleers worldwide.

On this occasion. we express great thanks 1o all those who bave done any business with us and
who, by so domg, have provided us with easser access to the world market and business
experiise.

Dr Jon Sung Hun. Prexdent

Sowrce: hitp./'wwrw pugangcorp com’ of 11 Jone 20008, accessed through WaybackMuchine com.
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EOALA BYOMBOWGE GINERAL CORPORATION

Pammangpang Dem 1 Pyangyang . DPaK
Tl 053 2 30 8128

[ LR R
Faw: BSD-F-307 57N
Tia J804N LA WP, JEdEd T kP

mmm_———— T,

Sourrce: Foreign Trade of the DPRE. Febauary 2002
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Annex 97 : Ar. Piao’s companies and connection with Mr. Ma and Mr. Li
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M, Piao Chengyuan (or Park Seung Won) is lsted as the director of Dalian Undos with Mr, Ca
Guang, and a5 sharebolder of Dandong Vengxinghe togetber wath br. Ma and Mr. Li,
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Mr Puao Chengvuan is listed as shareholder of
Dandong Umon with Mr. Ma Gewen.
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.um 98 : Iuldn; Union and ﬂudu: hq:h:h‘i mmﬂu with Korea Tassong
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between address T % 64 G and (L 5 B &

The Panel found that Dandong Union's address is registered as both “Room 1106, 64 Bin Jiang
Zhong Ru (JEiT 48 64 §) Dandong City” and “Room 1106, Jiadi Plaza B ({1 #/" 1% B &)
Dandong City™ at official Chinese Company registry database and vanous commercial company
regstry. The Panel also found that other compamies of Dandong Ciry use these rwo addresses
without distinction of at the same time in advertising them The Papel confirmed

geograpine search on hne that “Bin Jiang Zhong Ru (RITHE 64 %) and “Jiads Plaza B (fE 4
I"4% B B)" is the same place
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Eiguse 4 Dandong Yongxiaghe nd Korea Dacsong (or Taesong) Trading Company
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Figure 5: Korea Cholbong and Dandong Yongtong
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Annex 99 : Hong Kong-regittered Companies contralled by individuals connected 1o
Leader andior Mr. Cai Guang

The Panel has identified multiple Hong Eong-registered compamies commected to Leader and'or
Mr. Caa Guang Fariber detals of each company are summanzed below.

1. Sunny (HONG KONG) Int’l Development Co. Lid.
Address: LM 873, Room B, 14F, WaH Hen Commercial Centre, 383 Hennessy Road, Wanchai.
Homg Kong
Individual involved:

- M Li Hong Ri (Chinese: 4T [) (director and shareholder)

I Xiubua Internacional Company Limined
Address: Unit 04, T'F, Bright Way Tower, Mo. 33, Mong Kok Road, Eowloon, Hong Kong
Individual invobeed:

M. Li Hong ri (Chinese: 4] [1) (director and shareholder)

1 Honmg Kong Max Moon Trading Co., Limited.
Address: Room 17001(071), 17F, Henan Building, No. 90, Jaffe Road, Wanchai, Hongkong,
China
Individual mvolved:
Mi Ma Gewen (Chamese: L 3 W) (divectorn snd shareboldes)

4. Longjin (HongKong) International Trading Co., Limited
Address: Re 907, JDL 495, Wing Tuck Commercial Center. 177-183 Wing Lok Street, Hong

Kong

Indivadual mivolved:
Ar. Piso Chengvoan (or Park Seung Won) (Chinese: #-5¥8) (director and
shareholder)

16-00683



S/2016/157

16-00683

Lo i CH Na
1401433
uﬂ-mlml_hw E 1] NC1
BEEE e ik ’
* ERAAeNE (ENEE] -
L L] 1T ]
- Hull-::t-l-—r-uhhln_hlql-l-i

WO L iabeaded Compaty Mame
F1L W % Iwarsded [rglish Corgasy Mam TRy
LSRN (FONA00MG) INTERMA TIONAL TRATNMNG OO, LIMITED EI

£ 4 N BT T e
Tha intended Address of the Company's Reglatered Ofics inHoag Hamg

! [ 9007, AOL&%S, Wing Teck Commencial Centrr, | 77|50 Wing Lok Sarnct, Hong Keag

| W et on Chang DED w0010 1 9000 TH6D SR
Sowrca: The Hong Kong company registration record available from bitp:/wwna icris. cr. gov blc'cscy/

T o el o Sl ST B St

=

269/295



S/2016/157

270/295

| ENALEE

B 0 4 L 2 ) )
Incorporation Form
(Company Limited by Shares)
(e HERET I F R
o e o b ek Fuadm

EEsmA*H (SEDnM) -
freaes man e boams o eTpien e oo Coemgey T e

[V A inleeded Company Kamn
BENALAE S AR stended Daghsh Company Home

HOMG E0M0 AN, MOON TRADMNG OO, LIMITED

i ; ¥

AR CF W
1717879

NC1

ﬂﬂ&ilhﬁﬂlﬁllﬂﬂﬂli

Fogm | TOICOT1 ) 17T, Homan Buildimg, Me 90, Jalls Road, Waschad, Hong Kong, TChina

(SRS —S 8 NF  NEFTC BF Use Coinsaios Wasi C Fones Rie | sdiiual deeoo

EiE-d £ 1
g o TRl

84 F

Mama = Enghish B GEWEN

T RE lemare [ T

s
Prevwuas Mames WA

- B
Allns WA

(1
e ROOM 1101, BLOCK B, JlAaDI EQ'I.I-AHE.
YAMIANG EAIFAQU, DANDONG CIT

/ LIAONING PROVINCE

CHINA

W Cownry

Same Addredy a8 D:Ind:mg TEEIFII:IEH T L L L _-_.I

HEnE
T =mgll halldreas. NA

Sowrce Hong Kong companies regestration rec onds available from Beip amwew iens or pov bkiesce

16-00683



S/2016/157

16-00683

Anpex 100 ; Namibia's Note Verbale daved on 13 February 2015 addressed 1o the
Embassy of the Democratic People's Republic of Korea in South Africa

The Ministry of Forcign Affairs of ihe Republic of Mamibia presenis Hs
complimenis 1o the Embassy of the Democratic People’s Republic of Konea and
hax the honour o nfonm that the Governnest of the Republic of Mamitsa has
terminated the diplomatic stams of Khn Kwan Yon, Second Seoretary,
Ecornsmic and Commencial, and Kil Jomg Hun, Thard Secretary, Eoomomie ami
Commercial,

In this regand, the Minmsiry of Forergn AlTain would like o advise (bl the two
imdivichels leave Mamibia.  The Minesiry secks the conpersivn of the L niboassgyr
o this matter,

The Minkstry of Foreign Alluirs of the Republie of Mamibia avails isell of this
acpporiunbly w0 renew o the Embesy of the Democratic People’s Republic of
Kisren fhe ol 1kx haghest conssleraton.

February 14, 2015

The Embassy of the Democratic People’s Republic of
Pretoria, Souwil Africa

REPUBLIC OF MAMIELA
MINISTRY OF FOREIGN AFFAIRS
Tk E: LT Frivms Bag 1M1
Va DA T N T T N,
Vo bt sk ot B8 s v MARIR A
Hel
i ¥
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Anmex 101

*The annex has mot been reprodoced mhpﬂn:l-lhumﬂhnuntnu sinctly confidentud
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Anpex 102 : Global Airlines Project methodology and United Nations data protection
law exemiptiont

The Panel sdeninfied 170 global, regional and nanonal ashnes on the basis of global passenger
market share as well as those smaller awlines operating on routes and third countnes where
Democranc People’s Republic of Korea entibes or nationals are known or suspected to have
been based while engaged in the direct violation o evasion of sanchions m the past. Requests for
mformation were also sent fo airlines operating from the limited number of wransit bubs that
serve i routes to and from the Democratic People's Republic of Eorea

Whale a mumber of awhnes or thew respective Member states cited data profechon laws as begal
impediments 1o the provision of information, the Papel notes that pursuant to the sanctions
regume adopted by the Secunity Council in respect of the Democratic People” s Republic of Korea
(DPEK) under resolution 1718 (2006), as extended by resolution 1874 (2009), the Security
Council has mposed obligations upon Member States m respect of compiiance with that regime.
Specifically, in paragraphs 26 and 27 of resolution 1874 (2009), the Security Council established
the Pamel and urged all States to cooperate with i, “in particular by supphying any informuation at
their disposal on the implementation of the measures imposed™. In accordance with Article 25 of
the Charter of the United Nations, Member States are obliged to accept and camry out decisions
of the Secunry Council

Pursuant o its Charter and the 1946 Convention on the Privileges and Insmunities of the United
Matwons, the United MNations is not subpect to the natonal jonsdictons of Member States, and as
such, 15 oot bound by natwmal or reponal legslative nstruments, mecludmg the provisions
regarding the transfer of personal data,

The Panel is contimang GAP-related mvestigations by extending and expanding its follow-up
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Anpex 103 ; Travel movements of reported KOMID representatives

Reporied ible KOMID representatives m [an Son Yoog end Kim Y Chol tavelled o, from or
tramsted Lhﬂhﬂﬁmum{mmzwﬂ%ﬂwm
representatives m Symia, Kang Ryong and Byw Jm travelled to, from or transsed Lebanon, Chena, Uganda
and Egypt Feported KOMID Mamibaa representatnoe Bul Jong Huon travelled to, fom or transited
Mamstia, South Afnca, Chiss spd Dimbabwe. Reported EOMID Masplia pepressntative, Kim Kwasg
Yen, maveiled 1o, from of transated Soeth Afincs apd Clizs vl documentaizon indscating deat thes travel
was 5 five of six mutances part of an ibnerary for Namibes The Panel obtmned evidence thal another
reported KOMID representatrve allegedly based 18 Bissia, Mr Jang Song Chol flea to Eharboum, Sudam
on fwo occassoes = 2014

Accondiag to informaastion chiained by the Panel. Mr. Jang and My Kaim transited [ilasabed snd Kasacks
on at least 28 occanons between 10 Decensber 2012 and 33 October 2013 They often wavelled on the
same flights wath consecohvely mmbered tickets twneed by the same travel agency. Togethes they bad
entered Palosten af coe srpodt and deparied Palisian fom sncther sirport. Palosian stated to the Panel
that the reporied KOMID representaivves were dsaned vises “by onor Missicn i Teboas i the request of
the Embssry of the Democratic People's Republic of Korea (DPRK) i Tebisn. The indviduals wee
mitrsduced & Second and Thrd Econoouc and Commeercial Secretanes of ke Embassy " In the visa
applacation fornys Palostan noted that the addresses “included the Embassy of DFEK i [slamabad and
Econcensc Secticn of DPEK in Karachs™, Palostap aleo soted that “is the visa formss no nenbion bas been
made of theis linknges to Korea Minieg Development Tradsng Corporanes (KOMID) ™

Seven of the mdradials bad ransted. sstered or exited Cluss oo & tolal of at least 39 sccanons between
19 October 2012 aod 19 October 2015 Scae of the individuals used different passpoety for cevinin
fipiis in & non-linesr fhion. indscming thar they were in possesncn of ™o of more pavsports.

Alr. Fyong Kang flew mio Ensebbe, Uganda oo 14 Jume 3014 and departed three days later. U_!ﬂl
nformed the FPanel that i was undertaling an imvestigation and wonld revert when it wan complebed. ;

M. Jang, Mr Kaim sod Mz Kwaag Yoog Kan cansed Sispapore oo of least 1) occasions betwesn 15
July 2013 and 28 Movember 2014, Mr. Ko flew to Kuals [ umpur on ot least 3 occasions between 20
Aday 2003 and 23 Movember 2013 My fong Hon K mavelled to Harare on 25 October 20014 and departed
fomr dayy laber M. Song Chol Jang flew from Mescow oo 21 September 2014 to another coumtry. Mr,
Scag Chol Jang reneeed 1o Kheroom, Suds oo 11 September 2014 aad deparind 18 Sepiemober 2014,
M Kimn So Cusag with alleged cosnections to RGE mmived in Mescow oa 16 Juge 2015, My, Song Chel
Jaag twavelled to Khartoum oa 10 fuse 2014 asd deparied cn 24 haoe 2004, Mr. Ryong Kang travelled 1o
Cairo on 3 July 2014, departing three days laber.

11 Letter to the Panel from the Pakistan Mizsion to the United Nations. Me. First-5/3 /2015, 7 Janaary
2018,

13 Mr. Song Chol Jamg.Mr, Yorg Son Jang. Mr. Yong Chol Kim. Mr. Ryong Kang. Mr. lin Ryu. Mr. jong Hun
Kil. and Mr. Ewang Yon Kim.

1 Fvidence obtained by the Panel shows that the other indnidual dessgnated by the Unibed States as
KOMID's representative i Syria also travelled oa the 2ame Aights a3 Mr. Kang te Uganda
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Anmex 104 : United Arab Emirates (UAE) response to the Panel
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Firak Infermation on tero DPRA natiorab reporiedly working on behall of Korsa
Winng Development Trading Gorporation (KOMID

Iy e By B S ifdhaduakl N oof o T UAE wag confirmed recenly Wi
1 v ilos b sl |0 o the foliowing rlionrantioen obitairesd from the LAE concsened
wuthorbes regarcing those ind viduals
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Maticnalty DPFX
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Profossiona: Thad Socretany of tha Morth Korsan Smibassy 0 ien ong 0 DusneSsEerson.
M dancy: He pravioutly auied he UAE.
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Comgnl poalion Dh of P LLAE

Records of Yong Son Jang's entering and exfing the LME  mipect treradta theough (e
UAE, natng il the visea wern seuod By o Goronl Direclorate of Fosdonoy oma
Foraignon ATar.

& Vies Dutes Trps aral mursbisr | Sponsorsd by
EE . AN | N BN S S—
1 | 7Ol Al 5 D 2074 Trourisn fn  and Sy
FESTAMITRET | Toweisw 8 Troes

PO Bo: 4CEED

o Tall +07 1A14BEI0

|2 |28 Sept 2074 (B Mov. 200 Towmers Sama o b
3 | 3 Sepl. 2004 30 0c1. Mhe Timira I#Ill'lllllllhl

7T ST AT

16-00683



S/2016/157

16-00683

4 |I8Aug FOW | 90 Ccl 2074 Teirim Same an dbaee
| MR TTEAY
B |12Aug 20 | 300 20M Teuwsm Sare a3 o
AL 1404365441
8 | Saug 014 19 Sepe. 2014 fr— P —
PRI ITIES
P § July 2074 20 Aug 2014 Tosiifrn Same &Y a0one
HBITA0AT 1 ZIB4S
& | B Juw 2004 14 Aug. 2014 Towsm Same at a5ove
2002014043 T9ETOR
8 | A May P00 | 11 Juiy 2004  — [ —
R TIOE50830
10 | 1 My 2014 5 St 20 P— [ ——
ORI DD I1ITR
111 | 4 Masch 2004 7 May 204 Toamimn CaTe Ak AlEINE
TORPTI0AC 4863
12 | 23Fob. 2004 | 6 Apel 2014 Tourism £ama 08 anovo
rotale e Tetin <0 ek
T93 | B Feb 2004 | 30 Masch 2004 T veustars [ —
2 HILAOATT4AT 20
14 | 4 July 2013 1 Sept 2013 Pesmsson 1o snter | Goden Cosst
for asncrt st - one | Travels
II-IP Tl 87 018y
HOET01 SO E
96 |4 dune 2013 | 9 Augusl 2013 Tousiem Same 52 above
| POEI07 LI 1A
|98 | 21May 2013 | 7 Juy 2013 Toumwn Same o abovs
. EI01 04T 3210
|47 | 2 My 2093 & May 2013 A 08 nour visd Erimias Aitnes =
!m:ﬂm Arpbann Admnkoed
: | | Tol BO0sS5828
18 | 18 A 2013 | 30 Agil 2073 A8 o s LT —
| M1 015

277/295



S/2016/157

278/295

Tramsis of Yorg Son Jang theough the WAF
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| B | Arreell = 1 MEy 2074 Tﬂmmm Db i1 AMpot - LAE
Airport - lran
Copariue = 31 May 2074 | Dubasl inll Alrport -
LIAE
10 | Brial — 13 April 2014 KA Imam Komeini 1971 | Dubai Il Ainport - UAL
Adrport - lian
Departure — 18 April 2014 | Dubal infl Alport -
LIAE
11 | Barival — 25 Fab 2014 A ey Eormeind InT | Dutsal 0] Alport - UAE
Arport - lran
Denarture — 28 Feb 2004 | Dubal Inf'l Abport - | Tehaan bnf Alrpo . lran
LAE
12 | Avival = 19 Fab 2014 A, i Kowrwesin Ind ) | Dusal Inf1 Alipor] - UAE
Arport - Iran
Dooarture — 18 Fel 2014 | Dubal Inf’l Alport -
LIAE
13 | Arral = 1 July A3 1K | mam Komesini In | | Dusas ing) Aemon - LE
Airpo - ran
Deoartune = 1 July 2013 Cwutal N1 Alpot - | KA Imam  Komedsl  Ing]
UAE Airpart - Iram
14 | Arroeal = 29 May 2013 1KA lmam Homeini kat] | Dubai Inf| Airsa - UAE
Alport - bian
Departurs — 20 May 2013 |Dubai Intl Aipodt - | (KA Imam  Komeini it
. UAE L —
15 | Aurval - 2 May 2013 Dubal Il Adpon - | KA Imam Homeind Il
UAE Arpof - iran
Daparture — 3 May 2013 Chugid-E-Azam Dibai In 1 Mirpoat - LIAE
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A — The tan incirviduste did nol stay inhotele in the LAE ® fhamsdors, thare s no niommation
awvailable oh amy rosorations. Mossower, no asthilios by nofther indhviduals wore
mankored in e LAE, as usually Bavelers awail for their fights cutsicde he ainport

0 = Records. of crowsing anry UAE boidens.
A~ Ho nformation & osvaillable on ther treesls throwgh LWE land or masitime bordem

0 = Asy Srancil reconds of he idividuals.
A& = Thay do not hold any bank acoounts in the LIAE.

Second. formation and data on the shipment of arvs and related maberial
anboard e dadsal ANL AustTalia. which was sa@ed in the WAE on I July 200§

Q — Ary informalion en e two coponaticns o bir, R Hyoag

A=
Mo Pormascn B Sralabie on e o COMOoealiond.,; Mso, Fere &% ho dealngs o
assecatons between the ' JAE and the mentiored corporations or Mr Hyong
Personal date on Fi Hyong:

Haticrgity DPRE

DO 10 Feonary 1956

Passport number; 27310102, sxpired on 12 Septermber 2013,

Laest tires he deparied from Dubal 1o en wes on 12 May 2006,

R=cords of Ri Hyong's entry into and daparture from the WAE.

Daba Mevorrery | Counltey of Dopariens | Couniry of Arival
& April 2008 entry Iran LIAE
. Apanil Fl0R [lapar e LI&F LEnknmten
20 Aprl 2006 | eniny lran UAE
11 May 2008 | entry lan UAE
12 May 2008 | Dapartung LIAE Uileriyaey
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Thirge InfpImanon on repomed arrs rade nvohang KOMID, UAE-hased &ompa s
and UAE natismale

O - Ivlormaton and docurmerialion on Dasi of cumently planmed anms trade imoding
KOMID, &) Murtsn Tacknoiogy and Insmatisnal Golden Groun
& = Mo guch dealings beswson the abows partiss was defectsd.

d = A Bt of gl other entities and individuals nvolved since Ociober 2008 in past and
plannsd KOMIC re@ted amms e aotiifies

A - Ko kol s sveilablo en mamas of indhaduals or enbiios roived In amna e with
HOMID sinca Oclobar 2003

11— IFPEFTFANGR oA eEelaton wanes tal Al 1T | eihnciagy snd [aieratianal Cokeen
Group.
A — Al Mullag Tedmology:
o Pricate compary
Basad in Dubai, A Kuthban Bidg , Shokh Zayed Rd.
PO B 3TBED
Tel. G2383050
Actwiy: Geraral Trading.
Licsras numbar: 20887
Licoras saunnce deto: 11 Auguet 1082
Licersa expraton dabe. 10 Augusi 2018
(A& copy of e boanas wes submited to the Panel durng he mestng on X0
Discarrbar 201 5)

B & ® ® @& @& & ®

@ = infpemation on by Abdulahran Beger.

A=

Matcnaity:; UAE,

DO 1 January 1853

Pesspan namoer. HFRZ342TE

Peaition Enscutive Dusetar of Al Mutiag Technalagy

(% copy of o pasepon was submited io the Pane! duing the moesting on 30
Decenber 2015).

i & & @ @
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O - Ay rfonrator svaitatle 10 the UAE authomsas egarding Tansors o shampoed
ransiers nfrom DPRK after Octoher 008 of any ams or rekated matenial which wes
broksrsd by &1 Viotag Technology or ke Bager.

A = Mo such acivities were Oelecied after Oclober 2008

Q = Any inlcemation avalabls ic the UAE sutherites regarding any fnancial and iradieg
ranaadiona after April 2009 between KOMID and Al Mulieg Techrology or ke Bager.
A — Mo sricrmation is svailable on ary financsal and trsdmg ransactions altae Apnl 2009
Babarsan KOMID grd A1 Mutlag Tech, or kiv, Bager, or on bahat of tham

Q = Any sdditional information avaliable 1o Ma UAE suthodies regarcing KOMIDS
melatimnshp with & Mullag Tech o lir. Bager
A=
s Mo relationship wes detested betwoer KOMID and M Muttag Tech or Mr. Bager
cinca Ozobar 2006
s Dusing e rrsebgabone, §wae faund that 8 quatation oher was mqueetsd from
an indnadieal named Wr Yoom Sang Kim, from Mok Koma bated n China, on
equipment M Kin presenied an offer howswer fis ofier cid not go through ana
o ransadion was made. A Ewopsan company was also contadled reganding he
same squipment The company pressnbsd an offer, bul & did nol go thiough
neither.
+ [Entibes tharl veers immived im the 900,000,000 offer ore
= i Abduratman Bages.
& M Yoon Song Kim.
= &l Muttag Techaniogy

Mr. Yoon Song ®m's personal data:
= Mationalty. Nofh Koesa,
« DO 11 Febrary 1960,
» Pasaport numbsr: 381230160,

Maagines taken by the UAE authories i (i rigard:
= Iveasligaos, wane ConCuCiad wilh meambens of A1 Mullag sty

= The enlily wan Sosed, 83 8 precauiionary measune.
= [Documents and compuatens of e antity were seaed.
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Anmex 105 : United Arab Emirates docaments related to arms frading encicy Al Mutlag
Techmology and its chosure
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PR ANERT Wil SOR OF PHE -
LTS afan IaSEEPES it s | i ™ o e sl
Tl THE b S TPE Y e Tl B " g T

4 TR = oy gl

R 2006 1

0 |snsary 3076
. Grificha

In refisrance o e massting Reid on 30 Decamoer F07% with e Panel of Experis of he
OPRK Sanctions Commifies, | woud ke o Tansmn homwslh pddibonal informasion
prondad by the UAE concamaed authoribos on the movemant of Mr. Abdudrahman Bacser
bstwoon the pericd from 2 August 2012 o 1 Jenuary 2010, as wel s addifional
Infemaiion which could be of use bo he Pansl,

| woukd ok o [ake e Jpporfunity D menomate onca ACEIN My couminy's carbnued
coaparaton with the Panel of Exparts o0 the DPRX n implemartng its mardads.

Paass sl e assuranies of My hgbes! consiceabon

G

Charge d' Aftairs

Mr. Fisgh Griffitns
Cordinator of the Pams| of Experts ostablighed
pursuad o Security Cowncil ResohiBon 18T 000
Ureled Matrone

Wew York
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Mr. Abdulrshiman Bager has not been 0 communicalion with any Norh Sorean company,
He was only in communication with Mr Yoon Bong Kim. Alsa, thare i no addiianal
informmaticn on Mr. Kirr's address in China.

Traveds o Wi, Abculraiman Baoer rom 2 August 2012 o 1 January 2015
[ Stariing froem the most recent iravel daie)

Caech

# | Country of departurel Point | Country of amivall Pointof [Dates
T | Dubai Int) Aémart - LAE m-#pm-m 1 Jarumry 2018
L | Bakrain I9f] Airport - Babrain | Dubsi Int) Aiport - UAE | @ Jecember 2015
3 | Dubat It Ao - LAE Hamad el Aport - Qatar | 27 Oclober 2015
4 | Dubai Int1 Aarport - LAE Charies oa Gauls Arport - | 1 Ocicbar 2015
5 | jamad int) Aamiort - Catar | Dubay Ine'| Airpart - LAE WHIH
'8 | Dubai Int] Arsart - LAE Harnad Inl Airport - Qatar 73 Septambet J015 |
7| London Heathiow Alipon - UK | Cubal In?| Alpor - UAE 2C Septemba 2015
8 | Dubuai Int] Airpoet - LAE Lecnarde da  Vinci- | % Sepiembar 2075
| |Fumicino Aiport - lisly S I
i3 Atalrk Int] Arpor - Tarksy | Dubal Infl Alrpornt - UAE 18 Auguat 205
. Bahrain Inf1 Ainpori - Bahrain | Duba Inf1 Alpeon - UAE 2 August 2015
A1 | Dubai int1 Airport - LIAE Aatwain Irt") Arport - Babrain | 30 July 2018
| 12 | Hamad inf1 Arport - Qatar | Cuba Inf] Adrpert - UAE 17 Jurme 2015
13| Dubal Int] Airport - UAE Baesin Int’| Airpert - Bakrain | 13 June 2015
14 | Vienna Arport - Austria Dutal Infl Aliport - UAE 31 May 2018
13 | Dubai Int1 Arport - LIGE Charles de Gaube Arport - [ 13 May 2014
16 | Kiunmil Il Alrpon - Kuwall | Dubai Inf’l &port = LAF ﬂ!ﬂ‘mfi
9T | Dutsi Int) Arport - UAE Kuwai Int] Arport - Kumast | 23 AR 2015
Bl Chrratrapali Shivas Alrport - | Dubail In'l Alsport - UAE 14 Apnil 2015
Iratlsh
Duks Irt) Arport - LAE Rajv Gandhi infl Afport - | & Apri 2015
20 | Chang Arport - Snganom mmﬁw.m 10 March 2015
21| Dubai Inf1 Arport -UAE | Changi Alsport - Bingapore | 3 MAaich 2015
22| prague Fuzyné Inf) Aiport - | Dutal 111 Alrport - UAE | 2 February 2015
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Dbl |mf'l Mirpoet - AE

Prague Ruzyré Infl Aipoct —
Caach

27 Jaruary 2016

Landen Hesthrow Akpert - UK | Dubai Inf' Arpart - LAE 4 January 2018
75 | Dubad Inf] Aieport - UAE London Heathrow Airport - | 40 December 2014 |
: LK
28 | jncheon Intl Airport -~ South | Dubai Infl Airport - UAE 14 Dacsmber 20114
| Koma i
27 Dubai infl Aimort - UAE Inchaon Infl Aiport - South | § December 2014
Eores
Vienna Aipart - Ausira Oubal It - UAE 1 Docember 2014
[hibai It Aipon - LAE Wienna Aipor - Ausbia &3 Hovember 2314
Bahran Int') Airport - Bakrain | Dubai Int'l Airpert - UAE 1 November 2014
Dubal Int] Arport - LAE Biahrain irt) Arpor - Baheain | 29 October 2014
Bahran Infl Aiport - Babrain | Dubal Int) Alpert - UAE | 29 Ocloder 2014
Dubai Int| Auport - LAL Hamad nt| Akport - Qular | 25 Octaber 2014
| 34| Banewn inrl Aipert - Babram | Dubal nfl Akpert - UAE 11 Octobes 2074
Dubai Int] Alrport - UAE Bashenin |nt] Airpert - Bahrain | 25 September 2014
Wionaa Airport - Ausiria Dubai intl Alpert - UAE W Septombar 2014
57 | Dubisi It Aipoet - LAE_| Viennm Alport - Austils | 31 August 2014
EJ Aliport - | Dubsi 1 Alrpart - UAE. | 1 June 2074
38| Dubai Int1 Aipont - UAE | Chiies de Gaule Airport - | 8 June 2014
: France
(40 | Kuala Lumpur Aimom - | ubai i Aimen . UAE | 10 Apr 2014
Malayvia
Diwibral k] Aurgort - LAE Incheon Int1 Mport - South | 5 Aprl 2074
Korea
42 | Chares de Gaule ANPOT - | Buoal lnfl Akpert - UAE | © Mamch 2074
Frange . = -
43 | Dubat It Ao - UAE EFl-hd-ﬂ-HhHirpuli- 29 Tebruary 2014
| Babsain 1t1 Airpont - Batwain | Dubal 1971 Alport - UAE. | 2 August 2012
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Requirernent list
k| Iterm Qty.
R : o 5,000
|1 TBIXISAmmwnition i 5,000,000
3 _, Sriper Fifie 7.52x54 {raganav] 150
& | 762%4 R smmuniton . 15,000
§ | 7.629KM Machine Gun g 1000 |
€ | 7.62x58 emmunition 110,000,000
7__| Sniper Rifie 12. Tx 108 - 50
B | Ammuntion 12 7108 ] L 0000
§ | WeavyMachine GunMOZCoyoreCai 12208 | oo
10| 12 Tmmu108 Amewurition 30,000,000
11 Mortar 60mm M7 oA 100
12 Mortar shell Gmm 56,000 |
T Martar £3mm ME0 e 100 |
U |@vmMortarshels [ sd.can
15 | 120mm PM-38 Morter ) a0
| 16 | 120mm Monarshel 30,000,00
17 14 Sxlidmem B-32, BIT Cartridges £00,000.00
18 | 23mm HEIwith Link | 1sooooomn
13 | 107 MULTIROCKET Launcher w0
20| 107mwn Rocke: i 40,000.00 |
21 | 122M0d recket Projectie M210 L #0,000.00
17, Hand Grenade o 300000
23 | Armor Vest . 5,000.00
24 | Anti Tank 106mm HEAT Amnunition ~S.000.00 |
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Anpex 106 : The Eussian Federation™s Letter to the Panel’s air travel snquiry on
KOMID and RGB unilaterally designated individual

h“nl“'rm
Fmsgaipgmesi Braopans
.
Masw (2100 AR ik
P FALY A @0

A

n

Dipar i Grifichs,

o il 5.

Nl Nlugh Canlifiths

Coordinmios

Pas! of Eapert crtaSlished purmiant
Lirdted Sattons

Mew Yark

o Securiy Ceomol pesnlution | 874 | HERG

Pt it miwred il oadem
ol iy Eeedsa Fidersikm
B s il S

10 T i
Sars B, NT JHA

New York, Y05 a waary 2016

With relieernoe 1y oy betler 5040 452500 SPEAOC 810 e
¥ Docember 2005 1 om instrocked o infoem oo of the fnllowing

We believe thai there (3 na reston Bor o W mals on
investigaiion following yeur Inguine. Juliing by the coniem of yowr
lemer, the Panel had nol comducwed an mdepomdent research al
activ jthes of the twa Motk Korean citcae Lhat we wore requesied 1o
proviche (ndbemnagion about, Unilseral rancticss the wers impasad by
the LS4 snd Frascy againa (hose individuals for the pesons thal we
ary uravwary al, do nol srve e e a8 an argument (o0 sebcion of
thair ualiefie] asivitied on Kuesin s lamiom, 'We zee owarabbs ready
0 cooperie with the Punad when i incairies me clearls lined inne the
framewark of the cureni United Mations Secumy Concil Sancton
Lict aned have subsantiol evidemee, b this case W 870 nol i & positson

Wlls Sk
Lipuly Permancnd
Riprosentalivg
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Annex 107 : The Russian Federation's Letter to the Panel's engquiry on OMM
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A

Parw Womrk, "rg lwaary 2006

Derar e o ridTiha,

With relorence io the Panel's beters SO0 40670 | LPIOCHT LTRT
daied 13 Soplember 3BI4, AL 3005 PIL00 18 deied 3 July
WA, DA IONRPEANC IR deied Kl 3008 and
SAAC A0S PEAC M0 deicd 29 buly 2803 nopeesing, b formmi o
abussi bewih Kewcan vesscls sl an mbldion o san proveens lofber ol
reapyeie | mslmieted b nlorm vou ol the helladang

W comiinue jo demasl o b Peesl of Fapserls e opresl
wulmlarilial ekt of e Coiiiocles Bifeoon vaiiius s
ehilerjrises thal vwd the veascl. wild Dwnd piads. o B Ssoeyviles
wof TANL W do md pumscss such eowidonag

The Panel’ s walmmalish oo Dic somnenig sl Lo e oanership
{cuncilifies. wilh fhe s legal abkooc i ol e veusgls priyimmisly
avsdgrmedl by NN, Thamiaggli 18 cobubll g ke odLmn S jaeiees il reyeid
e INPRK codtipanees, famel seree b s as d peellilwales b appls
b pluvishons of LIS ERNCTMNS. i i hoss Tsnies

o, 1 buagh Chri¥iiha

Cymmdipaing

Parwl of | spsms psiahli sl

0 Rogurily Ceencil rewnluiion | ETE { J00F)
L e gt b

e Wik

291/295



S/2016/157

[N}

I mhere 13 substantial evidence we would e resdy o disouss
poaxibde inquiries for designating these wgpal omtisies te by i haded
inle the LINSC |ITIE Commiiioc's Senctioes Lisl. Owce they
are demagrubod by lhe Uonimilics, the nooessry resiristive mensays
sipulated by the UNSC resolutions would be sppled agams (hose

“Theg Fo”

Vindimis Salolay
Lleepuibsy Poimrmiminib
Ky prvsonlativy
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Anmex 108 : ETC s imirial information about the finamcial ransactions related o the
RTC"s May 1010 export to Chonbok

Based om the mformation provided by RTC, the Panel understood that RTC underiook the
follovwing finomcial transactions related to the May 2010 export:

RTC has been sering as the ageni for Korea Imtermational Exhibdtion Corporation
(EIEC) to ammange fhe participation by the companies based in Taiwan Province of Chna
for Intemational Trade Fars in Pyongvang.

Ai that nme, ETC helped another Taipei-based travel company (hereafter “company T
and ther customers 1o atend the Pyvoagvang International Trade Far (which RTC also
artended), Company A sent RTC awkine tickets and “related charges”™ which ETC was
tasked 1o tramsfer to KIEC in Pyvongyang Company A trapsferred 10 RTC on 13 May

WI0EIE000

On the other hand, Choabok was oblged ta pay RTC the amount of fands € 28 350 2
that time (according to the invoice issued by RTC dated 18 May 2010). At the request
from RTC, Chonbok forwarded the fimds 1o EIEC who was tasked 1o hand over the fimds
to RTC s representative at the occasion of the Pyongvang Intemational Trade Fair

Then when RTC atended the trade fair i Pyongyvang RTC s representatives met with
KIEC's representatives and calculased the amoumt of difference, which the Pamel
understands to be € 348 The Panel also understands that this was the amount of money
RTC recerved from EIEC,
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STRICTLY CONFIDENTIAL"
Anmex 109

‘Thnml:n-xh-:npnh-ﬂ m.lh;n:-u document becauss 1 55 sirictly confidential
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Annex 110: Egvpes 15 February 2016 respanse to the Panel
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